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T'LS 1.3 full handshake with ML-KEM-768 and ML-DSA-65 (draft-ietf-tls-mldsa, draft-ietf-tls-mlkem)
Client Server
TLS client, validates the server chain against the TLS server, validates the client chain when it asks for
configured root it

input: sk_c (ML-DSA-65), client
certificate chain, CA public key

key generation
dk, nc  fresh

ClientHello = (nc, ek_of(dk), signature_algorithms

input: sk_s (ML-DSA-65), server
certificate chain, CA public key

ClientHello

= mldsa65, supported_groups = mlkem?768)

ServerHello

encapsulation
ct, ss « Encaps(ek)

shared secret
check ss = Decaps(dk, ct)

handshake secrets
s_hs = KDE(ss, "s hs", Transcript-Hash)
¢_hs = KDF(ss, "c hs", Transcript-Hash)

EncryptedExtensions

ServerHello = (ct)

handshake secrets
s_hs = KDE(ss, "s hs", Transcript-Hash)
c_hs = KDF(ss, "c hs", Transcript-Hash)

CertificateRequest

EncryptedExtensions = ( ions)

CertificateRequest = (signature_algorithms =

Certificate

mldsa65)

Certificate = cert(id_s, spk(sk_s)) signed by the

CertificateVerify

CA

server CertificateVerify
sig_s = ML-DSA.Sign(sk_s, (ctx_s, h5))

CertificateVerify = (mldsa65, sig_s) over

Finished

Transcript-Hash(.., Certificate)

server Finished
fin_s = HMAC(KDF(s_hs, "finished"), h6)

checks
check caverify(chain, CA) is the certificate of id_s
check Verify(sig_s, pk_s) = (ctx_s, h5)
check fin_s

Certificate = cert(id_c, spk(sk_c)) signed by the

Finished = fin_s

Certificate

CA

client CertificateVerify
sig_c = ML-DSA.Sign(sk_c, (ctx_c, h8))

Certificate Verify = (mldsa65, sig_c) over

Transcript-Hash(.., client Certificate)

client Finished
fin_c = HMAC(KDF(c_hs, "finished"), h9)

Finished = fin_c

accepts when the server chain, the CertificateVerify
under ctx_s and the server Finished verify
derives the application traffic secrets and may send data

CertificateVerify N
Finished N
checks

check caverify(chain, CA) is the certificate of id_c
check Verify(sig_c, pk_c) = (ctx_c, h8)
check fin_c

accepts when the client chain, the CertificateVerify under
ctx_c and the client Finished verify
derives the application traffic secrets and may send data
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