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X25519MLKEM?768 handshake, NewSessionTicket, psk_dhe_ke resumption
Client Server
x LKEM768 clent, resumption PSK hold X25519MLKEM768 serve, ticket issuer
input: server certificate (pinned public input: certificate and signature key sks,
key) ticket store
Inital ful handshake
fresh
= X25519 scalar
(msk, k) = ML-KEM keypair
ClientHello = key._share = (exp(g,x), ek), ClientHello
psk_key_exchange_modes = psk_dhe_ke
check

encapsulation key check on ek (illegal_parameter)

derive
(mlss, ct) = Encaps(ek)
y = X25519 scalar

ServerHello
ServerHello = key_share = (ct, exp(g.y))
derive derive
miss = Decaps(ct, msk) dhe = miss | exp(exp(g.x)y)
dhe = miss || exp(exp(g).x) handshake_secret = HKDF-Extract(dhe, transcript)
EncryptedExtensions
= extensions
Centificate
Certficate = server certificate (spk(sks)
check

certificate key equals the pinned key

CertificateVerify CertificateVerify = sign(transcript through
Certificate, sks)
check
signature over the transcript hash

Finished Finished = HMAC(finished_key, transcript through
CertificateVerify)
Finished = HMAC(finshed_key, transcript through Finished
server Finished)
check

client Finished verifies
NewSessionTicket NewSessionTicket = ticket, ticket_age_add,
ticket_nonce
derive
PSK = HKDE-Expand-Label resumption_secrer, "resumption”,
ticket_nonce)

fresh
X2 = X25519 scalar
(msk2, ek2) = ML-KEM keypair
derive
binder_key = Derive-Secret(HKDF-Extract(0, PSK), "res
binder")

binder = HMAC(binder_key, truncated ClientHello)

ClientHello = pre_shared_key = (identity = ticket, Clienttiello
obfuscated_ticket_age), key_share = (exp(g.x2),
ek2), binder

check
binder validates
else abort

derive
(miss2, ci2) = Encaps(ek2)
¥2= X25519 scalar

ServerHello ServerHello = pre_shared_key = selected_identity
0, key__share = (ct2, exp(gy2))
check derive
selected_identity in range Early Secret = HKDF-Extract(0, PSK)
handshake_secret = HKDF-Extract(Early Secret, miss2 |
exp(exp(g,y2),x2))
EncryptedExtensions
= extensions
Finished

Finished = HMAC(finished_key, transcript through
EncryptedExtensions)
check
server Finished verifies

Finished = HMAC(finished_key, transcript through
server Finished)

check
client Finished verifies

checks the server Finished and the selected_identity checks the binder and the client Finished
outputs the resumption application traffic keys outputs the resumption application traffic keys
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