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TLS 1.3 main handshake with X25519MLKEM768 and mutual certificate authentication

Client

holds its certificate and signing key; trusts the CA

input: CertC, skC, CA public key

ClientHello (client_hello)

nc, X25519MLKEM768, cipher suite, ek, gx

fresh values
nc = fresh
(dk, ek) = ML-KEM-768 keypair
x = fresh
gx = gix

check
check selected group and suite = offered
r = Decaps(ct, dk)
ss =1 gy’x
hs

check
CertS signed by CA
CV under the key in CertS
Finished under hs

Certificate (client)
CertC (under c_hs_key)

CertificateVerify (client)

Sign(skC, 0512 || "TLS 1.3, client CertificateVerify" ||

0x00 || TH(CH..CertC))

Finished (client)

HMAC(finished_key_c, TH(CH..client CV))

accepts: peer identity CertS subject, group, suite and

transcript as seen

believes the server holds the session handshake key

o K1, fREPNN. *

Server
holds its certificate and signing key; trusts the CA

input: CertS, skS, CA public key

ServerHello (server_hello)
ns, X25519MLKEM?768, cipher suite, ct, gy

key agreement
ns = fresh
r = fresh

ct = Encaps(ek)
y = fresh
gy =gy

hybrid secret
ss =1 g’xy
hs = HKDF(ss)
s_hs_key, c_hs_key = HKDF(hs)

EncryptedExtensions, CertificateRequest
cr = fresh

Certificate (server)
CertS

CertificateVerify (server)
Sign(skS, 0A512 || "TLS 1.3, server CertificateVerify" ||
0x00 || TH(CH..CertS))

Finished (server)
HMAC(finished_key_s, TH(CH..server CV))

check
CertC signed by CA
CV under the key in CertC
request context echoed
Finished under hs

accept client identity
only after the client Finished verifies

accepts the client identity only after the client Finished

verifies

believes the client holds the same session handshake key
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