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TLS 1.3 with an external PSK and certificates

Client Server
holds the pair's external PSK and is certificate olds the same external PSK and its certficate
input: cert(idC, spk(skC)), skC, external input: cert(idS, spk(skS)), sk, external
PSK, identity pid PSK, identity pid

generate key share
X

derive binder key
Early Secret = HKDF-Extract(0, PSK)
binder_key = Derive-Secret(Early Secret, "ext binder", ™)

compute binder
binder = HMAC(Transcript-Hash(Truncate(ClientHello)),
binder_key)
ClientHello = key_share = g/x, supported_groups,
psk_key_exchange_modes = psk_dhe_ke, ClientHello
pre_shared_key (identities = pid, binder),
ts_cert_with_extem_psk

process ClientHello
Early Secret = HKDF-Extract(0, PSK)
check binder = HMAC(Transcript-Hash(Truncate(ClientHello)),
binder_key)
check mode = psk_dhe_ke
check extension present

generate key share
vY=gy

derive handshake secrets
DHE = gixy
Handshake Secret = HKDF-Extract(Derive-Secret(Early
"), DHE)
s hs traffic, ¢ hs traffic = Derive-Secret(Handshake Secret,

Secret, "derive

label, ClientHello...ServerHello)

ServerHello ServerHello = key_share = ghy, pre_shared_key
(selected_identity = pid), s_cert_with_extern_psk

process ServerHello
check selected_identity = pid
check extension present
derive DHE, Handshake Secret, s hs traffic, ¢ hs traffic

EncryptedExtensions

= tls_cert_with_extern_psk

CertificateRequest

Certifi = certificate_authorities

Certificate

Certificate = cert(idS, spk(skS))

process Certificate
check certificate idS

CertificateVerify =
sign(Transcript-Hash(Handshake Context,
Certificate), skS)

CertificateVerify

verify CertificateVerify
check signature under spk(skS)

Finished Finished =
HMAC(Transcript-Hash(ClientHello.. CertificateV
erify), finished_key(s hs traffic))
verify Finished
check Finished
s hs traffic confirmed
Certificate
Certificate = cert(idC, spk(skC)) >

CertificateVerify =
sign(Transcript Context,
Certificate), skC)

CertificateVerify

verify CertificateVerify
check signature under spk(skC)

Finished = HMAC(Transcript-Hash(...client Finished
CertificateVerify), finished_key(c hs traffic))

verify Finished
check Finished
¢ hs traffic confirmed

accepts the server's Finished accepts the client's Finished
knows idS, pid, and the handshake and application traffic knows idC, pid, and the same traffic keys
Keys
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A02: jE UEFIHE TR S5 a8 5 2% P omiA e
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PRI RAE R P UG IEE)  [F] B,

B AR RS AR iatT T A — e B CHIE B R EHN RSN, A REZliRET,; RS 5S

X PR R A, MBWEHENERMLSS, Y ERA external PSK. AN EREHE (EC)DH HEMEN,

X—E5RH AL, EREARE RN TR, [RIas BRI T Ik A,

o #55: Holds; 2&MEZ THA: 2; rTHESAMHE™

o UMH & AAPTAIERIZY R &TE, IERAZRIARNE PSK BI85k (EC)DH MR 58, ‘BRI,

o XHHEWHH: B, XHHIIAIE: s0034, s0035, s0052

o M IEBRIEHWEL NN G —DEEIES; 2 CA BIE BRI IR TLS 24, Krg
i, BauFRa . HEERAIAR, ; BFUIEBEES AL, KATEEEE 7R IE-RIAIE,

A03: RSB —3
HR—FHE%, EELERmIaTT, A, HEREE S, Frik PSK identity, key_share 415 cipher

suite —%,

KT A FAME, NI ENIfEME. Fri%k PSK identity, key share 1 cipher suite X —8, XFf—E
i binder, %544 #1 Finished &%, A THIE &3,

o 458 Holds; 2&MEIE THMA: 2&; rTAEARE

o MME P MR —BUEEMTERE A RN XUERTERE R 5 R,

o XPEUH: B, FHAERESC: s0031, s0032, s0419
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o UMH H: HUHMSHSTEREB R EAT, ZERRPT BERE TE,
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uo3 proved a02r checked 1 proved

X01 proved c08 checked x01 (holds_in_source) 1 proved, 1 attack

X02 none track (holds_in_source) 1 attack

BATIK, OB ERTEIRAIER; SR RIEFZZIUESRA R

Hbs 35k Wdi& ml % i) pugi

A02  HRSARIANIE: RER PR TR 2 network proved a02 checked
Finished, UfFE—PMEAMRIIEILRIIIRSS
BT, UIE, R Z IMIERIZR
[

A02 HUHEREMEN (EC)DH HEMEHEARTH dh_broken proved a02 none
PSK I HIARSSEFINIIE,

A02  HFURIAIE: REARSGS#RES T & i network proved a02r checked
Finished, BUFE—PEAMRAIIEICRIZS
HafT; UE, A RMZ 2 SMIERIZR
[

A02  HIEHFEFFEIZARIIIME PSK ITEIARSG SN psk leak proved a02 checked
ks

A03  EFUmMA TAXIEICR (FAf, PSK &, network proved a02 checked
BHAMEL BRES) -2k

A03  IRSSASMA TR STEIC A —2E, network proved a02r checked
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A04

A06

A06

A06

A07

A08

A08

K01

K01

Co1

C08

C03

K04

RO5

uo1

uo1

uo1

uo2

uo2

uo3

Fik

R B 1R —IRAERIMRSS 4% Finished &
WL (PRAZF R o

RS54 2 22— IR E R Uit Finished (2
HAEHR binder Y ClientHello) 215105,

Finished fiIA TR FIMBEHH: 1277 Fx A
XL T AR R R

binder JNATIEMISNE PSK B HfIA 7 ZER
binder %A : #3519 binder & H & ikt %S
[Al— B F13 5> ClientHello T HASHI,

B & 1 4M3E PSK,  Finished 1/5HfIATZ
FRESH: $HEZ0Y Finished T R A X i
HSH THRIRIR =R,

FEERIINE PSK BITEOLT, &P imis i A
AMHFESTEICRAIIRSS 31217 PSK HAFIAIE
M — A

HERETF . psk_dhe ke, binder, ZHG)
A RENSIBR TR SS B2,

WA ALTHHEZHY ClientHello #7740 psk_ke 5
R WG58 9aaYE T4 psk_dhe_ke,

U P B i B JC TR T MR PSK,

ST AR TR I A 2% B i & R
ER]K: o

MR RTEN R E B ERTEZ SR FIES
FABHRISNES PSK HYI i PREFHLE

HEREHEAHIESNE PSK, BMEERETH A H
(EC)DH HE=MWE, KiEHERHIRFIIE,

X FHITEAMNGE PSK {HAKE (EC)DH L=/
B—7, STEREBHREILE,

—MEFRBEEHRE D REERPEH:
AR TEI B B,

WHEZHEIETHH T psk_dhe_ke; BRI
TFHEMKE PSK F early_data, HZERIEASIA
ik,

RS BB LR HA S WEE B 7R
Sin: BPUEA ST binder, X TR
PSK,

{XiEEE MR PSK BEA 2R E 78, SR
RIGMEEH,

X EE LA SR IE TR E .
WeFZ3ZH) binder J& T HIZ S HI% F 3T L
FIZIEICSK  (binder #AT I BRI ICRE
‘:?\I:%‘)O

R i R A SN PSK, #4532 binder 177

BT SO R TEICS, KIAIE PSK
HARILELEH CRETHRERZ S0 b,

FEAMNR PSK FHTIEFINIERERZ AR AEENTT &
TEICSRA I %Y RARIC A = TE .

Ydi#

network

network

network

network

psk_leak

psk_leak

network

network

network

network

longterm after session

dh_broken

psk leak

network

network

sigkey leak

psk leak

sigkey leak

network

psk leak

network

13

Il

proved

proved

proved

undecided

proved

proved

reachable

proved

proved

proved

proved

proved

proved

proved

proved

proved

proved

proved

proved

proved

proved

i

a04

a04r

a02

a06b

a02

a07

a08

r05

kO1psk

keysec_net

keysec_lt

c08

keysec_psk

ko4

r05

uOlauth

a07

keysec_sk

a02

a02

a02r

X

checked

checked

checked

checked

checked

none

none

checked

checked

checked

checked

none

none

checked

checked

checked

checked

checked

checked
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X01

X02

Fik

ERAEINTE PSK HAETHEH (EC)DH HEME
BT, RGHEEESHEICRSIENSTE
MEEH, XIERRAREFE PSK AifE
CRQC MR Fr eI =,

U (EC)DH HE=ME AT A FMT PSK
i, BidRSTERNRERHERYIE: UEX
WHE TCFIR1G e,

Bl EZE GELE ClientHello H DABASCE 2IAMER
PSK 5177, FEREFRF[E—% P ot 9 Gk
R,

Ydi#

psk leak

dh _broken

network

Il

attack
(holds_in_source)

proved

attack
(holds_in_source)

x01 (c08

X A

)

c08 checked
track

“WhiE D AN E AN ME R — N IX KT, IEAS MR BRI RN, BIRAEIERSE, Al T

—ARBE RN METTRIE, WX SRPITICSR: rack,
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Bisk D: b B AN
1 LLM 5347 AR SR SO, FHIRAG MRS ProVerif; 55 3 15 FR RIS BT RIENI R4 1
I,

ProVerif+ Agent 21 session-20261114T220941, 2026-11-14, IRZ: B5EMK. B : deepseek-v4-1-flash-
261017, ¥4 46, UERAZS 797 #), SEFRFER 17 72%8h, A 0.156 USD,

ER: EEMHIETBERISANE 1R, 3442515 MFRF Geaifies, DU REAITE Sl — IR E K
ZHPRSHINE) . PUESHFRE T 2R A,

ProVerif: J&17 7 135 XIERH, 107 IREEIL, 28 IRICEZE, 784 %), id5t T 33 MEI%,

a2

71324 TLS IEF SN PSK

JiA rfc9973

S BTG [ — 2 A A ST T B 1 S 4R external PSK., TEFSIAUE M psk_dhe_ke; 5E% binder,
CertificateVerify 1 Finished; BARfiSMI PSK 1~ resumption PSK; HHEER 0-RTT. PSK
provisioning, #4H PSK,

AETEREIN FPSBAANERRIRA I R Z Rl T2 2, WPl ERmiiL SRz, NEZSFRM
BTN, B MR B UR RLEME/ EHHE

JsL 555 DS HSCHIT (150113 F71), RE FAIET, A& g s0001 951 HI X LS
Btz —

I PITRRAE A SRS =T -

SR £ ey b

main 4 Extension Overview

main 5 Certificate with External PSK Extension

main 5.1 Companion Extensions

main 5.2 Authentication

main 5.3 Keying Material

main 7 Security Considerations

rfc9846 4 Handshake Protocol

rfc9846 4.1 The Transcript Hash

rfc9846 4.2 Key Exchange Messages

rfc9846 4.2.1 Cryptographic Negotiation

rfc9846 4.2.2 Client Hello

rfc9846 423 Server Hello

rfc9846 424 Hello Retry Request

rfc9846 4.3 Extensions

rfc9846 4.3.1 Supported Versions

15
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SO B bt

rfc9846 4.3.2 Cookie

rfc9846 4.3.3 Signature Algorithms

rfc9846 434 Certificate Authorities

rfc9846 4.3.5 OID Filters

rfc9846 4.3.6 Post-Handshake Certificate-Based Client Authentication
rfc9846 4.3.7 Supported Groups

rfc9846 4.3.8 Key Share

rfc9846 4.3.8.1 Diffie-Hellman Parameters
rfc9846 4.3.8.2 ECDHE Parameters

rfc9846 4.3.9 Pre-Shared Key Exchange Modes
rfc9846 4.3.10 Early Data Indication

rfc9846 4.3.11 Pre-Shared Key Extension
rfc9846 4.3.11.1 Ticket Age

rfc9846 43.11.2 PSK Binder

rfc9846 4.3.11.3 Processing Order

rfc9846 4.4 Server Parameters

rfc9846 44.1 Encrypted Extensions

rfc9846 442 Certificate Request

rfc9846 4.5 Authentication Messages

rfc9846 451 Certificate

rfc9846 45.1.1 OCSP Status and SCT Extensions
rfc9846 45.1.2 Certificate Selection

rfc9846 45.1.3 Receiving a Certificate Message
rfc9846 45.2 Certificate Verify

rfc9846 4.5.3 Finished

rfc9846 4.6 End of Early Data

rfc9846 4.7 Post-Handshake Messages
rfc9846 4.7.1 New Session Ticket Message
rfc9846 4.7.2 Post-Handshake Authentication
rfc9846 4.7.3 Key and Initialization Vector Update
rfc9846 7 Cryptographic Computations
rfc9846 7.1 Key Schedule

rfc9846 7.2 Updating Traffic Secrets

rfc9846 7.3 Traffic Key Calculation

rfc9846 7.4 Asymmetric Shared Secret Calculation
rfc9846 7.4.1 Finite Field Diffie-Hellman
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SR E ey b
rfc9846 7.4.2
rfc9846 7.5 Exporters

Elliptic Curve Diffie-Hellman

R EME I E Y &€ —H X b7 TG E 1 & external PSK, IE 5 IAIE &
psk_dhe_ke; 2% binder, CertificateVerify #1 Finished; BHfi#Mi PSK A~/ resumption PSK; HEFR 0-RTT,
PSK provisioning, #fZ4H PSK,

XSO E P

S HEW AT, 0 E R R R PR BT B JESOR A B X T I B R RIRR 5 xR, MRS
KR AR SRR BETELS N or B WIS, S [ B A SRR S 1,

ID AR LR XHREAY i
A02 EIEEHTIRS SRS F AL B E R EIE B R IRSS ST INERBETAIEREZA 50007,
TIRTF; REB[BERIEFEPWIEBNE  ARIENSS, B s0034,
FR P IRAES & % PSK %M (s0007.  s0035, s0052
s0034, s0035.,
s0052),
A03 BFESEIE K P B AR EIFH R AL % AR AR A BEAHE, binder M2 s0006,
. By, EER PSK B}, key_share &HBEEEF (s0006, s0031.
B, ®BHEH s0031, s0032, 50032,
50037, s0038). s0037, 50038
A04  binder B¥, Finished N AJ B /i fR55 28 x4 B M binder [ ClientHello  Binder #1 Finished 4§ s0003,
FI4FM% 1% Finished £ 2852 —IX; 7€ PSK 5 Y4BT s0010,
B P RN RS 8 Finished 2352 (s0032, s0441, 50032,
—R s0442) ; HEFHETHT  s0441. s0442
£/ key share
(s0003, s0010),
A06 IS binder A Finished HHATR N #5277 ITEDA BT HIRAE H T AEIEIRY Binder B IERIIN T1% 50029,
A binder HHMARSTEAHFNEFRE  SOHEEH 50032,
A (s0029, s0032); s0441, 50443
Finished IA\UFE FA11T
BHIES (s0441,
s0443),
A07 S EENEREH B2 ARLONENSHHIERRAHTHY  AME PSK NMEEHIN - s0052, s0058
BT, MAEH PSK AR TERME—{HE; 008
PSK TNEDLEFE
(s0052, s0058),
A08  § BRI UG 49 R AEREY BT psk_dhe_ke  BORPEREYRE; $FE s0003,
[ HBLLE ClientHello £l ServerHello #7 ARHIILE ClientHello s0005.
A 5K MG HHEAE s0010, s0022
ServerHello; AR%5#%i%
¢ psk_dhe_ke
(s0003, s0005,
s0010, s0022),
K01 PSK Sz AR ANER PSK DARARFFIN FimE 2 H A fRIFIMIB PSK 50042,
M2 A 3RER (s0042); fRZEHPR  s0051. s0060
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Pk aa7 (s0051.
$0060) ,
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ID

C01

C08

C03

K04

RO5

uo1

uo02

uo3

X01

R
PE RTEHI AT AR

(EC)DH MR PSK 4L {4

HIBE PSK A4 B BT RE

RIEEHIE

PEAZ AL E R

B4 S PSK M FE A B AT

binder ZFE B {735 % 5

HERZHSHET R

CRQC FEHEIdRin = EH

PUES

EL e T i B PR B
HRIREKIAR 5 R R

Lk EAEHE (EC)DH H=EMBREAR
HIJE PSK I, SIEMBAAIIES

FEAMIE PSK (HAEE (EC)DH FEHY
— 75 TR E I B B AN e

TRISIEN R EHALER, SR
PSK 5 resumption PSK HHH[& =

WHREZHHEETHH T psk_dhe_ke.
7t resumption PSK, 7 early_data. f{#H
IEFSINIE

BRI ER B RN S BRI ER PSK 72751
MONERI 215 & AR B RERE 4

WHZZH) binder 2% F ¥t xt Al — & 47y

FIE—%F 5 ClientHello 8 HAY

AR PSK N AIEFIAIERE 2 R A E

TTHE TSy R RIS

& AR S A LR B R TR

18

XRE A

IS B A TE S TR A R
FIESSE; AR BT
1 (s0053, s0054,
$0055)

R dEH D>

PSK, BIfHEIEH

(EC)DH H=fr=h I

EESSTEE
(s0053).

IREMEMRIT (EC)DH

TP, RIEE

PSK & LG
(s0059),

PSK 4 £ s —Ia 7

1 KDF (s0008,

s0061) ; binder bR

ANER PSK 5

resumption [X 73 F
(s0520); —X1%

PSK fRFFTE 5
(s0055),

23K psk_dhe_ke
(s0022) ; resumption
PSK &4 11
(s0023); early_data
RAFH L (s0004) ;
PSK ME/ENME—{K
2 (s0052).

PSK AE/EINUER

ME—{4E (s0052);

PSK {it#% X CRQC

BRBENE (s0042);

HIJE PSK NELAE 7
(s0058),

binder £#( % identities
FEEMER o3 5% -
INZ S =R

(s0029, s0031,
s0032),

HE4Y RHIE
ClientHello HLIRSS &%
B B ALY PSK
B, ¥ RASHITE
ServerHello (s0010.
s0012, s0018),

XRRRIAMR: FE
AMER PSK 1 CRQC [y
B B REG R RLA
— AR EAF B TR
& (s0059), 1ERNIZ
55 RPTRA R B b
7o

ik

s0053.
s0054,

s0053

s0059

s0008.
s0061.
s0520,

50022,
50023,
50004,

50042,
s0052,

50029,
s0031,

50010,
s0012,

s0059

s0055

s0055

50052

50058

s0032

s0018
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ID

R

PUES XRE A ik

X02 AN PSK BB A] LB ClientHello W ARASCHEH IANE PSK B BEIERZEEM AR —  s0555

3 Byl WIEE IR
&Pt B PSK &
BT IR ER
(s0555, s0561), fE
%58 s TR A
Firh 7,

T AR SRR AN TERIPE BT X01, X02,

MRS R 2RI, BB

6 TSR ERI T 2, BIEAARETRERSIL, 326 B oSBT R EH
PERL ERNBE S, BB N AR, T 23 By, %k 3 Bt FIMBLE B bR & 5 T ;
B BRI RIAZ 7T HHIT

Btig Ak EN LRI
P01 main:392-392 A02, A03, K01, C01, C08, C03, network, psk leak, dh broken,
longterm after session

P02 main:394-399 A02, A08, R0O5, U03

P03 main:401-405 K01, C01, C08, C03, psk_leak

P04 main:407-410 X02

P05 main:412-421  JERAZRAIAR T s0044: PSK AT PRNG HJ
SREE; IR

P06 main:423-437  UERAERAIAR T s0045: XNFFEHKES Grover
B THEAREE

P07 main:439-441  IEBAZRIAIR T s0046: AN PSK IR/ MK ;
KRR

P08 main:443-452 A02, A03, A06, A07, K01, C08, C03

P09 &  main:454-458 K01, C08

P11

P12 main:460-463 K01, C08, C03

P13 main:465-472 A07,A02, psk_leak

P14 main:474-487 C08, dh_broken

PI15%  main:489-512 X01, C01, K04, psk_leak, dh broken,

P18 longterm after session

P19 main:514-522 A07, C03, psk_leak

P20 main:524-532 C03, X01, psk_leak, dh _broken

P21 main:534-538 K01, C08, C03

P22 main:540-547 K04

P23 main:551-553 X02

P24 main:555-559 X02

P25 main:561-568 X02

19
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Bk

P26

ik M

rfc9846:4676-

4677 longterm after session, dh broken

ERH

A02, A03, K01, C01, C08, network, psk leak, sigkey leak,

S 5TNZOIE, BIUR & Bk &
fa TR E S EIRZS 575 M2 R REZR TS, 339 WL, A& a3 — TR 1 I Bedia 5%
X NS 5T ERFAERMNME, sENAAR, B TEEE SR 24 T, ROERY 15 B, EERE
AL ; &—IUELAEFEE 745 AT,

ID  Z4575di I Bl R ABEJE
S01 &/ 2577 sigkey leak
S02  JRSSHE 257 sigkey leak
S03  PSK N AMAL T 2577 psk_leak
S04 PSK AL 2577 psk_leak
S05  MEFEHY fH BB R AHEL IEB SR AT
S06 external PSK £ 17} = KB/ EEZ PSK 57y ABAS (&4 (s0561)
S07 i external PSK identity & WHEEAEESZ selected_identity J2HH X 25|
S08 key_share £ H WHEETEES key_share 412 AT ZEL
S09 cipher suite {1 K& SRS cipher suite 2 ATFHI R SEL
S10 transcript {1 WHESTEES transcript AN FFHIRFEIE; H7eBmA
2 HAR
S11  binder 1 psk leak
S12  Finished H psk leak
S13  binder_key & psk_leak,
longterm after session
S14 finished_key {H psk leak
S15 EFRERHA (=l dh broken,
longterm after session
s16 IEFIRAEA B sigkey leak,
longterm after session
S17 external PSK {1 psk_leak,
longterm after session
S18 tls_cert_with_extern_psk ¥ &  {H KhERTEEZL ZY RN SR
S19 psk_key_exchange_modes I WHEE AR EZ R FEBEAS
S20 selected_identity H KHEETEES selected_identity JEPH
S21 key_share (I BB R EEZL key share ‘B2 AFFY; e FRE N B
dh_broken
S22  Early Secret (I psk_leak,
longterm after session
S23 Handshake Secret 1 dh broken
S24  Main Secret (] dh_broken, psk_leak

20
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ID 25778l 3N BN
S25 EF5 MmN (N psk_leak, dh_broken,

longterm after session

S26 CEMRIERRBEEHSEN H

longterm after session

S27 Imfs (EC)DH FATH {1 dh_broken

S28  ZXIHFUE (N dh_broken, psk_leak

S29 (EC)DH H:ZEf& & dh broken

S30  RIGFLREP S LT fH psk_leak

S31 =IHMEEHA B dh broken, psk_leak,
longterm after session

S32 resumption PSK I TEVEEIN

S33  EPHACHLEIK fH WEHEGAREL

S34  PSK KM {H Ri#H e HES

S35 early_data bRt (=1 BB (A EE %

S36  UEHIAIE I sigkey leak

S37 UEBZHAAEA (N sigkey leak,
longterm after session

S38 2THEH (I dh_broken, psk leak,
longterm after session

S39 PSK identity H WHESTEES

B

{E55HERR T resumption PSK, %75
e

BEAFZEIRIAS; RO5 ERBHERZNIBTT
fifiFHT psk_dhe ke

PSK KM BIREE, ~RRGERAE

early_data bRAEEIAS, AAIHHELD
(s0004) ; RO5 EREHZMIBITAIE S

[

PSK B 2lAse; HREBIA IR A AT
KERTEEFR

TARPERAE S BB A AF FIESR

Wi TS R S B ATRE ;. B NEREEH PR —DREE Mesk, BT IR EI%8d

H Mz HESR,; TCEFEEREREIRS G E RS
WA, ERTTHE T E A N Z IR %K #

, UERAZRE NRYESKORIR, s LR

Bii#H Ffifta i sk
network HEMS: ViEl. E£F., BERLE
HE, TEAETM— RS
psk_leak UMY external PSK, ERTEZ RIS MWEHARZR PSK R E FmAIIRSS 83 H]  s0058,
A BRILZAMEAESE e, FFIe THRNHIBRISE (s0058, 0059
$0059) ,
sigkey leak IR SANERZSAFHE (A% IEREIE B AARIENS 4, K% s0007,
FPURE BRI, G2l AARPRRINIE (s0007, s0034, 0034,
ial; AEHE PSK s0052) . 0052
longterm after session fEXIHTEREIRIFHIUEBRAHFI AR TS E IR AN, FIE  s0053,
external PSK [l 2 S BRI 2 R A4 s0054,
(s0053, s0054, s0055) s0055
dh broken —IRZER (EC)DH HZ=ME, AJHA XRRE (EC)DH ZHM R C AN, m  s0053,
FFH key share HHAFH,; FEE PSK /38R A%1 (s0053, s0054) 50054

external PSK
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ID network psk_leak sigkey_ leak longterm_after_session dh_broken
A02 |RYA DA BT
A03 JpRYA

A04 DAYA

A06 TEZR AL

A07 AL

A08 JDRYA

K01 JpRYA

Co1 DAYA

Co8 DAYA
C03 AL

K04 DRYA

RO5 JpRYA

uo1 |p/AvA |p/AvA

uo02 DAYA |p/AvA

uo03 DRYA

X01 THAL BXAL

X02 ENpava

JESORT H b

Source: 555 units, 150113 bytes, frozen in source-delivery-01.json. Targets: 15 approved (A02, A03, A04, A06, A07,
A08, K01, C01, C08, C03, K04, RO5, U01, U02, U03); the questions asked: 3. The list of targets was approved as
drafted, beforehand, with --approve-targets.

Decisions the host took by its documented default (task decisions: auto), for you to check:
o approve_package: fit{fEJ St protocol-2ae552d7044c652af21e3e484e2a

This step as it reports itself: 1 requests (1 failed), 0.000 USD, 68847 tokens in and 6161 out, 40 s.

KT USRI B
* A02: answered in ProVerif, and the analyst names dh_algebra for this target
» AO03: answered in ProVerif, and the analyst names dh_algebra for this target
¢ A04: answered in ProVerif, and the analyst names dh_algebra for this target
¢ A06: answered in ProVerif, and the analyst names dh_algebra for this target
¢ AQ7: answered in ProVerif, and the analyst names dh_algebra for this target
¢ A08: answered in ProVerif, and the analyst names dh_algebra for this target
¢ KO1: answered in ProVerif, and the analyst names dh_algebra for this target
e CO01: answered in ProVerif, and the analyst names dh_algebra for this target
e (C08: answered in ProVerif, and the analyst names dh_algebra for this target

» (CO03: answered in ProVerif, and the analyst names dh_algebra for this target

22
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o KO04: answered in ProVerif, and the analyst names dh_algebra for this target

* RO05: answered in ProVerif, and the analyst names dh_algebra for this target

e UO01: answered in ProVerif, and the analyst names dh_algebra for this target

o U02: answered in ProVerif, and the analyst names dh_algebra for this target

» U03: answered in ProVerif, and the analyst names dh_algebra for this target

¢ XO01: answered in ProVerif, and the analyst names dh_algebra for this target

¢ X02: answered in ProVerif, and the analyst names dh_algebra for this target
L RALIN) Proverif %) (xor, dh_algebra, other_algebra) #iA(ati EIIAES ST JISIB: AEHHEI10
UEHZ X g B AUIERH, R8BS RIS 2 Bedt, 1RIR 1N 2L AE G Z Y Pro Verif 1547

(changing state) =1EZ577#E%E % fEIRESRIAIEKZ, WAERRA BB Al fe HO2 i 7%
Ki#S, Tamarin+ Agent NIH% FAEAT A T,

I NS HR a4 N

step targets features reason
40  A02, A03, A04, A6, dh_algebra, A HE ALY HMAC/HKDF fl AEAD 2 |, N MERZT
A07, A08, K01, CO1, many_sessions, IREMHH—MEE T, 1M (EC)DH =R L gixy = ghyx IX—KE
€08, C03, K04, RO5, plain_primitives A, RS E A RERRE /D T ESLRE, R AR T
U01, U02, U03, X01, BEHENSTERN, MiltEEEE T & BhE prit 22 1 E,
X02
L T

IEHIRAEIEE, 7 modelpy EEIET+HEMNER, CUEH: WHEHEHIANE (FEAMNE PSK EA18, (EC)DH
EME AN RN FEIFERLL) . WA ETEIER—2 WA Finished FYSRAF . H Finished 5250 HHRIA.
B ERBE . psk_dhe_ke MUSREBIFAIT. PSK 52THEEAXN MLSHIRZNE, S1E/5IE B AR PSK
MFERARTA RS, (EC)DH Ml AR STHBEHANETE. SUERHAHER, DAREREHARN PSK £H
IR E A= S E 78, WARMBESTEEH, DRI IR E R FE R ARSI AR (a02ctl,
a02rctl, keysec_ctl, cOlctl, x01), AMMERAHL, —EEEXRALG ORGSR, FILTADE,
BEFEEL: REREFEIN 15 (EC)DH =M% PSK 1 & nl i kil & (X01, s0059), HASZ PSK
By RBERE (X02, s0555/50561), HARTIEZEMERERE: X F #4321 binder B Ui E % 7] —34 7
ClientHello 1515 2 H £ F 5K K 1E ProVerif F&X1E GENEER; STEICR—RAHZAH TE), H
(EC)DH RREH BN ghxy = ghyx AMIT— D ERAE( =05 oK 2, RIS BV ASL Y Tamarin+ Agent A
DU JE X8R oy, T A4S RS2 RF SR HMAC. HKDF #i1 AEAD #R-2 FAR A HT 255 R 5N
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