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TLS 1.3 server authentication with composite ML-DSA over X25519MLKEM768

Client
equires the composite certificate; pins the composite
public key
input: pinned pk_MLDSA, pk_trad; trust in
the certificate

Key establishment

fresh values
cid, x, ek
ClientHello = cid, X25519 share, ML-KEM
public key ek, supported_versions = TLS 1.3,

Server
holds the composite long-term signing key
input: sk_MLDSA, sk_trad; certificate (key
type composite, pk_MLDSA, pk_trad)

ClientHello

signature_algorithms =
midsad4_ed25519_shas12

ServerHello

shared secret
ss =ss_K || X25519(x, ys)

handshake key
hs = KDE(ss, "hs", Transcript-Hash(ClientHello,
ServerHello))

Authentication

fresh values
xs, 1

ML-KEM encapsulation
ct = Encaps(ek, )
ss_K = Kss(r)

ServerHello = cid, ys = X25519 share, ct, TLS
1.3, mldsad4_ed25519_sha512

shared secret
ss = ss_K || X25519(xs, xshare)

handshake key
hs = KDF(ss, "hs", Transcript-Hash(ClientHello,
ServerHello))

Encr: xtensions = cid

Certificate = key type = composite, pk_MLDSA,

EncryptedExtensions
Certificate
CertificateVerify
check

verify sig_ MLDSA under pk_MLDSA and sig_trad under
pk_trad over the locally built si

check
certificate key type is the negotiated composite scheme

keys equal the pinned ones

Finished

pk_trad

signing input
si = Context("TLS 1.3, server CertificateVerify", ",
Transcript-Hash(ClientHello, ServerHello,
EncryptedExtensions, Certificate))

component signatures.
sig MLDSA = Sign(sk_MLDSA, si)
sig_trad = Sign(sk_trad, si)

CertificateVerify = mldsad4_ed25519_sha512,
sig_MLDSA, sig_trad

Finished = MAC under hs over

check
Finished under hs
app secret = KDF(ss, "ap", transcript)

Finished = MAC under hs over the transcript with

Transcript-Hash(... CertificateVerify)

Finished

the server Finished

accepts the server's identity over this connection's
transcript
derives the application traffic secret and sends
application data

check
client Finished under hs

verified the client Finished
handshake complete
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ERIRTEDIRS, RO HEIL R
1 ML-KEM #—2,

M EHHIRE X25519 IR, 99RTCTE
RIF SRR A KRS 2 %,

G EARSS SR 7> BAAAET Tl <
Ja, BahiE MIRTCEENE S I ST AN

.

ENFRA - RAHE (Rg50E) HAEH
HEZRIIENT, &P 2R
BEPZIEF LA N Certificate Verify,

TEFH— 8 (ML-DSA 73&) JFR
EREBZLRENIERT, FrumiiR R %z
55 et A IR T DR A R

CertificateVerify,

BRESIE R F i B PR N i R P A
AELEIEE B A AT HEZ Y Certificate Verify,

REPEZ 464 RSA-PKCS1-v1_5 HAEHE
Y CertificateVerify, [FlIH & 2RI 4L 77 ZERRH
TEUEF Y R A B E T

MBEHE RN, SRISESRASINERNE
Pt A= EREIHS7 ML-DSA,

A FIRH G T7 SRBIEA CertificateVerify #

AREAE TLS 1.2 TR HE Y AERR
AR TLS 1.3 W& A 2468z,

MRS BRI, B TRR
TR S5 2 B R ZAR T ISR A R
Certificate Verify,

Wi

suf cma

network

network

network

cross_protocol

network

network

network

crqc_x25519

crqc_x25519

crqc_x25519

1tk after session

comp_traditional

comp_mldsa

session_state

network

network

network

comp_traditional
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Hbr  F3K yuhi& [l iy X He
C08.9  <«ifHAE ML-DSA 7y &FfAHIMER G, &% comp_mldsa proved a02_agree checked
IR 2 IR S5 B AR T Il AR R
CertificateVerify,
A08.10 U2 CertificateVerify 78 s AJEFZIIE  network proved a02_agree checked

FILRMGT, XIGT R m A EEEAN0T
MRS EUAR; Wi U A,

A08.10 HRFGSHMHEHREETES — I LR XH4ARE  cross_protocol proved a02_agree checked
HEBZTIENEN TLS Certificate Verify JEIT %
UE, BB A RS A
CertificateVerify b N SCERFIAIERRIIETFIC

%O

A08.11 HFUHEZATIE BRI AR RS TR H4H  network proved a08_keytype checked
BAE; BEAEHARBINIE KIS
2

X01 MW ERAEA T ENAN, FRNEZ{UE  comp_traditional  attack x01_fallback
GiRFGAINIERI R P22 —IRMAR R A (holds_in_source)  (the control of
MRS 421817, a02_agree)
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Wi D: B B2
LLM 5397 4 R SRR, FHOAEMERRA Proverif; 55 3 10 1S SRA R IER 2344 tH 2
%

ProVerif+ Agent 2 i session-20261114T230251, 2026-11-14, JRA: B 58K, A deepseek-v4-1-flash-
261017, %t: 74, IEAARS 78 ¥, SCRRFERT 22 4341, %% 0.201 USD,

RS EEMATERREER TS HIANA 1R, 3 498169 NEAF CRFEAHER, DUBRIERIE —IRIBRZ
BRI . POl R T —Yl,

ProVerif: J&fT T 153 {XUERH, 147 IRE&LEIE, 6 IRKEER, 348, 1B 57 MEE,

I YA

P TLS composite ML-DSA authentication

7% draft-ietf-tls-composite-mldsa-00

GG ] %R ML-DSA+Ed25519 41 &% 441 X25519MLKEM768, M55 24 INIESE%E 1-RTT; 43
EANIER TLS context #RIIE, KPR TTHRUFSNME; HEER PKI A9, HRR/PSK/0-RTT,

ERi(eliile RSB EE BRI B2 2siiR 744, WhEPul REMmEL TRz, FEEFRM
VIR, ST AU R B,

RS 564 numbered passages (149815 bytes) from the sections listed below. A reference such as s0001 in this

report is one of these passages

IR AR SRR B -

4] et Fiid

main 2 ML-DSA SignatureSchemes

main 3 Signature Algorithm Restrictions

main 4 Selection Criteria for Composite Signature Algorithms
main 4.1 Mapping TLS SignatureSchemes to Composite ML-DSA
main 5 Security Considerations

rfc9846 4 Handshake Protocol

rfc9846 4.1 The Transcript Hash

rfc9846 4.2 Key Exchange Messages

rfc9846 4.2.1 Cryptographic Negotiation

rfc9846 4.2.2 Client Hello

rfc9846 4.2.3 Server Hello

rfc9846 4.24 Hello Retry Request

rfc9846 4.3 Extensions

rfc9846 4.3.1 Supported Versions

rfc9846 4.3.2 Cookie

rfc9846 4.3.3 Signature Algorithms

rfc9846 4.3.4 Certificate Authorities

rfc9846 4.3.5 OID Filters

rfc9846 4.3.6 Post-Handshake Certificate-Based Client Authentication
rfc9846 4.3.7 Supported Groups
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4]
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc9846
rfc10024
rfc10024
rfc10024

rfc10024

4.3.8

4.3.8.1

4.3.8.2

4.3.9

4.3.10

4.3.11

43.11.1

4.3.11.2

4.3.11.3

4.4

4.4.1

4.4.2

4.5

4.5.1

4.5.1.1

4.5.1.2

4.5.1.3

4.5.2

4.5.3

4.6

4.7

4.7.1

4.7.2

4.7.3

7.1

7.2

7.3

7.4

7.4.1

7.4.2

7.5

4

4.1

4.2

4.3

bl

Key Share

Diffie-Hellman Parameters
ECDHE Parameters

Pre-Shared Key Exchange Modes
Early Data Indication

Pre-Shared Key Extension

Ticket Age

PSK Binder

Processing Order

Server Parameters

Encrypted Extensions

Certificate Request
Authentication Messages
Certificate

OCSP Status and SCT Extensions
Certificate Selection

Receiving a Certificate Message
Certificate Verify

Finished

End of Early Data
Post-Handshake Messages

New Session Ticket Message
Post-Handshake Authentication
Key and Initialization Vector Update
Cryptographic Computations
Key Schedule

Updating Traffic Secrets

Traffic Key Calculation
Asymmetric Shared Secret Calculation
Finite Field Diffie-Hellman
Elliptic Curve Diffie-Hellman
Exporters

Negotiated Groups

Client Share

Server Share

Shared Secret

o CH B R,

B R S 5 A R A e AL BB N A
X25519MLKEM768, AR%SESINIESEEE 1-RTT; &9 BFIEHE TLS context #RIGIE, SEFRZEL T RUERN
; HEBR PKI #9%, HRR/PSK/0-RTT,
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BUASNSRATIRRI N AL A A e AR A A B S A7 £ TSR

D FIFR pIEA XREABL ik
A02 B2 T EHMALNIRG 21T BPmAE: tE2HE X5 TF MUST Rt BB &77 s0019,
CertificateVerify fUIRSS a8 ZRINIE Certificate Verify %44 50020,
HWEES GUEBIFALE, (s0019); CertificateVerify FAHfIE 50406
FH HIB1T T ARRIRTF, BRI A HIEBIIRAEH, FEmie
SHREFRA TN (s0406); &
SR SEAARIE R MUST #5457 75
FIAEMAH (50020),

A03 WNEFT, TR WE, ORN—8E YR PnEZRSAHN, & CertificateVerify £Xf Transcript- 0018,
P SRS AN NS, Hash(Handshake Context, s0357,
hEHNE & Certificate) %544 (50357, 50409,  s0410,
SignatureScheme, s0410), fFHPEHNEAETERE  s0561
X25519MLKEM768 JLZ=Fh i (s0018); Xt
B RARTICRIAR—5,  X25519MLKEM768 M=, FLEF

72 ML-KEM %5 X25519 it
EHIPHE (s0561),

A04 RS BB TN — 4532 BUSTIRGEHNEREZE B4 TLS EBEHTELMEFICR  s0046,
X — IR AR AR S5 2818 HORME—N, RILEFRHFEN—%  s0357
T —PREZ—IRIMN WOERMICSR NGRS 4, xR
CertificateVerify TLIEM N~ SUF-CMA A& ENES
BB —igERh, BERG SAMNICSRERS — M EIE
BRENEBRMICRERS 4, MXTRES —FKERTHEH
—MNEREH MR, (s0046),

A08 R, B, L IXS5IORMIE  CertficateVerify IS %4 51IEE MUST HZXE s0017,
A ERREARE A ENSCERFE, TLS B s0417,
TLS F RXXFREBE ARG B T FIFERINERIg At 50423,
ERICTE, WESRMIME B (s0017); IREGEWEL ETFXFE  s0425
WHINA DARARFKIERREN AR L TSR0, PA
Mo AL TE (s0417); Hik

MUST &% Pt SOt i
(s0423), FSIEPEBHE
(s0425),

K01 TG W8 R IR EE & KB AA CertificateVerify IEHHFEFAATMA 50406,
B, DR—RIRESIENIE  HEEFAH (s0406); #ETFHEEIAE 50489,
FI AR i A BHIOREE G R TR M 0561
& ENMEMSINEEE  (s0489,50499); A
5%, HXFSME CRQC X25519MLKEM768 i &, =M
RE B AR X25519  BPHE T ML-KEM F%5 X25519
P R W, Ht— PR RET

(s0561, rfc10024:299) ,

co1 ik N [ e SAEERZEIRGHREE  BREIGIE: B S —Z24HERE  s0045,
BRLNHNMEE, A28 IEHRKFIALE (s0045), HH— 0047,
BZSIENREFREZAM B CRQC M, EATTELESE  s0489
MR, A (s0047); TLS RifAEFERT T

BAAN T [ A HE R TR R
(rfc9846:6545, rfc9846:6562) ,

Co8 INIELE— NEH RN ST AT WIRGSRESIEBHIGT—  EHEAGAMINRRE, HESED 50045,
MAGREH ((BFREML- —DNMAFRIEAZ 2, SREER  s0046,
DSA) #IKmENT, ZRES  TLS INIEZ%E (s0045); CRQC 1L 50048

INIERIE P IR 2
LIRSS Ao
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ID

RO5

C08.9

A08.10

A08.11

X01

fiFR
T3 SREHRA T T

— P HPEREIAUE AL

BHFEME, LTSI RGE

TIRSIEBHEA#RE

{ESEER E 52

X5

B FiiHE3Z CertificateVerify
INF AR B 2544 75 ST PN
FRARF & B ZE R RS «
CertificateVerify H1 AN F
RSA-PKCS1-v1_5 E &7
E, ARXMHHITTEALE TLS
1.2 A, ERREHN.
#J ML-DSA,

HEFUERN— AR
TEXVEHIEIER, & o
MR AEZ SRS 3.

PR
CertificateVerify & A 251%
RIS S, RS b
FCFAFEL BN ARSI
AT SRAE RN, AN EH
fff Y RS AR AR
o

(I N S S TS
S SSARIER I APHFRE,
ENUTRES ) St TR P €53

=

& P (U gt
FHES (MAEEEIE
) RIS ARINIE,

XHRREAB

pkesl5 EA77% MUST NOT 5
"signature_algorithms" —jtZ{&#
HARNCBLZEFHEE S WE|
I CertificateVerify [T 5575
MUST A 1E (50025, s0026) ; JX4&
77% MUST NOT 7E TLS 1.2 i
A (s0023); Btk FEILEIHNT ML-
DSA J& T 77 SR M 7] 7
(s0052),

HER/Db—NMARIENAR R 2,
INIEZ 2RtREAERF (s0045) ; {U%
G PR A RETIE & INUE
(s0048),

HRS5 a0 B SCFAr 2
"TLS 1.3, server CertificateVerify",
T RAE LR S AR A %44 03
TF, DRI (s0417);
& L TSCERT# MUST %S,
K2 TLS #2448 (s0017);
254478 &% Transcript-
Hash(Handshake Context,
Certificate) (s0410),

RIHSAIE S MUST & 515
HiY SignatureScheme FEZFA%H
(s0020); MEF#4H MUST R
TX%E 75 signature_algorithms HH[
HATTE (s0387), FHHEE
MUST SIEHEHFRE (s0425),

RS SIE B2 RS SINENE
FmBUE SRR AIAE, h9ANE
89: —H CRQC ATH, ik
AEHE S XS5 A IEB FP RS A X
MEIRARH, I E FRIENETT
(s0048) ; J 7511 [F] — Al &
A RIE R (s0052) ; HIEE—
M2 B ARAT, 2EESAH
PERE B HOEIL 50 E
(rfc10073:2226),

ik

s0023,
50025,
s0026,
s0052

50045,
s0048

s0017,
s0410,
s0417

50020,
50387,
50425

main:558,
main:585,
main:596,
50048,
s0052

IIHTEARAE SRRANFERITERT: XO01,

NhH L EFRR, BERRM
a8 EACR R 2 Bt ARTETTZRERSIM, 372 B oW xi & —Biid 7 Rm: @ohk

R, EANWEHE SR, SENTAEAE, LT 25 B, 1%k 47 B, FIMBELBE AR E T

TR AR A,

ERIORE ;

B ik EH AR IR
P01 main:509-510 B R B bR ¥ [1-D.ietf-lamps-pg-composite-sigs] 55 11 17; HSZRANAZ RFC
10073 55 9 WIS XA EET, TAE P19..P46 BEN I,
P02  main:520-520 AR EbR BT, TTNE,
P03  main:524-524 A RRA E bR HEIUH, TR,
P04 main:527-533 C08, C08.9,
comp_traditional,
comp_mldsa
P05 main:535-551 A04, suf_cma
P06 main:553-556 CO01, 1tk after session
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P12
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rfc10073:2169-
2170

rfc10073:2172-
2173

rfc10073:2175-
2180

EHM
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C08, C08.9,
comp_traditional,
comp_mldsa

ARRIA EbR
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C08, C08.9,
comp_traditional,
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C08, C08.9,
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e
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SN 7 BRI,
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17
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J¥,
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FF SR TR A A,

617 [RFC9881]: ML-DSA AfFH HNLZEHEHI, |FiaEks
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P32
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P36
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comp_traditional

A08.11
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HEXT, noninterf JEIASEHIL, KO1 Zi#EE. RAERIFIM:R,
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