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sntrup761x25519-sha512 key exchange, initial exchange

S (server)

input:

identification string

identification string

SSH_MSG_KEXINIT _C = (cookie_C, SSH_MSG_KEXINIT I C
kex_algorithms = 5519-sha512, N

)

SSH_MSG_KEXINITLS SSH_MSG_KEXINIT1_S = (cookie_S,
kex_algorithms = sntrup761x25519-sha12,
)

C computes its ephemeral values
a=random
(pk, sK) = sntrup761 keygen
Q.C= (pk, X25519(a, 9))

SSH_MSG_KEX_ECDH_INIT Q_C = (pk, SSH_MSG_KEX_ECDH_INIT Q_C
_— =
X25519(a, 9)

S encapsulates and computes its share
(ct, 59) = sntrup761.encaps(pk)
b= random
QS = (ct, X25519(b, 9))

S computes the shared secret
K = SHA-512(ss || X25519(b, X25519(a, 9)))

S computes the exchange hash and the signature
H=hash(V_C, V.S, 1.G,1.5,K 5,Q C,Q 5, K)
s = sign(hash(H), host private key)

SSH_MSG_KEX_ECDH_REPLY SSH_MSG_KEX_ECDH_REPLY = (K_S, (ct,
X25519(b, 9)), 5)

C recovers the pre-key
5= sntrup761.decaps(ct, sk)

C computes the shared secret
K = SHA-512(ss || X25519(a, X25519(b, 9)

C recomputes the exchange hash
H=hash(V_C,V_S,1.C, 1.5, K_S,Q C, QS K)
C checks the host key and the signature
K_S = preshared host key

verify s over hash(H)

SSH_MSG_NEWKEYS

SSH_MSG_NEWKEYS

both sides derive the six values
IV_c25 = HASH(K || H || "A" | session._id)
IV_s2c="B"

mac_s2c = "F"
check K_S s the preshared host key 0 check of the peer beyond the KEM
check signature s over H outputs: the same session keys and IVs

check kex method is sntrup761x25519-sha512

outputs: session keys and IVs of both directions, session
identifier = first H
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