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SSH transport key exchange with mlkem768x25519-sha256 and host authentication

Client C Server S

holds no long-term key at this layer; generates a fresh holds the host key pair whose public part is K_S

X25519 and ML-KEM-768 key pair per connection and inpul: V,S; host key pair (hOS[ private key,
knows the server's public host key in advance Kis)
input: V_C; the server's public host key
Algorithm negotiation
SSH_MSG_KEXINIT = I_C: cookie,

kex_algorithms with mlkem?768x25519-sha256 SSH_MSG_KEXINIT

first, server_host_key_algorithms, ciphers, MACs,
first_kex_packet_follows
SSH_MSG_KEXINIT SSH_MSG_KEXINIT = I_S: its own cookie and
name lists
Hybrid key exchange
generate
X
C_PK1 = X25519(x)
ML-KEM-768 key pair (C_PK2, sk)
SSH_MSG_KEX_HYBRID_INIT
SSH_MSG_KEX_HYBRID_INIT (30) = C_INIT (30) -
= C_PK2 || C_PK1
check

length of C_INIT = length of C_PK2 + length of C_PK1
encapsulation key checks of FIPS 203 7.2

compute
(S_CT2, K_PQ) = Encaps(C_PK2)

y
S_PK1 = X25519(y)

compute
K_CL = X25519(C_PKL, y)
K = HASH(K_PQ || K_CL)

compute
H=HASH(V_C|| V_S || L_C || LS || K_S || C_INIT||
S_REPLY || K)
signature = Sign(H, host private key)

SSH_MSG_KEX_HYBRID_REPLY
(31 SSH_MSG_KEX_HYBRID_REPLY (31) = K_S,
S_REPLY = S_CT2 || S_PK1, signature of H

check
length of S_REPLY = length of S_CT2 + length of S_PK1

compute
K_PQ = Decaps(S_CT2, sk)
K_CL = X25519(S_PK1, x)

compute
K = HASH(K_PQ || K_CL)
H=HASH(V_C|| V_S | L_C|| LS || K_S || C_INIT |
S_REPLY || K)

check
K_S is the host key of the server
Verify(K_S, signature, H)

Taking keys into use
SSH_MSG_NEWKEYS
SSH_MSG_NEWKEYS = none >
SSH_MSG_NEWKEYS
SSH_MSG_NEWKEYS = none
derive derive
1V and keys = HASH(K || H || letter || session_id), one letter the same derivation, letters of the other direction
per direction, session_id = H
last checks: K_S is the host key of the server, then last checks: length of C_INIT and the encapsulation key
Verify(K_S, signature, H) checks
outputs: H as the session identifier, and the IV, outputs: K, H and the directional keys, the same values as
encryption and integrity keys of both directions the client
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o MMEK: TEEBEHEZEME ISR, PR R ZIMEINT £,

o XHHZEAWA: B, XAHAIMIE: main:396

o KR BFEE DUHTEEBA RS AN B G B A E T, BEALMEAR B EAEBI R AT UL, A A & S g SR AT
Mo

o N TEVERINTETRIRIE,
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X02: host R ERHIEE 7

BRI K_S 5L EHIM host ZEHLLER, #H B host BN R EE S5 R Inse B HR

Bt WiRS s (I g2 DA RRAT) .

BRI IR AL E host B4H 5 HE B H LRIV P, 2328 B O host AN MK EHENEIE, Kt

MNER PR, BTSRRI IA TS, M i HA T B,

o ERL: WL CURHEEIH); ME TR 2; rTHEAMRE

o UMEF: BT SRR S, O RYIEC BRI E, X IE RIS HIWZ A & R S K
EHATEREN,

o XHHEAWA: B, AL rfc4251:984, s0112

o A AT P M (B 52 RTF A 14253 s0112 M A, ; &R T B CrTE
FEAX, BT AFREAE BUXAERY B AR o ;. ARHMEHCEA N B n] DL B 1 H A s 5L,

o fHfRUL: RBPIRBHIXFEECBIIRE 25, DB ERT 4, REBETEREIN,

o F—#: WERIEEE AN known-hosts TEIEEAE, BEE UREEKIE T H 40

X03: exchange hash PRFFIRE
exchange hash H BISTERIRST, MIZEBEE TIEMNL S E (B h_secret AL o

exchange hash [A] i 76 5 RTEARIALRT, BB TTIEN IS H e, FoOvef T =, BERHBHE

Wi IR TDTHIE A NER, B, e R G S BT A K,

o SR BAZ; B TR 2; ATREARE

o PMEM: SRAUZEISIRRRE, EaciETet =i,

o XIRPEAMA: 2. SCRtHAL: s0121

o AR BRPIRENKEGE BT IREWREAHIGT,; B PR HMA AR TR, FitizEk
FURET K BIPRETE,

o R~ fEEEATEHR PP
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Bk C: FESKMIMEIHERIE SR

UERAE A A BARAYIE S BB, BRI FAIE R, 2ORE P RER, DA REG o
R EHR B HAE

Hx gl n Al X Wik Fik

K01 proved k01_kcl checked 5 proved, 1 reachable
A02 proved a02 checked 1 proved, 1 reachable
A03 proved a02 checked 1 proved, 1 reachable
A04 proved a04 checked 1 proved, 1 reachable
A05 proved k01_k checked 1 proved, 1 reachable
A08 proved a02 checked 1 proved, 1 reachable
RO5 proved a02 checked 1 proved, 1 reachable
Co1 proved c01 checked 2 proved, 1 reachable
c04 proved c04_x checked 2 proved, 2 reachable
C08 proved c08_kcl checked 2 proved, 2 reachable
D01 proved a02 checked 1 proved, 1 reachable
A07 proved a02 checked 1 proved, 1 reachable
K04 proved k04b checked 2 proved, 1 reachable
KO01.14 proved k01_k checked 2 proved, 1 reachable
A03.15 proved a02 checked 1 proved, 1 reachable
A02.16 proved a02 checked 1 proved, 1 reachable
X01 proved gl checked 1 proved, 1 reachable
X02 reachable reach_nocheck g2 (holds_in_source) 1 reachable, 1 attack
X03 proved h_secret checked 1 proved, 1 reachable

BT, @ WrE A TIRAERE, SR TEKIE RANE SR ER:

Bt K yiis % #if POl

K01 SIHFIAE FURIFA K. K CL. K _PQ DLEFHA reachable reach_secrets
IHEHAMMEL,

K01 W28 W8 TeiiE S H K_CL (X25519 H=E% network proved k01_kcl checked
), BRIAERAIEA G R,

K01 Mg E TLiEHES H K PQ (ML-KEM-768 2 network proved k01_kpq checked
28, BRIEEDNSIEAR SIS,

K01 W28 E ToiEHES H K = HASH(K_PQ || network proved k01_k checked
K_CL),

K01 ML 35 EIEHES HE K IRENE T IHEIIRSS  network proved k01_kes checked
AN e B A

K01 Mg W& TCEE S H B K IREFIRSSSEIE network proved k01_ksc checked

S AN e B
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Hbi K Witi#& % #ify puyils
A02 B ENUEAMESS (FVUNED IR reachable reach_accept
5o
A02 YR P2 TR HNS A, RS EE network proved a02 checked
IBTERN R STRER T A T 1% K_S A%z
AT H,
A03 BFUREN V_C, V_S, I.C, I_S, K_S, reachable reach_accept
C_INIT, S_REPLY #I K #TIGTi 5452,
A03 PG H BB .C. 1S, K_S. network proved a02 checked
C_INIT, S_REPLY Fl K) #{% /™A 1%EE AR
S AB I THIE,
A04 B2 — A EE (AR e reachable reach_accept
ﬂ:g) o
A04 BRI TNV AMSAE NN —XRFE network proved a04 checked
HIARSS #IBTT: —IRIRGS BB TRIEIE 482
FEZMIIR,
A05 STEENX K RHESHBIR D FENN B reachable reach_secrets
A05 FRETERZ PRI ARS8 2 5, HEM—JF#8JCIE  network proved k01_k checked
1S Ko VRS =77 IR IR & BT HE
FHE,
A08 B — 1 EE, Kk KEXINIT 2157 24 reachable reach_accept
a3 H
A08 B2 1_C R 1_S 2 MAIR, NmiERHE  network proved a02 checked

—M75 7% mlkem768x25519-sha256, ‘EAITIE AR
SARPTHIE, H g el BB n G o

RO5 B uEZ — 1 EE, reachable reach_accept
RO5 — I RN ESECREILINER: &0 network proved a02 checked

M 1_C M 1S BIRSs 48 B CRIME, PRI
XTI EAN AT REN % 2 AR A 75 1%

Cco1 STE5ER, FEERRSS ee EAURAEHBEIEE  (RIRGE reachable reach_c01
R FRFTEITETE) o
Co01 SIEEHG, BN TENFAH AL HIZSTE  host_key after  proved c01 checked

B K, BRIEZSIENEIBIGEIRES (X25519 53K
1 ML-KEM FA$H) BRI ez,

Co1 DEERG, PHBEN N REEL HIZ21E  host_key after  proved c01 checked
E’\J KO

Co4 SAE5ER, HANFH: X25519 G RAEH B R, reachable reach_c04x

Co4 2155, HANE ML-KEM-768 H2EFATH reachable reach_c04sk?2
o

Co4 B{%IER X25519 MR FAH B EERT, Kf*  eph x25519 known proved c04_x checked
Fifl®,; ML-KEM &R,

Co4  H{UZRIEHI ML-KEM-768 AR EERS,  mlkem sk known  proved c04_sk2 checked
K 0L X25519 SR B,

C08 2ih5ER, HIHE K _CL ##A % tHE, reachable reach_c08kcl

C08 ZIESER, HHE K _PQ #RRAWKTE . reachable reach_c08kpq

C08 MUEHECH K_CL I, KERFH1E, FA ML-  kcl_known proved c08_kcl checked
KEM FBHB IR e,
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Hbr  F% witi# |l iy hf e

Co8 Y ECH K PQ I, KRR, K kpg_known proved c08_kpq checked
X25519 #RMISERIE

D01 B2 K_S. S_REPLY FI%4& M0 &, reachable reach_accept

DO1 B2 K_S. S_REPLY FIB A G Z2HIX  network proved a02 checked

MRS5 EHIBAT N Z RIERIERIE, HRIEE s
(I AE BRI,

A07 B2 BB HS 4. reachable reach_accept

A07 W2 K_S IE 2 HAAME T H 40 network proved a02 checked
ABiEEESH, It B EsER B ATRE RS
PTREE M BN,

K04 SUESER, HMNSIERHYEIRE, reachable reach_secrets

K04 M 2TELER L EE P mEIRSHESIERA: H network proved k04b checked
B H RS R B 2218,

K04 — N RENE P ISR SR H A SRS HRENES network proved k04a checked
ity B A4 R

K01.14 £15H3iK K MIRA BEATEERINT ER, reachable reach_secrets

K01.14 WH#EEFESH K = HASH(K_PQ || K_CL), network proved k01_k checked

KO01.14 WHHFLEESHEH K IRENSTENS/SZEYE network proved k01_kcs checked
HH,

A03.15 RFURTEXN &N B & B A TG/ 532, reachable reach_accept

A03.15 HFURFTIGA AR A B, KEXINIT #fi. £ network proved a02 checked
WI#5H. C_INIT. S_REPLY 1K #RZR%#RIZ
17 H YA,

A02.16 &t EHE AR . reachable reach_accept

A02.16 ME Pz EHUEAME AN, HXIRSEIZE  network proved a02 checked
T25 TR A (HEE H), KIIAUESS
EEZ T,

X01 KAE—IRIRSSeeET 5 S_CT2 (SIHRNAE LS reachable reach_encap
g/%) o

X01 FRAEPI AR S5 o it 250125 T AH [F LSS K_PQ, network proved gl checked

BUETA24MER S_CT2; ML-KEM X
FHREN LA SIS TEE M,

X02 T K_S SSCEEM ENBHHEITHEE ST network reachable reach_nocheck
ISP AT ENEH; STHENRZE T ImHE
M,

X02 HAK K S SERBNEHAMITIE, FFEHEC  network attack g2 (a02 AgXt
EHVEHN I — DT8R E 2SR U4 EIR (holds_in_source)  H&)
St B2 EIE MR HAT MRS #5181 T
KIEIL,

X03 BPIRERE T EHMSL GRS —NEE, reachable reach_accept
KIHAESE H B—ME,

X03 RIEA H (STEARRTT) EMARITCIESM network proved h_secret checked
BWTHHEESH,
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P ) B 1y ANl

—/ LLM 70 iR SRR I B OB, R MBS Proverif; 58 3 YRS IRET 2 IER] 23 A9 [E]

e

= o

ProVerif+ Agent 2315 session-20261114T183559, 2026-11-14, IRZ: B5€K, %Y : deepseek-v4-1-flash-
261017, %4 48, UEPBHER 37 s, SEFRAEN 19 min, P#H 0.141 USD,

ProVerif: 12177 144 ™MIERH, 141 DMEHIE, 3 DEBEE, 32s, IEx T 70 DA,

St VA2

i SSH: ML-KEM/X25519 IR & KEX 5 EHUIAIE

TN rfc10042

B2 K TR(EA e [E % mlkem768x25519-sha256; KEXINIT, {EAZME, host key 275 NEWKEYS, FIFIA
IS R MY R,

AEGEN SE® transport/host key T8 R B SSH 24k, FRERLAY B, TRARSS BHAUE 4 /ER i
INIE, {CERH AR R 3 45 RRIMERR, PREICEEIE, 522 SE e s NF
LPERFIFLETE R,

JFi~C 131 NMREBFESCHAIT (30345 F 1), KRB FHEAIHIET, AREH1 s0001 228095 HBLZ

XS AITZ —

ST AT R R SRS #570 :

SO Eay) ]

main 2 PQ/T TR AR

main 2.1 PQ/T IRAEHLZHIT IEIR
main 2.2 PQ/T IR A E P HIH B =
main 23 PQ/T IR & H AT TIEATR
main 2.3.1 mlkem?768nistp256-sha256
main 23.2 mlkem1024nistp384-sha384
main 2.3.3 mlkem768x25519-sha256
main 24 H=2EA K

main 2.5 EHIRE

main 5 BeEE

rfc4253 7 ERREIS

rfc4253 7.1 RPN

rfc4253 7.2 I A

rfc4253 7.3 JE R

rfc4253 8 Diffie-Hellman 25 $H 22 #f:
rfc4253 8.1 diffie-hellman-group1-shal
rfc4253 8.2 diffie-hellman-group14-shal
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SSH )%

1 ML-KEM/X25519 JR& KEX 5 EHUALE

SR

rfc4253

p
=

©

b
P E R

B E AR P H B Bl E mlkem768x25519-sha256; KEXINIT. R &I, host key H & 5

NEWKEYS, FFIANIES BRI R,

X SRR PR R

5 HE WA, 0 F AR PR BT B JESOR A B X i H IR ZRBREAT T Rxt, AR, MR

AR AR SRS EI TR B2 AT & WL FTS | E A SRS - SR A7 1E,

ID TIFR MR XA ik
KO01 RAEHLZRARR RS K = HASH(K_PQ || K_CL), %’ main s0034-s0035 ¥ K & XCHFANST 50034, s0035,
% K CLFIK_PQ, PANH K  SEAUEMIIEAT, s0045 BREMNERE  s0045, s0092
RTINS SEREMEREEH, AW BT RImIN 3 AT, rfc4253 s0092-
WIRHHRE, NEF MRS s0100 M K Fl H JRAESIERH
A
A02 host B JE THIRSS S  FPumifaE: IFHRE K S X 1fc425350107-s0112: B s0057, s0108,
N host RAEAMIXT G, @S5 TA ERAIRSIINIE, FUREIE K_S #0112
IR — IR AR SS #2181 T S22 S [ host key, FEIGIE H _ERYE
%
A03 exchange hash Hi IR — &P ufila7 i H E V_C. main s0040-s0041 Z5H T H &MU 50040, s0041,
E= V_S. I.C. IS, K_S. PPk, rfc4253 s0112 BRZE MR s0112
C_INIT, S_REPLY MK, #i2 #HCHEIXRENITE HIFRESS
55 AT A O ME
A04 IR ML IB, T —IRIRSS 2121 THY S_REPLY Fl1  rfcd253 s0090 B IR FASS b s0045, s0090
BLAREM R PRS2 IR, M exchange hash JEME—HISTERIRET;
MERZNSTERREREHSTE  1fed4251:857 B B MHESTE id Y
(N PANSTEATREPAH AL, main
0045 BRI HAE FHT BRI 2
)
A05 TCE=TKE K K MEIRAEREEHE, MZSIER rfc4251:652 B IEREIIZR(EIE;  s0034, s0035,
B mAIIRSS a8 Z AMNAEAAT—75  main s0034-s0035; rfc4253 50108 2 50108
R ENUBEREHAT— 77 B E
A08 SR ES H LC LS Ay a A7 main s0016 F1 s0019 [E%E T /5i%E&FK  s0016, s0019,
15F0 host key 1%, Al HIF%, s0032 N1%T; @@ @EE SHA- 50032, s0040,
mlkem768x25519-sha256 1 256, s0040-s0041 ¥ I_CFIL_STHXA  s0041
SHA-256 FU%ER, FRERIWS4  H; rfcd253 50061 X T KEXINIT %
fJ exchange hash 1
RO5 B2k e R IURES — 7 R E AR AZH /15 main s0016 5| T AP /7 1E4FR;  s0016
W, DANOHIHESRIBREHNT  rfc4251:1046 FISZHE G50 X 44 FR
G| FRHEE, BRIMTERT; rfc4253 s0065
[EE T FIERERT
co1 B4 host BEAMIRTMILR  BESEREIEM K MIIEEH, N rfcd251:1021-1031 [E X T5ELRIAILR 50034, s0045
ksl E2EZ GGG K host 2, FIEH SSH AR izt
REAM BB R B BME KR AMRE RS, <
IER 24 ; main s0045 BRI E
P {6 P I I3 BN
C04 FRIGAHIHER S K (OER K FISTEEH, SOERHI—IXE main s0034-s0035 F4H M EVIEA s0034, s0035,
s T X25519 IIFAAER. SRR AR K, s0047 IEHIZIESHIEESR  s0047

H1 ML-KEM-768 F3EFAHAR %
HE R
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ID

C08

D01

AQ07

K04

KO01.14

A03.15

A02.16

X01

X02

X03

R
BT E K PR

F3Z 0 host HHHIE TR
55

B RIEEHLR

Wi H IS K 80
#H

exchange hash 4 7€ T i
A

HR55 SINIESE E B 22 0%

FRIEHEE ML-KEM &
Ak
ax

A2,

host Z S IERH (1 B 78

exchange hash {RFF{R R

PIE

K MITEHEH, NERH—Re
WM K_CL. S{FRA K_PQ 1Y
WitiE R

P2 A K_S. S_REPLY
M4, MRS AT A 1% AR
&k

K_S BIERDAR AR A BT
H, HEPITEEENNE

& P 2 AR S5 A AR S5 A 2 2
SATINE SEREE R, PAA
Al =TGR

K NMHIRAEREH, W IL5ad
IR

BRI H PR, 5
55 8% B CHMER R

& AR S5 S EIRIA, 98
EEIARIRZIHH H

AR%% 951K ML-KEM % S_CT?2
R HEEERNIE K_PQ

PR ARG AR ENIE, DA
F o PR host key KRHK

H, Bl rfcd253 s0090 FRHIEIER
avs:

MREAB

main s0034-s0035 KRN B LRIG
K, s0047 1ie TIXH AR IND-
CPA/IND-CCA?2 IEHH, s0048 I8 T
X25519 A%

main s0008 & X T [A&E FEK, rfc4253
s0112 150122 ZLRE A HEAE H
L, ™ HEZ% K S M S_REPLY

1fc4251:204-207 host key FH THIE%
PR 5 IE RS #HE S, X
TEESCHIEIZ D, rfc4253 0112

rfc4253 s0090-s0100 25 H! T 5N
ME—M2IERIRRF, FERNEAD A
BT TRIFFEEE; rfcd4251:673
RSN SR BEHET S SR T
WIEHES T 21

FHF A8 Q1; main s0034-s0035 F1
s0039

H P A Q2; main s0040-s0041

FHFAIEE Q3; rfc4253 s0057-s0058
RARSSEHIAIE, s0112

main s0045: SLEIEA A ML-KEM %%
XIS EMARIE, FHH00E
A RGN ML-KEM 28435t

rfc4253 s0112: & A] A&
UEFEESZ host key, {HIXFEM{H
WAEHEN EA BN Z 2
1fc4251:984: TEREENZ host 5 H host
key & [E] A] HE SRR S 00 T 8 A i
WA LA Z 2N

rfc4253 s0121: exchange hash W 24 {#
%5 1fc4253 s0090 HELACNSTEARIR
¥

ik

s0034, s0035,
50047

50008, s0040,
s0112, s0122

s0041, s0112

s0090, s0092,
50100

s0034, s0035,
s0039
s0040, s0041

s0057, s0112

main:396

rfc4251:984,
s0112

s0090, s0121

IATERIE RN R X01, X02, X03,

N Z 2P, BBLAN

6 TSR E BRI T 2, Bt 2 BRI, 3t 98 By, &g —Baiil 7 R\ @bt
iR, NI, sE N AEAIE, T 20 B, 1%k 78 B, AIMRESER S BRI BT S5 A EROE

T —BRHIRIAZ 7T B

BE sk EN ASTEE R

P01 main:392-394 A R H AR XESIH: ‘B ECDH #9324 RFC5656 £l REC8731 2 2%
&, X SCREAE FHEFHAIH (P81-P92, P95-PI8)

P02 main:396-406 K01, X01, network

P03 main:408-423 UERASR AR T TR N THREMEERNNFRTG, mETIERIERSS Tk
X — 5

P04 main:425-438 K01, C08
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Bk

P05

P06
P07
P08
P09
P10
P11
P12
P13
P14
P15

P16 &
P31

P32 &
P34

P35 £
P38

P39 £
P40

P41

P42 2
P43

P44
P45
P46 2
P48
P49
P50
P51
P52
P53
P54 &

P56

P57

ik

main:440-449

rfc4251:648-650
rfc4251:652-655
rfc4251:657-662
rfc4251:664-669
rfc4251:673-684
rfc4251:690-694
rfc4251:698-701
rfc4251:707-721
rfc4251:723-726
rfc4251:728-736

rfc4251:743-818

rfc4251:822-835

rfc4251:839-887

rfc4251:891-903

rfc4251:905-932

rfc4251:934-962

rfc4251:964-982

rfc4251:984-989

rfc4251:993-1009

rfc4251:1013-
1017

rfc4251:1021-
1035

rfc4251:1037-
1042

rfc4251:1046-
1051

rfc4251:1063-
1071

rfc4251:1075-
1090

rfc4251:1094-
1100

N
UERRSR AN T

AR E R
K01, A02, K04, network
TAEEEIN
TEVEREIN
K04, X01
UERHSR AR T
ETEEMN
TAEEEIN
AETEREIN
EFEEMN
REFEEN

MEFEFE

A04, K04, network

A02, X02, network

A02, A07, X02, network

A02, X02, network

AMEEEA

A02, X02, network

IERAER AN T

HERRSR AN T

CO01, host_key after

C04, eph x25519 known,

mlkem_sk_known

RO5

UERRRR AN T

AMEEEN

AMEFEE

AIERA

ELACHTZ HIZSCIIAR RO, thal 2 OB AR A, T2
PRI

BRI Z 2B EITE, AFH B

A FONE, EF e ARy R
HEREPX (ZBE. shell, #%), TEEREEHAZ S

SCILAT IR RS RO RCR, ARMNEPE B IR RIE
SERSCRI A £ PP RS I8, EE sz S
HERRGHNERAIA RE, BNERE, ES5IREEE
TR none %49, Id32

IR Z MR CBC BiE

CBC/IV f1 SSH_MSG_IGNORE 116, 22 kENMZE

o
IO BRI, none MAC DAz MAC HJE41 5 [H] %

FAEOL TR BIER R RERCE, RNCREFR MAC
T

B4 ARSS LSRRGSR A, IR BTG &

I FER ignore {H RN AIRRIAEIE, TCIEFIENLIER

TR IR EAREE, @t AT DA 5 IERA AR Hh Y 1)

WNIERMX: Z P FOAIE,  H7 A RS

TEg9 & H_ LM ZEHIRESIAIETT 7%, & T P IAIERLI
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Bk

P58

P59

P60

P61 &
P66

P67 2
P68

P69

P70 £
P71

P72 &
P74

P75 &
P78

P79

P80

P81

P82
P91

P92

P93 £
P94

P95

P96 £
P98

ik

rfc4251:1102-
1108

rfc4251:1114-
1118

rfc4251:1122-
1139

rfc4251:1143-
1182

rfc4251:1186-
1194

rfc4251:1198-
1201

rfc4251:1219-
1232

rfc4251:1236-
1251

rfc4251:1255-
1287

rfc4253:1428-
1431

rfc4253:1433-
1434

rfc5656:708-712
rfc5656:714-795
rfc5656:797-803
rfc6234:6499-
6506

rfc8731:165-166

rfc8731:168-190

N

A02, X02, network

AMEEE

METEEN

AMETEREIA

AMETEREIA

PETEEAN

MMETEEN

AMETEEN

AMEEE

KO01, A02, K04, network

AR EFR

AR EFR

UERAZR A T

C04, eph x25519 known,
mlkem sk known

BARRE B R

BARRIE B R
UERRSR AN T

AIERA

B ST INUE RSN 2% ) 24

R IAE S R A 17

EINIER P RYA 22 2RI FIIRAN, (EE T 2 S

A IAIE

T EERHPINE

HERE UL i s 2 2 R

RHEH K

X11 ¥%%

51 SSH 2R ST A AR e B %2 4275 18

5| SSH 2 JRFIfGRIHI k2 2518, XEAE rfcd251 Ml rfc4253
N5

MG A IR S omEE,  BIEE A58

SHA SCRA KRR E & N2 RTINS

5 HARAKRE %2 25 T8

Curve25519 I Curve448 Y2 25 LAK mpint MUE3E, HIIESS
FERIETE

PERLH %, 25 A00
PR — 0 Z MR H SR E R, EENA 29 &£5%0E, D& LelBsd 7 —&: /Rt

XEEE, iEFSHERERAGE, BT 55, BKEE 24 5%, RGP TEEEN IR ERREA,
%H HIEMMER TERMAMERRGE  RAERERK
K02 #4nf 5 0 2 i AR 1 RIEJEHEA X B W AR S B B S A AR R A S R AT 7 P 2 A
K03 SRE% MEEARA XS IEASRAART K EHEHSRIE, 2B BB, A Proverif ILiEN B
TR X M, B A1) IND-CCA2 /2B Ri%
(main s0047), MR
A0l  XuiES51% (Aliveness) A02
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#H

A06

RO1
R0O2
RO3
R0O4

C02

Cc03
C05
C06
Cco07
701
202
7203
204
705
S01
S02
S03
S04
S05

P01

P02

P03
Vo1
Vo2

Vo3

Hr B PR
EAEHHIA

WAIE,/ BT B

TH BT
WSS —IR
ERSEe o il e Nk s
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wii& SRR e Ak
mlkem sk known —XEHE T F i C_PK2 main s0031: K_PQ M HZFuilfG R F KEMFASH  s0031
) ML-KEM-768 FA% fEbts; AR rfc4251:1037 MG BT R 1E
%
kcl known SR A L= main s0034-s0035 1A K_PQ 5 K_CL; s0047 #§H1%  main:425
K_CL, flan x25519 H=oiffg  HaREERE A IER, mESHE S ELE—
SRR E A éﬁﬁﬁé&ﬂj‘ K /3R
kpq_known —2TENER T ZME  main s0034-s0035, 50047, s0048: LA SIE/GE  main:425
K_PQ FHAMRTNRT K
ID network host_key_after eph_x25519_known mlkem_sk_known kcl_known kpq_known
K01 |1 AYA
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A03 | AYA
A04 D AYA
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C04 pAYA JAvA
Co8 YT JRAZ
D01 I AYA
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A02.16  JKAar

X01 [pAYA

X02 VDAY

X03 [oaYA
Ji SR H b

KIR: 131 NMESHIT, 30345 F1, #RE5T source-delivery-0l.json, HAr: 13 M Ed#iti#E (K01, A02,
A03. A04. AO5, A08. RO5. CO1., C04, CO08. DO1, A07. K04); Rt : 31, HARGIREFH]
YRR AL, (F A --approve-targets,

18 FAZHSOEERMEM AR E  (fF:55 decisions: auto), AR :
« approve_package: fIt/fEJ £ protocol-157741929283d26b083cb3d1ba49
AR H RIS 1 AER (1R, 0.000 USD, #iA 25956 1 token, Hith 5174 41, #EHF 33 F),
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36  KO1,A02,A03,A04, plain_primitives, — ®NMEREERMEANRIFIE: HASH MIEHIRENENFIEHA SRR KL, ML-
A05, A08, R05, CO1,  many._sessions KEM 1EJBE R I EtaE, FAE4, DU X25519 1E i i s —EfH#

C04, C08, D01, A07, g/\xy=ghyx I Diffie-Hellman Z8#HWR . WKk, HMAHKER,
K04, K01.14, A03.15, W RAHAESTE N ZE B IAE (FRB A A T e, tiRE
A02.16, X01, X02, TS, BERHAIETEREIN), RIHIXEEE Z A changing_state, 71
X03 B — T ER RN PRI R S #R21E,  [RIHIX LR e L2
iﬁo
S B S i

i . ProVerif H3% FHIR & 75 1% mlkem768x25519-sha256 (RFC 10042 / RFC 4253) (1 SSH & #i3 A 25 #i,
IEH R, FVEHINE, 28 19 MER (16 MR, 3 PMREXR/ ) E% BfENBEE TH a5
F, 2 48 BRI E B RE SR EYRAL,

BN (B proved, FHELA EBFRRIFERMEBINER) 0 - MG REE AR K = HASH(K_PQ
| K_CL). FWMNHAMEE, WA ANSIERSA (K01, K01.14, A05), PANZHMEA H (X03), - EWL
NIE: #3200 K S IR BERE FE— XIS 4i1a1T, BEEMEANRRBHRNMHEHERNSIEE (A02,
A02.16, A03. A03.15, A07. D01, A08), HEXEZEZHEAN N —IRKAFRIIIRS#IBIT (A4, ), -1%
JEL SRR S (Ko4) FGHEER ML-KEM #1238 (X01), - ERSFEE RN SIE2EIER 8L
AR HH K (cot, AiMARR); HitgE — Nl f % (co4, £ eph_x25519_known Fl
mlkem_sk_known ) BHAE—MHAELZE (C08, TE kcl_known F1 kpq_known ) K, KB4
B, I SIEN IR 2 EE Y (T cd_full),

Wifi: X02, NHATHREMNFAERS EEERHBTIENE PG, 2% — 8 B A EVIEHN K
hi# (S PKl=g, THOWHE BHOCHNER) ., XIERBXHTRE LA (rfc4253 s0112;
1fc4251:984), KILICFNECHLGER, mIEAM, TTEM: BETMIBUE XM AR K, RO5 {5
SN RS HESR; HoB BRI IIARIE, RBRIEE TE—77%, HARE X&/IME.

SERFIR . C_INIT 1 S_REPLY MK A A DLRARI R AT AL, ML-KEM J& KEM 1%, 7 FIPS 203
FaaiEds; x25519 H&#H gixy = ghyx; W57, KDF MIEZ2HAN; s, EHENS A, ICREME
WIS AR B, BRUREANRFE, %A BKBSZiE, Rt eHaERENERETE, B
528 ML-KEM Fll X25519 BEAAIERASS (Tamarin+ Agent) 7 DLHE AL AR EOZ B 5 5%,
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