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SSH composite host authentication with mlkem768x25519-sha256

C

client, verifies the composite host signature
input: known-hosts entry for S: composite
host key K_S (mldsa44_pk, ed25519_pk)

Algorithm negotiation

derive
cookie_C fresh
1_C = cookie_C, mlkem768x25519-sha256,
ssh-mldsad4-ed25519

S

server, signs the exchange hash with both components
input: composite host private key
(mldsa_seed, ed25519_seed)

SSH_MSG_KEXINIT

>

SSH_MSG_KEXINIT =1_C

SSH_MSG_KEXINIT

derive
cookie_S fresh
1_S = cookie_S, mlkem768x25519-sha256,
ssh-mldsad4-ed25519

Hybrid key exchange
derive
x fresh, (C_PK2, C_PK2_sk) = ML-KEM-768.KeyGen
C_PK1 = gix

SSH_MSG_KEX_HYBRID_INIT = C_INIT =

SSH_MSG_KEXINIT = I_S

SSH_MSG_KEX_HYBRID_INIT

C_PK2| C_PK1

Host authentication

SSH_MSG_KEX_HYBRID_REPLY

check
length of C_INIT = len(C_PK2) + len(C_PK1)

derive
y fresh
S_PK1 = ghy
K_PQ fresh, S_CT2 = Encaps(C_PK2, K_PQ)
K_CL =C_PKlty
K = HASH(K_PQ || K_CL)

derive
H=HASH(V_C || V_S || LC | LS || K_S || C_INIT |
S_REPLY || K)

derive
M’ = Prefix || Label | len(ctx) | ctx || SHAS12(H)
mldsa_sig = ML-DSA-44.Sign(M, ctx=Label)
d25519_sig = Ed25519.Sign(M')

SSH_MSG_KEX_HYBRID_REPLY = K_S,

check
length of S_REPLY = len(S_CT2) + len(S_PK1)

derive
K_CL=S_PK1/x
K_PQ = Decaps(S_CT2, C_PK2_sk)
K = HASH(K_PQ || K_CL)
Has above

check
key type and signature type = ssh-mldsa44-ed25519

check
K_S = known-hosts entry for S

check
ML-DSA-44.Verify(mldsad4_pk, M, midsa_sig, ctx=Label)
and Ed25519. Verify(ed25519_pk, M, ed25519_sig)

derive
client-to-server key = HASH(K || H || "C" | session_id)
server-to-client key = HASH(K || H || "D" || session_id)

both components verified, K_S matches known-hosts
accepts S as the host; session identifier = H; session
keys installed

S_REPLY = S_CT2 || S_PK1, mldsa_sig,
ed25519_sig

signed H with both components

sends SSH_MSG_NEWKEYS (not modelled) and takes the

keys into use
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A08 B2 BIE F 54 NI HIG T B 55 T SRR BI85 7551 network proved agree checked
FI_C IS, 18 E%HUE P umfIARSS s B HARS
1, HHZPum R S 2IE S BRI, B
B R4 FRFIRBURSAREI = A AR °H HdELL, 1]
B RS 2 Sh—TCAH o

A04 B E FINIEER A R AR SS BRH A RS T, FBEEHIRT  network proved inj checked
RS B BB E AT T
K01 H K Ml HIRAEMSTERH (P imsiiRS MRS 2858 network proved secret_sym checked

BFREVES) AU MRS SREFRAL, i 2
AAEMRSS it B8 MR S TE A RER A EA 1.

K01 BRIk 2 Ja MIRSS B E i I B NMA A5 3 host_key after session proved fs_sym checked
A, STRERRE . SR B HAMRNTE %
(ATFAERE) o

10
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C08

C08

K04

D01

uo1

uo1

A08.10

uo02

X01

X02

F5k

HEMBERA, 45 ML-DSA 3% (mldsa_seed) #
Ed25519 73 & (ed25519_seed), 1EBEAZSHLMAA XA
DR 25 (B 3 PRI AR A

ML-DSA-44 73 B0 (Wi v DOV B #IG 75 4R
BB ML-DSA 73 &% 4) 1 F IR A 2 AT R
ZIRSS ARIBITH BN MIE T R EE R84, Rk
FINIFEIZ T B R RIGRIARKAL,

Zeit oy BFEH: BRI AN D BIFEK
PEAEN, RIS EEDRIE Ed25519 70 B4 B #H
AT 5 ERMFREIAE, [RIRETCIR B SRS e s id INIE,

Al — XTERE P I I R SS A B AR SS a2 P m 4G
LZRRAFMIE, FIHATE DT AFH ARSI S — 1T
6], P77 1A B IR A i A 70 B

M known-hosts #5655 84 A 18 ERANRE b, 4o
R M B E BT RS G A

HEE BB — D BN, WEFAREELE
FUAE SR % IRSS BB TS I N 525 % IR S5 e 1E
INIE (ML-DSA #7350 ; 28GR0 [F—Z& s FR
fAIE) .

22 BT ML-DSA 73 8APIRRKAL: Rl — & 17
=mITEE, BOYMA B T, B, A
i JCTE B AR SS dEd AE CRFRIRER) .

B PR A A TR E SRS TR RG22
IEFRIRSY, RICEE 5 —STERE R BHE R TAS
iﬁo

A4 ML-DSA-44 F1 Ed25519 $61iF7E EH WS I2E & %5450
KANERRIN, FPmAEZHAE RS, RIS
W NERS R, SHEIHEAMBHES LRI EE S
E{EEIE

B R ANE RSB T H (RN t2 2IEFRIATT)
TEIRBAA MR BB HE S HOR, eghE B =i
Ko

RAMMPHLZ N RIEHZRERIRT . UL HO B
NRIFIARSS 2B TR P B CRGHTEE R A E, At
PEE —DRERHELES — D RTER TR

Ridi#

network

broken component

broken component

network

network

broken component

broken component

network

network

network

network

a7

proved

proved

proved

proved

proved

proved

proved

proved

proved

proved

proved

i

secret_priv

agree

agree

dirsep

agree

agree

agree

agree

agree

secret_h

inj

X

checked

checked

checked

checked

checked

checked

checked

checked

checked

checked

checked

11
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P ) B 1y ANl

LLM 731 & AR YE SR i o SRR R B M BIEE 45 ProVerif; 55 3 11 AR Y& 45 SR AR 2 IE B &% 1 [|]

e

= o

ProVerif+ Agent 2 1ifi session-20261114T224652, 2026-11-14, IRZA: B5EK, B : deepseek-v4-1-flash-
261017, #¥K: 38, UEHASR 10 b, SEFRAENT 12 7280, A 0.099 T,

ProVerif: 21T 50 MEH], 50 MEHIE, 0 MEER, 61, I 18 MEE,

Tt a

17304 SSH composite host authentication

A draft-ietf-sshm-composite-sigs-00

SrhiiimE [ F B ZEH Ed25519+ML-DSA HE EH1% 4, PN MLKEM768X25519 KEX; M4 SRS IiE,
5E% exchange hash, AEMBILEEYE; FI{E known-hosts W&, HEFRFFIANIEMK rekey; &
BRI R R0 N R BATE,

AETEREIN FEFEANMEAREN T AL 2SR 724, WHERERmmRL FloL, TEREERM
bR b P S Y A RS IR A B

R 228 MRSFESCRIT (37431 F19), KRB FHIE T, AREHIEL s0001 #Y5|FRITIXLEFSL

Btz —

WA A SRS R T -

SO £ ey bl

main 4 Algorithm specifications
main 4.1 Key generation

main 4.1.1 ssh-mldsa44-ed25519
main 4.1.1.1 Composite raw public key
main 4.1.1.2 Composite raw private key
main 4.1.2 ssh-mldsa87-p384

main 4.1.2.1 Composite raw public key
main 4.1.2.2 Composite raw private key
main 4.1.3 SSH Public Key Format
main 4.1.4 SSH Private Key Format
main 4.2 Signatures

main 4.2.1 Signature contexts

main 4.2.2 Signature Generation
main 4221 ssh-mldsa44-ed25519
main 4222 ssh-mldsa87-p384

main 4.2.2.3 SSH Signature Format
main 4.2.2.4 Signature Verification

12



SSH €&

i BINERZ 2 PED T

SChid
main
main
main
rfc10042
rfc10042
rfc10042
rfc10042
rfc10042
rfc10042
rfc10042
rfc10042
rfc10042
rfc4253
rfc4253
rfc4253
rfc4253
rfc4253
rfc4253
rfc4253

rfc4253

e

1]

4.2.2.4.1

4.2.2.4.2

2.1

2.2

2.3

23.1

2.3.2

233

24

2.5

7.1

7.2

7.3

8.1

8.2

bl

ssh-mldsa44-ed25519

ssh-mldsa87-p384

Security Considerations

PQ/T Hybrid Key Exchange

PQ/T Hybrid Key Exchange Method Abstraction
PQ/T Hybrid Key Exchange Message Numbers
PQ/T Hybrid Key Exchange Method Names
mlkem?768nistp256-sha256
mlkem1024nistp384-sha384
mlkem768x25519-sha256

Shared Secret K

Key Derivation

Key Exchange

Algorithm Negotiation

Output from Key Exchange

Taking Keys Into Use

Diffie-Hellman Key Exchange
diffie-hellman-group1-shal
diffie-hellman-group14-shal

Key Re-Exchange

FRXETREXRPEMENOHIEB: EEEEH ED25519+ML-DSA HE ENZEH, DK
MLKEM768X25519 KEX; W7 &K IE, 8% exchange hash, M AEENESHE; 715 known-hosts i
B, HEBRAFPIANIER rekey; FIEARRIZSEPRERZAE, FEIRE,

X ROSCR R PR

oGS BEW AT, &R EERITERYIRS SR B S5 ICE BB T T AR, PR A
BLANSRRITIR N B A AT & WIS e S B AL B AE SRS P IS A7 1E

1D TR PIE XFRELT Hak

AO03 RGN — B C S EREZNE T ®E]  RFC 4253 feHAHUER T 50217, 50218,
K_S. GU&fEFE (V_C. NI HR, FFAIHEERE s0144, 0205
V_S. LC, LS. C_INIT. E’J%Fx, RFC 10042 45 H
S REPLY) B HiGA H DA IREZER
HEE K R AR S S 1
[[l—ia1T

A02 AR 55 24 %% Pt TAIE v C HfE2N S ARG #: RFC 4253 5 H B A d rfc4253:1428,

=B BIsia e, B BaURSFERINE, & umA A
BIEES s FERGRIE 1% HEER RIS E#; RFC
HHFRAEERE 4251 fEH R TIRS a5 1

FINIE

13
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ID

A08

A04

K01

C08

K04

D01

uo1

A08.10

uo02

X01

R
HEERIE TS

FMEZ T BRI IR
55 amiafT

i LS TR EHRENE

BRETR N &

HHIGRIR S TR oy

JerpR A fiE

B BB BEIAME FIAE

HEERAE TS

PB4 77 RIS IE

AHNE T AR

PUES

B C s HEZ E 284
IR B A NG A 7 5 T Rk
RIBEIEZFRFIFE 1_C IS PAK
BRI T A, HFHE
U Az e Bk

B C R —IRIE BN
BT ARG A% S —IRA[HEE
17, DRI (a5 70 12 4
B g

EREFER (mldsa_seed,
ed25519_seed) FRARSSES S AN
AHIBE, B K HIRENSTE
BN P4 B h B R

1 C iE MRS 4 S 1852
95 s BRI 2 BAL
IR, HREfE—
B GETLIEER S

MR55as S Mz i C (AR
JRE B P ERAE F 7> B AR,
EERERI AN T5 TR AN R A TR AR

=

M known-hosts 6 S HIE ALTE
FEHARZ UG C HE, Mg+
WA AR B R A T
(R e ee

% P C R it 8 BROSRAR 55 B
S A BFMARSIERGE &
B#xS

i C RS ERZ RS TR
K_S 078 TA XGRS G A Al
ZUERIA,  TAERE HAR 2

B C SR G e 248
AEM R EIE RRRED T ML-
DSA-44 1 Ed25519 $1F, Fit

BRI AR, WE

FHEN RIS

BRI H (RINtES
TEARIR) of 2 o o PR

14

SCRELBE

RFC 10042 4 1_C #1 1_S FI A
RAE RGN FE; RFC
4253 fe A4 kR
KEXINIT ¥, 220G 778 o
M KEXINIT #faf

RFC 4253 $5 HE IR A
HIAS I T R E— [ 226 FR
W, EEEHRRA S
‘E; RFC 4251 8 A FAIAIE
R E T, TeEH A
SRR

RFC 4253 M\ K 1 H IRZEFTE
fiEEF B2 5A; RFC 4251
R SITH B EARTARE,
HEEMARERR. DUGHE
BB R T

main Fi5 HH B35 A2 ] IS £ 3
ML-DSA FIHf[E th£k %54 A4 6E
thiEe k%4, BRERD—
D BRI, &R
£+ EUF-CMA

main % 1B £ S BUE TS ARG L
HHZA, BRREEREHZ
S M2 BEFME; RFC
4253 FIAN A RERAE PN TT 1A
A

RFC 4253 B3R & i Uk fE
EEHMYSE S EEH; REC
4251 fEH T RBRE IR IEAIE
THRATLEEGIE, R
BN STERPERIRS 4

main FRIREIEEFR: &RE
HEDGRBEEH & —FE%
&, WdiBAIEM &

RFC 10042 ¥ K_S AR &3
&7 ; RFC 4253 $5H38#t
a2 B EE A 2IERRIR

AR A IEE RN 7 B
UEARRRE, ARG &
BRI, FHEEHEAMEE
RZFRIIER A%

REC 4253 5 Hi 22 el 7 b

(SHOULD) f#%; RFC 4251
MtERZ, feHSIEFRIRA DA
FrmiAdEZ S, FIEHH
FEIME, HAEEMERE
SRR,

ik

s0143, s0144,
50169, s0157

rfc4251:849,
s0187, s0161

rfc4251:1021,
s0189, s0197,
s0138, s0015

main:447,
main:455, s0096,
s0098, s0088

main:451, s0097,
s0190, s0191

rfc4251:905,
s0209, s0219

main:447,
main:469, s0096,
s0101, s0083

s0144, 50187,
50209

50083, s0088,
s0077, s0032

rfc4253:218,
rfc4251:849
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ID

X02

R

BARIERXTERIAARE

PUES

FMERNRERA, DRIHE

BRI ImRAIIRSS A%

B4 H ) Hak
RFC 4253 {8 B s 1fcd251:857,
IR I 7 S SR I I — main:187

W, RFC 4251 f§HAF NS
EEAMRNSIE d, W—A
STE IR ST E R E S — A
218 b,

T AR SRR AN FERI PR X01, X02.

MRS Z 2P, BB
i TSR BRI R I T 20 Bt ABETZRESIW, 3t 133 B, B — BRI 7R 2l

PEBL, BB S, SE N AL, T 32 B, I%E 101 B, HIMELE B s bR IR =TT

5 BBRESRALZ T HHT,

LERL IR

B ik EN AIERE R
P001  main:444-445 BERRERR IBRE AZ AL 2E BRI, HPHRARNERERANT
X rfc10073 &5 9
P002  main:447-449 €08, U01,
broken component
P003 main:451-453 K04
P004  main:455-458 €08, U01,
broken component
P005  main:462-466 BEE R EAR T AR
E)
P006
P007  main:469-474 €08, U01,
broken component
P008  main:476-478 IERASR AR T SUF-CMA Z X TN —HEZESE AN RRZZNIT AR, X
BRI SEA R B EERES, TIRFRIETIEREE
P009  main:480-482 AETEEIN YA B LEM N ZEEH RN, a0 s Ao
A, T PO03 M EAE A SHERR TIXAMIENL; P i BT IE A AE
3 B known-hosts )8 & B N5 NH R
P010  rfc10042:392-394 K01, A03
PO11  rfc10042:396-406 A04
P012  rfc10042:408-423 IFRASSAIAT S K B Z B A AE Dolev-Yao B )78 A
P013  rfc10042:425-438 KO1
P014  rfc10042:440-449 HAERRIABR T MRS 15 i 26 50 5 T S B Y
P015  rfc10073:2083- WA R HAR 18IA] ML-DSA Z &% B faE
2084
P016  rfc10073:2088- €08, U01
= 2109
P017
P018  rfc10073:2111- WA RIA R TERREENREEE R XEREEMINSIE, A DI
2126 A
P019  rfc10073:2130- K04

2142

15
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Bk

P020

P021

P022

P023

P024

P025

P026

P027

P031

P032

P035

P036

P037

P038

P039

P040

P041

P042
P043
P044
P045
P046
P047
P048
P049

P050

P068

P069

P071

ik

rfc10073:2144-
2148

rfc10073:2152-
2156

rfc10073:2158-
2164

rfc10073:2166-
2167

rfc10073:2169-
2170

rfc10073:2172-
2173

rfc10073:2175-
2180

rfc10073:2184-
2212

rfc10073:2216-
2248

rfc10073:2252-
2273

rfc10073:2275-
2286

rfc10073:2288-
2294

rfc10073:2298-
2305

1fc10073:2309-
2326

rfc4251:648-650
rfc4251:652-655
rfc4251:657-662
rfc4251:664-669
rfc4251:673-684
rfc4251:690-694
rfc4251:698-701

rfc4251:707-818

rfc4251:822-835

EH

C08, U01,

broken component

C08

C08, U01

C08, Uo1,

broken component

C08, U01

C08, Uo1,

broken component

MEJEEIN

UERASS AN T

AMEFEFEIA

K04

MEFEFEIA

TETEER

AMETEFEI

AMETEEI

B WRA E bR
A02, A03, K01
AETEREN
AMETEREIN
A04
UERA AR A T
LR
AETEREN

AMEEFEIA

AIERHA

W X509 IEHANRIE &84, MHARLAL T SSH 5 T IAIE

SRR S MR T AIE MR T BRI, R SRR N
FEVEIT, TR — MR LS A4

A B RIECE N AN E SRR, FEMIZAIZIE
TS Ao A E TS AR GbEHE

A, P003)

CA MIEH M

W R MBI ] L RSO ER SSH R b RS e 22 A R

NGRS PRI RTIERT 4 SSH & FImB A2 2 &2 AA

PR, T ZRAESEA

FHBIRRIHRN, AR RS TRE M

(B % 2275 R IR M R T4

RFIAUERATE S5 HERR
R RATES5 HERR

REALASHE B P R AR R A%, N2 AT AR IERARR 2 th 1 1]t

LRI T, SEETIR

IS IE R R AR DA CBCAV AbFE; (L35 MR
N PR, ARt R EE N

INEBAEBIE R 7EHENE. none-MAC PARH B HTINE I FHI 5 [H]

g%, EHTINERIESHERR

16
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Bk

P072

P073
P074
P075
P076
P077
P078

P079

P080
P081
P082

P083

P085

P086

P087

P088

P089

P090

P091

P093

P094

P096

P097

P098

P103

P104

P106

P107

P108

P109

P115

ik

rfc4251:839-855

rfc4251:857-862
rfc4251:864-887
rfc4251:891-896
rfc4251:902-903
rfc4251:905-932

rfc4251:934-949

rfc4251:955-962
rfc4251:964-982
1fc4251:984-989

rfc4251:993-1009

rfc4251:1013-
1017

rfc4251:1021-
1042

rfc4251:1046-
1051

rfc4251:1063-
1071

rfc4251:1075-
1090

rfc4251:1094-
1118

rfc4251:1122-
1139

rfc4251:1143-
1182

rfc4251:1186-
1201

rfc4251:1219-
1232

rfc4251:1236-
1287

EH

A04

X02

RAETE AN
D01, A02
DO1

A02, D01
FLETEEIN

BRI H R
AMETEFEIN
D01

UERARS AN T

UERARS AN T

K01,

host key after session

A08

UERASR AN T

TETEER

TETEER

AMETEFEI

AMETEEIN

AMETEEIN

AMETEEI

AMETEEI

AIERHA

BmIEIER 8= R T

FEIRA ZAERIRAIIG I B K8 A EF5E3{5H) known-hosts
Z HIEE R

KT RATTREAIEEIN
R Z JE A BRI, HIEdEEE

4RSS AN CPU JHH A ERL T A UE A SR L A

R (E BT S S A B A

METRRTIHE REMN R, MBS HEST THE

RPN ERMEE TS5 HERR

W R AEgs ek Bz FIALE

EEAEEE

MRS ERHIA I ZZ 25608 (rhosts, RPRALRSE), MiAREHHZ R

FAIAIERIEE T ML FOINEBESSHERR

Uit B BB R e

RBREG 2N X11 $6 %, RMESSHE RIAR SR )

17
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Bk

P116

P117

P118

P119

P128
P129
P130

P131

P132

P133

ik

rfc4253:1428-
1431

rfc4253:1433-
1434

rfc5656:708-712

rfc5656:714-795

1fc5656:797-803
rfc8731:165-166

rfc8731:168-185

rfc8731:187-190

EH AIER IR

A02, A03, K01

A PRIE E bR RIS SR TR

Ko01

AMETEFEIN MR HhZRANNS 7 PR B B 5 5 JRUBRY IS8, SRR AL
NFAE,  H NIST HiERIFAERT 047 77 10T FH A h £k

UERAZR A T RERLECA: P AR o i

A PRE B R PORBAZE R T HAth 2z 2% &

UERASS AN T AR Al T,  DAK mpint 20536

A PRIE E bR KFAICIEFE MR HH AT

S 5TNZOIIE, BIUR & B &

fa TR E SEIRZS 575 M2 R REZR IS, 3t 23 00 A& xR 1 I o 5%
HHZHIX NS 5T FRARXME, SENT 2R, & 7RG FRAR 3 T, RIAY 20 WL, 15 HRE MR
K B—IUE2ZMCEZ AT KT,

ID =578l ¥H BhE & VeI

S01 % F i C 257 ¥E X EHRF X BEA HAREPRRE P IRRIE T4 B E s
HIN, BRERFAIRRIE T, ERENERABCHSIE
BEAMATERIE B AH

S02 JR%5%% S 2577 host_key after session

S03 W#E 257 BWEHEHBTHEZ PRI R R T R BB T IS — 77

so4 EHABIKS 1 WEHEERHES AR ATFN, FEER B %%

S05 exchangehashH  {H F&5E AT exchange hash [E2#AAIEREMERIE; FFEEMEETZE
bR, BASMEEEAATE AR

S06 H:ZEFRE K {0 Y€ 2 HRSF FREXVEEAIH K IRAE; e X, #E K R HERERE T
ZER R

S07  ZXIEFRIA (] WHE BT EZL ZIERRIR AT DUAFF A REZ 2 (RFC 4251), F HARRT
FFER, BFRFIR, AEFREA cookie HRLABH S A IES N AT
it

S08 Mrssanstn (] WHE BT EEZS ZIERRIR AT DUAFF A REZ 2 (RFC 4251), F HARRT
TFER, BFRFIR, AEFREA cookie HR AR R BTN AT
it

S09 PhEiEEAYIR E WHBE R EEL ZIERRIR AT DUAFF A REZ 2 (RFC 4251), FH HARRT

I_C/_S e, SFRFIER, AEFERFEBAT cookie # ARASCAIEB N AT

W

S10 AR (I WHBEEAEES IERRIR A DUAFF A REZ 2 (RFC 4251), FH HARRT

V_C/V_S FrER, AFRFIR. MEFREF] cookie #E PAA S A XS A TE

it

18
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ID 25778l BN WhEE & ENed i)
S11  &IEbR {1 WHEETEES SIEFRIHAT DA A EZ 2N (RFC 4251), FFHARIRT
W/exchange hash FrEE, AFRFIR. AETFREH cookie # PABHSCZIXE N AT

W

S12  cookie & WHE S EL SUEFRIR A IATF AR EZ 2 (RFC 4251), F HARRT
FrEE, AFRFIR. AT EF cookie # PABASCAZIXE /AT
W

S13  HEENIAA B host key after session

S14  XIEINE%HA 8 Y& L ARTRISF BN, FrERESIGHINE S AR R A SR T IZ 16
M ARBAL IR E BT AR 2 R (]

S15  SEREMEEGH (] Y& L ARTRISF B, FrE RGNS S A B R A AR T IZ 16
M AR IR (E BT AR 2 R I [A]

S16 HAEFHESH H KB RTEEZL HEBE T IIRNLE HEE W25 K 1%

S17 exchange hash (I FE L2 HRsF 5505 BE—MA: HREBEEARGHZEER

s18 sr=ERAEA e host key after session

S19  FM%E5H 8 T4 AT P T EAE B R —A K HIRAE, RIEE SIS NR
ARHRREEER TIZ2WE, ZERRERMA TR
FIFME

S20  EHIAH 8 WHE G ES & ERNHR AT

S21 HEZA H WHE G ES HEZHEMEE R I%

S22 WMHHEES 8 KBRS T EEZL T B BRIE A A A SRR A LE KEXINIT FIREH PARASCA
®

S23 kA {1 KBS T EEZL P LR A NS A TE KEXINIT MR ZH PARASCR
®

WA TERAE S i B A PIER

XERGFHBONERE, EREENZAEEL; SMERMICRAER —~Z N, BITH2IEREREX
Wili# TZMEsAHESR; “TLER BN ZMEPE RS, Rl MEA SRR A T IRETAR
REGLAILRAERINE ;2 BITTAS R i B IR M U E K

G e E LRI gt ik

network UM BB, EF. BEFELEE
B, TEEIMs551MmE

broken component AEMBAEATFE D BAARNEO T, X IEdsd, WEELFTINERD  main:447,
EEE, ERSENAGEEAHT o2, HFERERD—-P0ER main469, s0096,
ERAME ML-DSA-44 73254 (—  #, HAE77E 2 EUF- 0101, s0098
BREIERB) ; NElyRARREE  CcMA; KEMTEIES, 4—1M9
HIBE B T XHRIETE B IZIE SR

host_key after session TEEFZAHGMIRSGEFIEFIRINEIN  RFC 4251 ERSIHHFA RSN rfcd251:1021,
HAEBIERH FADNERH) fRes, FEENE, EREN main:96, s0187,

W75 I EEHRER s0197
WifE, HIiarTREER

ID network broken_component host_key_ after_session
A03 | AYA
A02 D AYA

19
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ID network broken_component host_key_after_session
A08 YA

A04 RAT

K01 |5 AYA [ AYA
Co08 I AYA

K04 [pAYA

DO1 YA

Uo1 YT

A08.10 joava

uo2 | AYA

X01 [pAYA

X02 BRAL

JESCH H bR

Source: 228 units, 37431 bytes, frozen in source-delivery-01.json. Targets: 10 approved (A03, A02, A08, A04, K01,
C08, K04, D01, U01, U02); the questions asked: 3. The list of targets was approved as drafted, beforehand, with --
approve-targets.

16 B EH SR L ERINE ({155 decisions: auto) fUHRIRE, (LIRS :
« approve_package: It/ 2 protocol-8bf82a0f2d0f8709318672c88f08
B ERRIR S 1 aER (1 REMK), 0.000 USD, #iA 31993 token, it 4895 token, #EMT 31 s,

KT UEWIdS R BRI BEl]

» A03: £ ProVerif TE%, 2 NiZBEIREE T dh_algebra

o A04: 1 ProVerif TE%, 2 W% BEIREE T dh_algebra

» KO1: 7 ProVerif T£%, 247 NiZHIREE T dh_algebra

o XO01: £ ProVerif F1EZ, & NiZEFREE T dh_algebra

s XO02: £ ProVerif T£%, 7247 # NiZBEIREE I dh_algebra
i fb A% (xor. dh_algebra, other algebra) F¥J ProVerif #HARTEZEIRE 99 T EHEE . HARIEREZ
AT BRI F BIUERE, ErP RN BRI R d. A T A 2B MAIERRE  (changing state) HYJ
ProVerif MUt S5 2% HAPrIERhAMAL, HARXEEnl g L 2it/b 7%k 7A . Tamarin+ %5
FERT XL AL

T N HbREE RN

B Bbn ek P
29  A03,A04, K01, dh_algebra, XU FARREIR A 3RS X25519 I #A— Diffie-Hellman & gAxy=giyx
X01, X02 many_sessions AR A HAAZAREL, ML-KEM J&7 A VCACAR B 0 B B R, 1S
TR, ProVerif B mTEENSIE, (HibZMmmRECEHER L
TO
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B His K Bl
29  A02,A08,A08.10, plain_primitives, XU H bR ARERAE A5 %44 ML-DSA-44 Fll Ed25519 24 A Pt a6 iE A FE
€08, D01, K04, many_sessions RRELTTR, HEEENE M JiISHE— PN EEERR, SHA-512 2T,
Uo01, U02 ML-DSA 73 B R R 12 53 B ) S e P R AR AR LB SR X AR
A 152,
i B ]

Z P 3% draft-ietf-sshm-composite-sigs-00 Ar & mlkem768x25519-sha256 [ 1(F & i f2: A KEXINIT,
SSH_MSG_KEX_HYBRID_INIT, % K_S. S_REPLY fI M7 &8ZHINE . K = HASH(K_PQ || K_CL),
#H V_C, V.S, I.C, IS, K_S, C_INIT, S_REPLY fl K [ exchange hash. Fi HASH(K || H || letter ||
session_id) 5 &I 7 MIZH, DAR—1MSKEM NS E, BHMERERHZ K H known-hosts 2% H %
Ui

A= HFRTE model.pv FHFEEZR, HAEHARBOSREATIER: X183 %%A. exchange hash fl13L=E
R —2 (A03, A08, A08.10, DO1, U02, fEff7rEXdi# NEH C08 Al UO1). L —H (A04,
X02). fE FRAAMSIEEHANGRE N (K01, SFEHRERRSS G WFAIE - IEEUE E R HRETARE, AKX
exchange hash, X01). Y —Nr&FH B AW RN AT hEMER (Co8. U01), PAK T M= H 7 5
(K04), AMHEBTTIER P R IE— D&, RS B B 2TEIRS. WA T A A R —NIRE AR
TEOLNEUE THEFRPER, IXERIAIXSEUERKE T e A 1 FrfE 2 kA,

TeR: A ISR A S . BERRIBHRSAE T BB FOE S 7 BERARL AT (CZH et & )
TH&hiERES), X25519 HA—4% Diffie-Hellman /£, ML-KEM fIIE7ZHEAN), KL THEM: 5K AL
HB B RN A BRI BBERTCIEE, SCREIT IR SUF-CMA RIS Ral 43 81, e nl it g
PEeR g A T MR, AT SIERAR CIARIRIXLE; [bA), RFC 10042 (IKERE, BHEH. HHIA
UERI N E R @ IE A ARG 2 A, K04 RIS E| T 22 R B A E R — 5o ARG AR,
M2 —{Ria{ T propertys
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