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Initiator
fragments the large TKE_AUTH request
input: signing key SK_i, identity IDi,
long-term secret

IKE_SA_INIT

fresh values
SPIi, Ni

TKE_SA_INIT request = HDR(SPIi, MID=0),
SAil, KEi, Ni,

IKEV2 I BREPQ INIE %

Responder

verifies each fragment, reassembles, validates AUTH
input: signing key SK_r, identity IDr,
long-term secret

TKE_SA_INIT request

[N(IKEV2_FRAGMENTATION_SUPPORTED)]

TKE_SA_INIT response

fresh values
SPIr, Nr

IKE_SA_INIT response = HDR(SPIi, SPIri,

IKE SA keys
SKEYSEED = KDF(Ni, Nr, KE)
SK_ei, SK_ai = KDF(SKEYSEED, label, initiator direction)
SK_er, SK_ar = KDF(SKEYSEED, label, responder direction)

IKE_AUTH request, fragmented

AUTH payload
AUTHi = Sign(SK_i, IDi, Ni, Nr)

chunks of the original message
chunk1 = IDi, CERT, AUTHi
chunk2 = SAi2, TSi, TSt
MID =1

protect fragment 1
IV1 fresh
CT1 = Enc(chunk1, SK_ei, IV1)
ICV1 = Mac(HDR, SKEF fields, IV1, CT1, S|

_ai)

IKE Fragment message, Frag#=1=
HDR(MID=1), SKF(NextPld=IDi, Frag#=1,

MID=0), SAr1, KEr, Nr, [CERTREQ],
[N(IKEV2_FRAGMENTATION_SUPPORTED)]

IKE SA keys
same SKEYSEED
SK_ei, SK_ai, SK_er, SK_ar

IKE Fragment message, Frag#=1

TotalFrags=2), IV1, CT1, ICV1

protect fragment 2
1V2 fresh
CT2 = Enc(chunk2, SK_ei, TV2)
ICV2 = Mac(HDR, SKF fields, V2, CT2, SK_ai)

IKE Fragment message, Frag#=2 =

IKE Fragment message, Fragt=2

HDR(MID=1), SKF(NextPId=0, Frag#=2,
TotalFrags=2), V2, CT2, ICV2

IKE_AUTH response

IKE_AUTH response

check fragment
Fragi and TotalFrags non-zero
Frag# <= TotalFrags
TotalFrags >= stored set
1o queue entry with same MID, Frag#, TotalFrags

verify fragment
check ICV1 and ICV2 under SK_ai
decrypt with SK_ei and the fragment's own IV

reassemble
store both
merge chunkl and chunk? into the original message

verify AUTH
check AUTHi under the public key of IDi over IDi, Ni, Nr

AUTH payload and protection
AUTHr = Sign(SK_r, IDr, Ni, Nr)
1V3 fresh
CT3 = Enc(IDr, AUTH, SK_er, IV3)
ICV3 = Mac(HDR, IV3, CT3, SK_ar)

IKE_AUTH response = HDR(MID=1), IV3,

check answer
1CV3 under SK_ar
decrypt with SK_er

check AUTHT under the public key of IDr over IDr, Ni, Nr

checks ICV of the answer under SK_ar
verifies AUTHr over IDr, Ni, Nr
accepts: the responder ran with Ni, Nr

° Iz]lo *E%Tj}b\(o *

CT3,1CV3

checks every fragment, reassembles, verifies AUTHi
over IDi, Ni, Nr
accepts: IDi sent SAi2, TSi, TSr in this exchange
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