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RFC 8696 keyTransPSK: one sender, one recipient, one message

Sender
originator, holds the PSK
input: PSK (by pskid), recipient's public
key (certificate)

generate
CEK = random
CAEK = random
KDK = random

context
info = CMSORIforPSKOtherInfo(PSK, keyMgmtAlgType = 5,
keyEncryptionAlgorithm, pskLength, kdkLength)

derive
KEK = KDF(KDK, info)

wrap
encryptedKey = Wrap(CEK, KEK)
ktris.encryptedKey = Enc_pkR(KDK)

AuthEnvelopedData with
KeyTransPSKRecipientInfo = pskid,
kdfAlgorithm, keyEncryptionAlgorithm,

Recipient
one recipient, holds the PSK
input: PSK (by pskid), key transport
private key

AuthEnvelopedData with
KeyTransPSKRecipientInfo

\/

ktris{ KeyTransRecipientInfo: encryptedKey =
Enc_pkR(KDK)}, encryptedKey = Wrap(CEK, KEK)
content and tag under CEK

sends the content protected under the CEK
CEK protected by KEK = KDF(KDK, info with PSK)

look up
PSK = store[pskid]

derive
KDK = Dec_skR(ktris.encryptedKey)
info' = CMSORIforPSKOtherInfo(PSK, 5,
keyEncryptionAlgorithm, pskLength, kdkLength)
KEK = KDF(KDK, info')

unwrap and verify
CEK = Unwrap(encryptedKey, KEK)
content = Dec(CEK)
check tag

checks the tag, obtains the CEK and the content
assurance: some holder of the PSK addressed it to this
recipient
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B, PANBHFBIARIEE R,
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p Ayl PIBRYEA B 55 R
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i3 ProVerif attack query a3 forge; Figures 2 and 3
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A group member who holds the PSK builds a complete message for the recipient; no sender ever ran

Sender PSK holder

the real originator attacker, member of the group sharing the
input: PSK, recipient's public key PSic
input: PSK, recipient's public key
the PSK
the recipient's public key from its certificate

no run generate
the sender sends nothing in this run KDK' = random
CEK' = random

content' chosen

derive
KEK' = KDF(KDK',
CMSORIforPSKOtherInfo(PSK, 5,
keyEncryptionAlgorithm, pskLength, kdkLength))

AuthEnvelopedData with
KeyTransPSKRecipientInfo = pskid,
keyEncryptionAlgorithm,

Recipient
one recipient
input: PSK (by pskid), key
transport private key

AuthEnvelopedData with
KeyTransPSKRecipientInfo
[forged]

ktris{encryptedKey = Enc_pkR(KDK")},
encryptedKey = Wrap(CEK', KEK'),
content and tag under CEK'

no message sent

K 2. 57 PSK HUREHAM N ERBOTIIE T — &2 BIHE, MRAKETTIZTE, M A03; Kidi& i a03_forge,

check
PSK = store[pskid]
KDK' = Dec_skR(ktris.encryptedKey)
KEK' = KDF(KDK, info)
CEK' = Unwrap(encryptedKey, KEK')
tag ok

accepts CEK' and content'
no sender run exists
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A member of the group sharing the PSK sends content of its choice; the recipient cannot tell it from the sender

Sender PSK holder
the real originator attacker, member of the group sharing the
PSK

input: PSK, recipient's public key
input: PSK, recipient's public key
the PSK

the recipient's public key from its certificate

no run generale
KDK' = random

CEK' = random

the sender sends nothing in this run

content' chosen

derive
KEK' = KDF(KDK',
CMSORIforPSKOtherInfo(PSK, 5,
keyEncryptionAlgorithm, pskLength, kdkLength))

AuthEnvelopedData with
KeyTransPSKRecipientInfo = pskid,
keyEncryptionAlgorithm,

Recipient
one recipient
input: PSK (by pskid), key
transport private key

AuthEnvelopedData with
KeyTransPSKRecipientInfo
[forged]

»
ktris{encryptedKey = Enc_pkR(KDK")}, g
encryptedKey = Wrap(CEK', KEK'),
content and tag under CEK'
check

PSK = store[pskid]
KDK' = Dec_skR(ktris.encryptedKey)
KEK' = KDF(KDK', info)
CEK' = Unwrap(encryptedKey, KEK')
tag ok

no message sent accepts CEK' and content’

the recipient has no assurance about the origin
B 3. = PSK RUBHAHI — BRI RIE T HIEAE,; BIBDT EFCE S RIETT XTI, M5 U03; Bl i a03_forge.

PIES., MENEH, U RIRIRIE R THRA PSK B9—75, FFHARFREZNZ S E M
PSK AHUZ A HI, B NIETT SHREOTE—D, AR EEHALE,

JH Proverif 4%, RAG#E: BHBON PSK fa4f £ T AR BIF G E T AAIIRET), BB ENRS
SEPLHER R, RS T2 BERECRBEEIR PSK X REMRERIFARIERIEZ R4, MHESSIERAHE
PREEFERE A, BRI EEE,

2.2 PSK FRiRFFTEIRZE &40 2 40, DAL ol AR S Hrbnid

et PSRRI AR B (155 50

EEHRM 2 XREREEE

Hrffi i

W B R A03, K04, D01, A07, U02 (L5 3 71)

Jsisc 50012, 50038, 50039, s0193

VIRiH ProVerif attack query a3 pskid; Figures 4, 5, 6, 7 and 8

K 724, KDF B L R /& CMSORIforPSKOtherInfo [ DER 4wfd, ‘B4 PSK {H, HHHEHE L
B RN EERIF R, (BRHE pokid, BEUCH 7 B CLRITEBE P REAT WU pskid, BRIIL IR (%5
SECR T EAE AR FARBIN PSK, TiAREGETARART. 24— PSK 155 AMRIAR FEAbE i, %
I pskid BT RIRARIRRE, U T RRIR AR EAE R A5 A S R
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Wit 4, HFEEMSG: WhEBRESERIN—&HER pskid 7B, E7FZHEBTTES — MR
T MFEFR D PSK, X —rlFES AN ZRAZE L, RO ESCOEME—ARIRTF PR E R 5L

BB RSS20 SRR F N EAZ3ZIH B pskid FIRBEIREMIN AR ARZINIER : ZFRIRTFE R
RIEWTTRA IR PSK, TARKIETT T BIFRIRTT, HLEMREHIL, FOVEFTERT PSK {H,

The attacker re-labels the pskid of an observed message to a second identifier of the same PSK; the recipient accepts it

Sender Network attacker
originator, uses pskid_A reads and changes one field
input: PSK, recipient's public key input: nothing

the whole message, including pskid

that the recipient holds the same PSK under a

second identifier
AuthEnvelopedData with
KeyTransPSKRecipientInfo = pskid_A,

keyEncryptionAlgorithm, AuthEnvelopedData with KeyTransPSKRecipientInfo [observed]

Recipient
holds the same PSK under pskid_A and
pskid_B
input: PSK under two identifiers,
key transport private key

ktris{encryptedKey = Enc_pkR(KDK)},
encryptedKey = Wrap(CEK, KEK),
content and tag under CEK

intercept
reads pskid_A
the identifier is not an input of the KDF

KeyTransPSKRecipientInfo, pskid
replaced = pskid_B in place of pskid_A
every other field unchanged

sent the message with pskid_A, one run

v

KeyTransPSKRecipientInfo,
pskid replaced [modified]

\/

check
PSK = store[pskid_B] = the same PSK
KEK unchanged
tag ok

accepts the CEK under pskid_B
the sender used pskid_A

4. W E SR — 450 B 1 pskid BEHTARICAFA— PSK HUEE —AMRIAFRE; #IB7#HZ T8, MR A03; Wit

a03_pskid,
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The attacker re-labels the pskid of an observed message to a second identifier of the same PSK

Sender Network attacker Recipient
originator, uses pskid_A reads and changes one field holds the same PSK under pskid_A and
input: PSK, recipient's public key input: nothing pskid_B
the whole message, including pskid input: PSK under two identifiers,
that the recipient holds the same PSK under a key transport private key

second identifier
AuthEnvelopedData with
KeyTransPSKRecipientInfo = pskid_A,
keyEncryptionAlgorithm, AuthEnvelopedData with KeyTransPSKRecipientInfo [observed]

»
ktris{encryptedKey = Enc_pkR(KDK)}, g
encryptedKey = Wrap(CEK, KEK),
content and tag under CEK
intercept
reads pskid_A
the identifier is not an input of the KDF
» ) KeyTransPSKRecipientInfo,
KeyTransPSKRecipientInfo, pskid pskid replaced [modified]
replaced = pskid_B in place of pskid_A »
every other field unchanged
check
PSK = store[pskid_B] = the same PSK
KEK unchanged
tag ok
sent the message with pskid_A, one run accepts the CEK under pskid_B

the identifier is not bound by the derived key

5. Wi E M EEI— 2 IH B 1Y pskid BHFRIC N A — PSK AU —MRIRTFF, TEBT K04; K di& 18 a03_pskid,

The pskid of an accepted message can be changed; the rest of the message is intact

Sender Network attacker Recipient
originator, uses pskid_A reads and changes one field holds the same PSK under pskid_A and
input: PSK, recipient's public key input: nothing pskid_B
the whole message, including pskid input: PSK under two identifiers,
that the recipient holds the same PSK under a key transport private key

second identifier
AuthEnvelopedData with
KeyTransPSKRecipientInfo = pskid_A,
keyEncryptionAlgorithm, AuthEnvelopedData with KeyTransPSKRecipientInfo [observed]

»
ktris{encryptedKey = Enc_pkR(KDK)}, g
encryptedKey = Wrap(CEK, KEK),
content and tag under CEK
intercept
reads pskid_A
the identifier is not an input of the KDF
o . KeyTransPSKRecipientInfo,
KeyTransPSKRecipientInfo, pskid pskid replaced [modified]
replaced = pskid_B in place of pskid_A »
every other field unchanged
check
PSK = store[pskid_B] = the same PSK
KEK unchanged
tag ok
sent the message with pskid_A, one run accepts the relabelled pskid and the unchanged
encryptedKey

the pskid field is not covered by the integrity
of the key

[ 6. CA%3ZIH BN pskid A DABHENS HERIHARAER D ORFF7ERE, PR DO1; BGli# i a03_pskid,
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The recipient selects the PSK by the received pskid, so a relabelled message reaches the same PSK under another name

Sender
originator, uses pskid_A

input: PSK, recipient's public key

AuthEnvelopedData with
KeyTransPSKRecipientInfo = pskid_A,
keyEncryptionAlgorithm,
ktris{encryptedKey = Enc_pkR(KDK)},
encryptedKey = Wrap(CEK, KEK),
content and tag under CEK

sent the message with pskid_A, one run

Network attacker Recipient

reads and changes one field holds the same PSK under pskid_A and

input: nothing pskid_B
input: PSK under two identifiers,

key transport private key

the whole message, including pskid
that the recipient holds the same PSK under a
second identifier

AuthEnvelopedData with KeyTransPSKRecipientInfo [observed]

»

»
intercept
reads pskid_A
the identifier is not an input of the KDF
» ) KeyTransPSKRecipientInfo,
KeyTransPSKRecipientInfo, pskid pskid replaced [modified]
replaced = pskid_B in place of pskid_A »
every other field unchanged
check
PSK = store[pskid_B] = the same PSK
KEK unchanged

tag ok

accepts the message under pskid_B
the pskid does not name the identifier of the
sender

B 7. BT pskid % PSK,  RIMAREFTARICHTIHE LS — DA F KR —/> PSK, PE5T A07; Kdidif

Sender
originator, uses pskid_A

input: PSK, recipient's public key

AuthEnvelopedData with
KeyTransPSKRecipientInfo = pskid_A,
keyEncryptionAlgorithm,
ktris{encryptedKey = Enc_pkR(KDK)},
encryptedKey = Wrap(CEK, KEK),
content and tag under CEK

sent the CEK for pskid_A

a03_pskid,

The CEK reaches the recipient under an identifier the sender never used

Network attacker Recipient

reads and changes one field holds the same PSK under pskid_A and
input: nothing pskid_B
input: PSK under two identifiers,

key transport private key

the whole message, including pskid
that the recipient holds the same PSK under a
second identifier

AuthEnvelopedData with KeyTransPSKRecipientInfo [observed]

»>
intercept
reads pskid_A
the identifier is not an input of the KDF
o ) . KeyTransPSKRecipientInfo,
KeyTransPSKRecipientInfo, pskid pskid replaced [modified]
replaced = pskid_B in place of pskid_A »
every other field unchanged
check
PSK = store[pskid_B] = the same PSK
KEK unchanged

tag ok

accepts the CEK under pskid_B
the CEK is not bound to the pskid

8. CEK PAK %75 MASE FIE BUFRIART IR IR T . MR U02; X714 a03_pskids
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PABEHL,  # pskid fiA CMSORIforPSKOtherInfo, {HIZARIARFACN KDF I, AT 5 025 2 BH R
BT A1 PSK 1H,

JH ProVerif H ., BB ABERK —DEIA: 8 pskid il A KDF £~ X : KDF
CMSORIforPSKOtherInfo ¥ A#54 PSK ARIARTF, AHIRAE AT KEK RN EURT pskid A1 PSK B, TEEXE
HIAEAY |-, ProVerif IEBH T @03 pskid: X EGAEAREAEATRE, HIEE AR TIRGERHRE], fEHME
IRAVERET, 21 FARMAL, 154N x01_privacy (X01, JF%d) MAENTCE L, XX
BRI ke ERAZEBSAEZER PERR TiX &S, MAZRRHENS I AR M-, B5UERE

Al: records/fixes/0034-fix-pskid.pv,

2.3 —IH RSB Al AR A 1E— IR

et PRSIV AR B 595 5

TR 2 XRERAEE

HriE {[iS

BRI A04 (W55 3 79)

Jsise s0002, s0015

i ProVerif attack query a@4_once; Figure 9

R T 20 XFKIHEAET DL E T S WrEEAE: A nonce, A, RAELFINAL, =
HE B AGIMERESEE, W48 EAYREE R [A—2% AuthEnvelopedData 74 /2 B# MR, FUCE RN
R, HMUCEREL TR B &I B[R] —fE IR S A A — fE AN B

Bt w2t 4. HAFEMS: WhFIER—FHE, ERIE—

OB R AT 40 HRMGE L C RN NAE N EEHMN —IRIESEM, BOMHERZREBOTH L, SR
Fo MNTHEVEEREAE, HEREIREHBOEZICE CEHEINNE,
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The attacker delivers the same message twice; the recipient accepts both on one key

Sender Network attacker Recipient
originator, one run records and re-delivers one recipient
input: PSK, recipient's public key input: nothing input: PSK (by pskid), key
one recorded message transport private key

AuthEnvelopedData with
KeyTransPSKRecipientInfo = pskid,
keyEncryptionAlgorithm, AuthEnvelopedData with KeyTransPSKRecipientInfo [observed]
ktris{encryptedKey = Enc_pkR(KDK)},
encryptedKey = Wrap(CEK, KEK),
content and tag under CEK

\ 4

the same message = identical bytes, first the same message [replayed]

delivery

\/

check
PSK = store[pskid]
CEK recovered
tag ok

the same message = identical bytes, the same message [replayed]
>

second delivery

check
PSK = store[pskid]
CEK recovered
tag ok

one run, one message, one CEK accepts the same message instance twice

two acceptances on one CEK
9. WiliBE KR — SR IHEBOBMIR; B AE R —E P L2 TR, £ A04; K& 1 a04_once,
B, MERN R CREZRI N EINEE R SRR —R, HREFMH R, KIEELTHEHEHE
JB\ KDF context, W AAHEL: TS AME, IXERBBE RFIRES.

J Proverif H%, K& ELESFERIGEICHERATAIHEE, MAHERENBERRAEIZMIRE; &
AR AR A SRR, ARIRIEIRARIA,

3 kA BT m

F—1T2 44 ProVerif fe BERIMERT, S5RZUES X i T IR A HEM XA Z G ES
WSS R opr e A, B ER ULFR % Ao

ID Bz it gk il SRR ESY

K01 CEK. KEK. KDK #l PSK M, Jo AL R
X} CEK/CAEK, KEK, key-derivation key
5 PSK 7SR AHES M, GIEFEE
NEEESFE % PSK B

K02 ZHNEINLEM, CEK/CAEK KHE T [pava o2
BRIPHINE RN Z IS S5 FE R — PSK 1Y
BEUCE AT I,

A03 CEK. pskid fISAEM R —80E, Bk & REAr (2 M) o R E

BEFUEERZ CEK #A RIEHILABIT, W
JiEE 3. pskid. keyEncryptionAlgorithm
5 CEK b—%,

10
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ID

A04

K04

D01

A07

Co03

uo1

uo02

uo3

X01

X02

PEs

FHRIBNESZ —IR, RS BRI
5% CEK XM AFRZIEHE BT, [F—HE
PNIIEE 203 aVe

IRAE KEK 3857 85, A pskid.
keyMgmtAlgType. keyEncryptionAlgorithm
R MRAER KEK 240 [,

encryptedKey 5 I FSCRI7e80E,  HcE
#2521 encryptedKey 5 pskid.,
kdfAlgorithm, keyEncryptionAlgorithm X}
W2 35 B LSk 18 AR B

pskid JEFEHZIT ALY PSK,  #EIR#H#2
52 pskid 5 BRAFE 1% PSK HIRZICE &
=5, FIEHMREBCE IR,

KDK B PSK {lt# I TG b, 1iHEE—
MNETE key-derivation key 8¢ PSK i, H
fthX1ER) CEK 3R E

KDK {ltFZ N CEK fRFHR%, key-
derivation key t#&. PSK AiftE&HT,
CEK/CAEK A&,

CEK 5H ' Femghe, BicEE=n
CEK 5K E#FH) pskid, HU& &1,
KDF context fl key wrap B iE—%,

YR S ZIETi 8. AR ERE
PSK itt#&. ' key-derivation key jtt &}
CEK /%, PARERIEEINIEILST,

PSK ARIRTFRERA. T E IS5 oIk
RIEEHH TS PSK ARIASF, Bl PSK
FRIAFFAR S B IR B e S 5 5 = H
— PSK,

HIUCHPIINTY CEK 20, FrEH:
2X1 key-derivation key BB, ikl
FWE R — M LIRS = At 5
content-encryption key, tJCiELEEHE5ZH
Wiki# HIER CEK,

Bz it

key-derivation key ¢
PSK (RI55ERUR)

key-derivation key (21

SERUR)

P/

PSK 5 key-derivation
key (ZIEHTERE)

7

2215 key-derivation
key, KIS & T
TR R A f R
18, SOB SREEERCE
HIE SRR ARG ;

P 2%

0%

A
SRR
<

AL (1)

A
=
K

AL (1)

ARz (1 M)

—|

ARz (1 M)

—|

Az (1 M)

—

AEAL (1 AB)

—|

Wdilar COREE )

i
{iS

{iS

(i3

(i3

{[iS

{[iS

XHREEE

&

izl

AE

izl

R

i

izl

AN

#m

i

Wiz CRESEHD»: IEEHRE] TIX K, ik CeaSHEFE, XEMERARIL; X2
CREER, AEAM (3% B).

hRE BT ATE A B« Er Ebs (DLTSR D) @ X01, X02.
FiE th R LR o 2 B [ 2

fia [ (<

Q1: 1£4t key transport 257 J&: 1EM key-derivation key ELA1, PSK fR% N, content-encryption key /57K U01, K01

&M PSK ARMEEN CEK R K, IX— R EWIERH, MiE 2l E S,

2

Q2: PSKID, f&We#&, KDF  #2ic#, HHMERIASNEERIE, HPSKARRMRA: —&FKIHEAILME  U02, A3,

context fl key wrap Z5& —JERE— PSK Y5 — IMRIAFF P2, RIS M ERSZIEEM pskid K04, DO1,
HI TR, A07

11
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fin) B fieH
Q3: HF PSK/REEGEH NEEH A FERT content-encryption key 57AMRES, & RIS i 88 | B #51% % U03, CO03,
MEER Il S ZEFINEL 3, SRR —8; BERFEEREFINE, FMEMEAZ PSK FAERGER  A03
St FRCEBIBTE R
4 AR5t R R

X HLAYEE SRR USRI G250 B P MLE A TR SRR 22 1 A A A B A AT 48 R 45
o, A KA,

TR EANE, AR A ERZ FNA:

—MEIREN—ZHEERE: 2D ERE . H—4d PSK £ H HE1IHE PAN keyAgreePSK ERTE 34T
JuEZ Ab,

HEAE . KDF, ZBHASESINEMESEEA BT FEEKE., NHREERE, B H%
e R T N, AME R R,

KDF context ) pskLength 1 kdkLength % ATEARB AR Y, BRI EAT R BERIE G B RS 2,
pskid EEHTFREIX —ZIUERIEIF — PSK AN MRIRFFEM; A HERIEE L,

REBALIEEES, IERSREERRTTAH,  AuthAtributes FIAZRSEAL,

R 215 content-encryption key B, key-encryption key B & 14 E X ] ARREIZ NS ; XEIEEE
TR, HWARE AR,

XA, M. BEVIEAER. BikmEaiiE ISV I EE ek BAIERE, i —
WA B A A =it B5 %

BRMEFIEAMLERR AL, DRI 2ARERRYE, ISR A

12
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Bk A BARTEBRINIR

XTI T E AR A IER SR A IR, TARE SRR EE : XLEEER P BGERE T4, BIRIRIE 2T
I, RESERRER. HHELA,

K01: CEK. KEK. KDK fll PSK H{# a1k

Xf CEK/CAEK, KEK. key-derivation key 5 PSK 73 Allfa &N AIHES M, SENIRE NALIEE 5HH 1% PSK

IS

B MR, Bedi? Jeizik A content-encryption key., key-encryption key., key-derivation key 8¢ PSK: key-

derivation key R fE LN T (L%, key-encryption key MK IE, T 25 BAL fan 0 I 3B = 3R A key-

derivation key, XIEZIZALHI A {ERIZH,

o R BT WEIETARN: 2 AR

o HrEH: XU MEMREEZIZAHIFEHR EP (main:581-600, Ffjl/E A PSK 5 key-derivation key
AN &4 RBENE),

o XHEBES: B, XHHFTEME: main:581, main:592

o KIE: BHIEH., KDF MIEHEREW AL @R, K&, HR%HEIT N, — M EIEEM
—ZIHENE; 4 PSK #l keyAgreePSK 7EJGE 2 Ab ; KDF context Y pskLength #1 kdkLength i A AR
P,

o AP SIPTIER) KDF MEREE AP B LR —X 5, &M E MR,

o N MATEFH P T, KDF MBEERITHE SR EHEH ProVerif REFHNTE R,

K02: ZIRPNERIPLETE
CEK/CAEK I HIHARIFHIAN A FON & IXH 5 FE A Rl — PSK FZEICE Al WL,
TCIE N IE /2 content-encryption key iR EIRMZE ERIBEE 1 NARE—HEH FINEIFIAE, miXEs
ARG X EEEAE— 0 H PSK FHT £ key-derivation key JRAE I EHZ N, X5 XRHPIIRIA—E:
ProVerif IIEBHZRAA content-encryption key J&ik MAZ e HHER A,
o G55 pAZ; EIF TR 2&; ALREMATH
o HH{EH: main:692-698 1EENIZHLHIFRIAR TIX—455R, main:576-579 A T CMS enveloped-data FJHH
&,
o XEBES: B, XHHFEME: main:576, main:692
o AR INUEMNZE W RN [E — %50 RAYEAR AN AN MAC, ; WNAJE—MH; AuthAttributes Fl NS AITE
B2 Ahy s —DEIGE ; B M EINE R =AE BTG Z S,
o N HALTERRH—P TR

A03: CEK, pskid FISTERI PR — 2Pk
BCE B33 CEK #VA RIXHEILECZTT, XWITTEE ). pskid. keyEncryptionAlgorithm 5 CEK k—%(,

EEXTRZE, FRCE R SRR S —IORIAEIBITHIEE, —EAEEH. FIEMNA E—2, {3 pskid TEHE
#VCHEA . — 4R R BAER— PSK 55— PMARiRAF R %3, )8 TH=1% PSK IRyt #, IR
AEAVEERHI A EE, BFOERA % PSK B AERREME — S5 SZHE, M A Emw
B A IR,
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5 AEOL Q IR¥); BEEIE TR : §85; Al EREE A

HES: SRR TN, BVEHE B RORA & e SRR INIE, T RSA &AL M~ 12 44t
(rfc5652:2864-2872) ; HIF 75 DAL Z VB ARRBLFINIE (rfc5652:2874-2877) ; main:649-659 Xt
LT TG PSK, AT SCREIEIH PSK 76 & 0] DA Fe & 15 A ICE THCE N

YRR ARRIAR . B, PR S rfc5652:2864, rfc5652:2874, main:649. s0649, s0652

A pskid B BRIEFEIE TESE — MRIRFF M T — PSK, iR SON HEARIERRE, ; pskid TERRA!H
WeB EHEPRTE KDF _ERSC2hh, SR80 B RSCES PSKE (s0038-s0045), ; (X— I ##
BENRIRFF AR T, RO ARSI T S G0 E 2R CE A,

Kot BEARGRFTHEM keyTransPSK 1 EHEW & 1% & B,

2 ERITE R TR R AT AR TN 2., BIATHAE IX — 152

A04: FEHESEBHL TS — IR
WCE IS CEK MM AR AR 21T, F—HELPIEZREZ K,

(7] —7F S AT A0S IR RS2 IR TR A THEFRIRTT, nonce BRIT8AS, RIHAT CRBZHIE M
N—IREFAFIRWPCER 2R, N TEEERNE, HEENSIERBROEHRNE.

i ARG (1R s BAEEIE TR 2 Al iR A

MMEANL: REDERAN XFEFIE R T replay, replay protection, nonce Fll freshness; replay — i J\ A& H
W, A S R TR E R A (ES

XH RS &

R BWCEWES], XA HEBIS AR IO E REHE BRI IRE, R AREBIZIRES, ;
HERGAF IR EIE RN H R,

AR ML BEEILE 2 E AT — X,

T YR N A R 2 A AT DU B 55 TH BN 32 — X

K04: R KEK 193857 B
A[H] pskid, keyMgmtAlgType, keyEncryptionAlgorithm B¢ & FIRA: M) KEK 250 [H,

EHMEEHSEE PSK, HHEHBEINMEAMERE, FILHENEESD —BE MEER, €1
o 2 pskid: FRIAFFAERICE ALIESE PSK, AHEAIRA, [RIHIERER — PSK BYMMRIATRT 4 HAH R B &

#o

iR ARG (LR BEEE TR #5r; RleER A

PMEAR: FRXEKFTE KDF f At (s0048) FH4IH E T (s0039), {HEAE KRR
pskid 7E_E 324, At BNz A7 B U PSK {E,

YR RGRRIA: &

i keyMgmtAlgType fERBIH N H & 5, FMUNILEE; KREME keyAgreePSK N ({H 10), Ktk
PSP B R AEFE R B & AR AR RS 2, 5 pskLength F1 kdkLength £ H 2 E R XsIA, 1H
TERFSHBEIE XN N, ; pskid BifRIE—1 PSK EMTEM MRIATF T,

R STEWAERHEHEES (5X 10) BEABRTEE, ; WNKER AL A5 B ARPES,

=% FE—MERIF R F AN recipient-info 88! sRfE#EH K IR ERRE KR A

14
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DO01: encryptedKey 5 I RS 52¥ 4k

R 232 1Y encryptedKey 5 pskid. kdfAlgorithm, keyEncryptionAlgorithm X WV 4 1% 35 [ 5K & 1% H AR

B,

PAELH encryptedKey, WARBUEAINE Ak SPHEA: BIGE 2S5 BAMHRERN R EE 1B THEIEAL

pskid FEATEIZSERMEE SVEEIN, R AT DU HEBON R — PSK 55— MRIRFY, THENISPHE,

o SRR ARGZ (1R ; REEE VA B, Al R e

o #MEMK: main:576-579 {FF T authenticated-enveloped-data FJ5 [E, M NEA; R ARV pskid £
IRA A e E 2 b

o XHEHREIRIR: AR

o KA B NDAUEIN S 2 HARN) . RER D HBEEB AR B, ; (R E BRI 15
Bt pskid, BHMEEL, BAEME. PEMEH, WA MR,

o T TFHEH—P; pskid #h5r PP ELERIEIE,

A07: pskid EFZOT A LK PSK

B 132 1) pskid 5 SEBRRA 1% PSK FUREIRCE S —5, AR ARG iR 1RIA,

R E B S AT B UREIR pskid Frieed) PSK, KA % — PSK RIPHUTHE A S SZ, WRIRST

AREARBONIE: 125 ~MRIRFF N A [ — PSK AUREINCE 2R ZAR IR MEZHE, RIHRREMKHT pskid

YE2RTH PSK Y4 FE,

o SR AL (1R RAREIE TR &Ror; Al OR B R

o HMEAL: main:189-196 ZRMEHRIARE, HFRME—IRIRFF R, HAEWEE A] DAIE—MRIRTF M RE 21
PSK; EARUHHZIGE r] AN EAEZ T S AIPRIARHER 2.,

o HEPRERIA: &, FHEIERES: main:189

o AR —MEIGE —NEME; T PSK FREINCE A EBEAYEE N, ; FRIAFFE] PSK A ML B N 4
WEHIELE, SHE—8

o = RTUMRREARIRTF 7 EL4S PSK AR TR E R

C03: KDK 5% PSK {Ht &% I ) 2316 Bt 12

ittt & — 215 key-derivation key B¢ PSK I, HAZIER) CEK 5{R%,

TR FHIREFARMELB G2, FABNXEEAE B CERIRERH; (GHEE PSK A& T

MINEINE RS, FAEAERFREE, 2F PSK EFESTHEINHHIREZHA RS H X2 IENE

B, XIERXXHRATR,

o G5 oz BERIZ TR 2; AP REE

 #MAH: main:581-600 fEth, HHMEHAMIMTE, =0 PSK FHPIREH AL GHMEE, 2MFHZ%H
HMEHRIPAINE, T PSK ~E,

o X EEHIE: B, XHEFHIAIE: main:581. main:592

o MHE: MTILSTEEME, WX E FREE LI —PDEAIREEH; BIMEERRIEEN—IR
2¥afT, BA B CCERIRE R HANA A,

o N HAERR#H—F,

15
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U01: KDK ift&% I CEK {84555

key-derivation key ift#&. PSK Ritt#&Hf, CEK/CAEK FAJHET,

HE ESIEEHIREEHNREE AN AEZSIEN N INE RS, RABHANERHATCTFE PSK, X

TZNIHI R . BERAEE, T2 R E FHHENL, &R 2 DUZEAN A,

o ZER: RO, BEMBIZ TN J&; "R H

o UMEH: main:602-605 FR A & T IHEHL AT DU IS AIRAE %4, main:592-600 #5 HH PSK 1 [F%H
IRAE A A TR A

o Wi REABRIE: B, XHEARAIE: main:592, main:602

o {#E: KDF Z2HEHE AN RMKE, BENREEN; PSK EAMSISEGHE A, ; BHERZEAN, K&
EWERA T HHIRERS, XERAERERNREEE R, REEKEMELRE,

o N—: KDF XMHAIERHIRERHANKEE NI EZ 2@ ProVerif FTREHHRYTERE,

U02: CEK 5 H L M XHghE
FRE 12 CEK 5 &5 H 1 pskid, #ZUHE B3, KDF context Al key wrap HiE—2

WA I E A e 2l . EHMEREMNY, FEHERESRRNHEIPES, B

pskid, [AIHTHE T DATEERER] — PSK HY — MRIRFF PR

o SR ARGL (1D ; BB TR #ors AT AEATEE R

o PMENR: s0039 FHAY B R XHNERALE pskid, HIRA XHEUIHIXE N TH ARG E,

o XHFHEHH: &

o fifE: FEWOT B (OB E R E EIH AP, Recipientldentifier 7 BR FIRERL, ; HA—MEIK
77, BARFREWTT 2 AR EE ],

o R WAEF— PSK RHEITT Z [AIFYIR SR,

o F—=%: = PMEEWNNIER— PSK FIRITT FRTLR T 4858 o5 RO B RIIER 77

U03: ¥y 5 KiE T B

Ak ERAE PSK itttEE, A key-derivation key JitEEHf CEK 7%, DASAEZFINEDLR,

E— 75 WL f it 88 BB AN = A N %5 2 P 85« PSK it & 1 key-derivation key it 88, DAL key-

derivation key {ft#& i PSK it 5z, #0tt, PSK FREIRMEMVZ R TNA HMELENMEMELAIE: B0 FE

PSK B NARREMIE I ZIETHE, RItEBOT HE—RES IS5 2 N E PSK A KIE TE,

o R ARG (1% ; BIE TN &; ATHEAEREET

o UMEH: main:649-659 f5HAIE PSK A& FHAGELINGINT, WILE AR DAL, rfc5652:2864-2877
LA TIEN: AR TRMEIRIFIAE, B2 EENRE B AR,

o XHRHEVIH: AR, P RIERIIRSC: rfc5652:2864, main:649, s0649, s0652

o fiHE: 4H PSK BITEE CHIME, AIERXFERMIRHAILZN PSK, 5 P& i BRI A HM
18, BALEIZANHENMER R, ; RETEAAERAEREIN, TSR EE TR 2k,

o N ERVEHIN—A) ST RTINS IEAIERE, BRI IX — o

X01: PSK FriRfF R FA

TR F TCIR I AOIETT R TR PSKARIRAT, g, PSKRRTF ARG IRIREMES 577

HE=—/> PSK,
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PSK ARIRFT DABASC (&M, (RIS BEAS RITH R RS PSK ERYP, FFIEIASTHE 28, KRR 77X —
R, FRCIERPOTRREARS E LA I, FIERIRIA R ZE,

SER: Bhpor CCRAETE) ; B TR 2; "TH

HHEA: main:702-709 BAA A 71X — K5,

XA ER: 2. XHRIEHAIE : main:702

AR BRFARIE PRI, B NMERE R — PSK RIARIRFF, (EMUOSITERRETER; REE
HAX 5385,

=% TFH—SIH, RELUH,

X02: BPHERIHEAT CEK 236}

FrA R AT key-derivation key FUB ¥, TCIREREITTHZ — MNMEE ZIETT 7421 content-encryption key,
I HREZ Wi & BT CEK.

W T E AL E R A JE 210 key-derivation key FIMCi#, TCIRMERBOTEZ L BATIERENEY: ®E
PSK gRCTRAE IS A ST, RPN S RS (R I B B i A5 28 524

gl poz; [ TRRA: 2 nTHEEATEESED

fMEH: main:692-698 f i, ProVerif UFRA R R & F & LRI N AN EE B A A AT

XA ER: 2. XA E : main:692

KR WEHEWERELS T key-derivation key, TMAEHIT—XEAGRIIS, XE2HEEEN; BHAGH
SRR, RIHREOT SRETKE & X4 B key-derivation keys

T TR,
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Bk C: FESKMIMEIHERIE SR

UERAE X A BARAYIE S IBFIRIZA], BRI FAIE R, 2ERE TR, DRSS &
HIHIE

Hbn g0 5% &l X Wi FiK

K01  proved k01_cek checked 4 proved

K02  proved k02_content  checked 2 proved

A03 proved a03_agree checked a03_pskid (depends_on_ambiguity); a03_forge (holds_in_source) 1 proved, 2 attack
A04 none a04_once (holds_in_source) 1 attack

K04  proved k04 _alg checked a03_pskid (depends_on_ambiguity) 1 proved, 1 attack
D01  proved a03_agree checked a03_pskid (depends_on_ambiguity) 1 proved, 1 attack
A07  proved a03_agree checked a03_pskid (depends_on_ambiguity) 1 proved, 1 attack
C03  proved u03_psk checked 2 proved

U01  proved u01_kdk checked 1 proved

U02  proved k04 _alg checked a03_pskid (depends_on_ambiguity) 2 proved, 1 attack
U03  proved u03_psk checked a03_forge (holds_in_source) 2 proved, 1 attack
X01 none x01_privacy (holds_in_source) 1 attack

X02  proved x02_delivery checked 1 proved

BT, o WrE AT, BRTERKIESSRAIEES:

Hfs F5k witiE Bl #ify pUgild
K01 {UHEMSHNEE LEHESEITEHINAME  network proved k01_cek checked
%40 (CEK/CAEK); W&EIMJLIHEE,
K01 X3 P4 BN & it S s e in s 5 50 network proved k01_kek checked
(KEK); "EMABEIFITT o
K01 X3 M4 BN it S s IR 5550 network proved k01_kdk checked
(KDK) : RAHESIERN KDK JWEE 2 e A S
IR,
Kol  {dfA ML & ToiEE S PSK, network proved k01_psk checked
K02 (A ML E#E LS H 32 CEK RIPIIN network proved k02_content checked
o
K02 RIFNAERNANAIZE S (CEK/CAEK) XA network proved k01_cek checked
EFTRIRE PSK R AT L,
A03  FETTA CEK WYBHIIESZER N N — IR £ 7718 network proved a03_agree checked

17, BHRETTSHWITE CEK, WAL KDF L
I APRERINERE EIRR—E

A03 R HESZIY pskid BB A IETT (Y pskid: 2 network attack a03_pskid
Wﬁx/ﬁ\%%*/ﬁﬁﬁﬁ@ﬁiﬂﬁB"J?ﬁ%, B (depends_on_ambiguity)

CAEAR MR FRFEHEFR PSK,
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A04

K04

K04

D01

D01

A07

A07

C03

C03

uo1

uo02

uo02

uo02

uo3

uo3

Fik

Xt CEK HYRHRARAZEN B — IR &£ T7181T, BME
i R % PSK IR B2 AN, i@t
MIEEHIR# RES . PSK EAE,

PR — IR R IE T I TR ME AL 2
Pz —k, IR IESZE T N AR R 15 77128
7o

TEAIA pskid FIRAE Y KEK 2R FEIIEA
KEK #0RS1ERRA Hifth pskid fY_E RS2 H i A

1E[A] keyEncryptionAlgorithm R4 H ) KEK
ARFERER: BT RETERETT I KDF k=
PXHVEE %% CEK,

B TT 12 encryptedKey DN 3252 B AR FH T
BB EIRRAREFTNESLRE, Bk
BB,

Rifi# #2532 [1) encryptedKey #5759 pskid Bt/ &% 77
ERRAR, BARBUEN,

BT B CAF MR FTIE] pskid £R17H) PSK
HHATARE . SRS EON B — U T i i
BN PSK HIAIETTIBTT, BRI SR AT /Y
PSK,

RT3 1 pskid FERA AR A 77 18 FH ARIARIR
7F, BRIHEESOT A SRR — DRIATT
TEZIZIHER.

{XilitEE PSK AR MERAEMI XI5 CEK; HA RN
HBZ 2TEREHIRE RN, %R CEK A
RMER, HHMZRHRdERES: PSK {H

MR FEARERAE R EFERIRE: JF
HHEANRE A SR EHIRE R AMERN, Z20E
f9 CEK A 2HAIGE, Rl HAFTA S IEA R
CEK, ML diEREN: —PRIENEH
IRA

HE PSK ARH, FAREITEHEHIRE BRI L
FARTCIERIGEIZ RGN CEK, & H W28 B i
HREN: RARTENEHIREEN.

CEK S5HWT4E: BHIRAESBH I Em IR
TTHCRAH, HEIREZEII N —IRAEIZEE IR
77 PSK NHIEIETTIB T,

CEK 5&31%77 [ HRY pskid 487E : BEWITHARSAE
RIETTAREIER pskid FHE5Z CEK,

CEK 5 KDF b N PANESAMEELEG E: IR
J7 RAE L LT N IR R B R e,
Wit EE PSK I CEK 159RR%E; A PSK S5%4%H
IRAEFARMNMEA SRE T, AHMSSR%RE
#HRE)1: PSK fH,

M5 B IR A B FAIN CEK AR, 4%
IR ERETT: ZRIERERIRE S,

Ridi#

psk holder

network

network

network

network

network

network

network

psk holder

kdk leak

kdk_leak

network

network

network

psk holder

kdk leak
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attack (holds_in_source)

attack (holds_in_source)

attack
(depends_on_ambiguity)

proved

proved

attack
(depends_on_ambiguity)

proved

attack
(depends_on_ambiguity)

proved

proved

proved

proved

attack
(depends_on_ambiguity)

proved

proved

proved

i

a03_forge (the
control of
x02_delivery)

a04_once

a03_pskid

k04_alg

a03_agree

a03_pskid

a03_agree

a03_pskid

u03_psk

u01_kdk

u01_kdk

a03_agree

a03_pskid

k04 _alg

u03_psk

u01_kdk

X

checked

checked

checked

checked

checked

checked

checked

checked

checked

checked
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X01

X02

Fik

WS ICTERRITH B RN AR 774 A
W& R PSK HUBFH A, BN
CEK HREA X M — IR R IETT 81T, MIZEH)
Wili#fES: PSK fH,

WERE TCTE ST WRRIETTE R T A PSK FRIRF
pskid 2 EH ISR E WLy H 2 —4> PSK,

FrAREIEEHIRE RSB TR RO
ez —MRARIEZTT AR CEK, WICik e
2 H CEER CEK, HH MR EERES) : %
KR ERHIREEH.

Ridi#

psk holder

network

kdk leak

%

attack (holds_in_source)

attack (holds_in_source)

proved

#if e
a03_forge (the

control of

x02_delivery)

x01_privacy

x02_delivery checked

“WhiE D AN E AN ME R — N IX KT, IEAS MR BRI RN, BIRAEIERSE, Al T

— R F AT ME DI RIEE, BEHDX FPIE S x01_privacy.
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Bisk D: b B AN
SR LLM EAE, ACCRFIEEMMUBIY, JHERE MEFEH Proverif; 5 3 1AM AR LR
[E]%O

ProVerif+ Agent 21 session-20261114T231408, 2026-11-14, IKZ: B5EMK. B : deepseek-v4-1-flash-
261017, ¥4 46, UERAZSHIN 8 #b, SCPRFERS 12 28, A 0.105 37T,

ProVerif: 11T 123 {RUFAH, 117 IRE451E, 6 IRILEE, FN 4%, 125 30 NMEZXR.

it A2
17304 CMS key transport plus PSK
JiA rfc8696
B2 K TR(EA e [i] 7F RFC8696 KeyTransPSKRecipientInfo HY SIS FIH B AR, KEK 454 i s~z wild
E PSK 51&4 key transport FENLFRES, {#F#IYE KDF/context #1 AuthEnvelopedData; PSK f&
i, REHHL =LA BB,
AEEFEN FFERENERIAN T R Z 28R 7L e, Bhful JAERmRE Foz, NEZERM
YIRS AUE FE M/ AEBI IE,
2974 48 M SIFESCHAIT (10358 FT), RE RAIET, Al rhigan s0001 A5 Ry HA— 5
&
T TR Y SR =
SO B bt
main 3 keyTransPSK
main 4 keyAgreePSK
main 5 Key Derivation

JE Sz A BB AR SRR R E AL BRI UMY H Y [ %E RFC8696 KeyTransPSKRecipientInfo [ 2412 U BA T BRI AR ;
KEK 45 & /& i A v g 37 70 il B PSK 5 1% 4t key transport B H1#4 % . {# A #1l7E KDF/context
AuthEnvelopedData; PSK f&fi, BHILZRRIEEZEH LI,

X SRR PR R

ARG EW A, 0 F R E R PR U B JESCR A B BT BRI B H B PR AR, MR R AT
BLANSRITIR N BN AT B WIS e S BB A SRR FP IS A (e

ID R PUE XREABL HiY
K01 CEK. KEK. KDK 1 The content-encryption key KEK M PSK #1 KDK JR4:, #%1  main:581,
PSK HYLRE M (CEK/CAEK), the key-encryption key ~ 3ZZ|f#£#" (main:581-590); KDK  main:592, s0002,
(KEK), the key-derivation key (KDK) R HFIITE KeyTransRecipientInfo [  s0013, s0015,
and the PSK are known only to the encryptedKey ' (s0015), CEK 2 s0016, s0035,

sender and the recipient that holds that ~ H{II{E KEK THYJ encryptedKey #1 50038, s0047
PSK; no one else learns them from the (s0016),
exchange.
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ID

K02

A03

A04

K04

D01

AQ7

C03

uo1

uo02

uo3

R
RPN AR

CEK. pskid FIEIEHI
i — 2

/M I — 1

JRAE KEK RU 2

encryptedKey 5 _F RSy
Etys

pskid EFHEKOTT A 1Y
PSK

KDK BY, PSK it Z& )£
TR B

KDK ttg&R CEK fREFE

ma
G

CEK S5H N XHgE

BT ER S KK TT B

PUE S

The content carried in
AuthEnvelopedData under the CEK is
readable only by the sender and the
recipients that hold the PSK; an
attacker on the network learns neither
the CEK nor the content.

Each acceptance of a CEK by the
recipient is matched by a sender run,
and sender and recipient agree on the
PSK identifier, the key-encryption
algorithm and the CEK.

A recipient accepts a given message
instance of a sender run at most once;
every acceptance corresponds to a
different sender run.

A KEK derived under a different pskid,
keyMgmtAlgType,
keyEncryptionAlgorithm or length is a
different key, so a KEK of one context
is never used in another.

The encryptedKey the recipient
accepts, and the pskid, kdfAlgorithm
and keyEncryptionAlgorithm fields it
is accepted with, belong to a genuine
send and have not been modified.

The recipient decrypts with the PSK its
own store holds for the received pskid,;
it never accepts a message under
another party's PSK and a pskid it
accepts names the PSK that was really
used.

A leaked key-derivation key
compromises only its own session; a
leaked PSK alone discloses no CEK of
any session; earlier and other sessions
keep their CEK.

The CEK/CAEK of a session stays
unknown to an attacker that holds that
session's key-derivation key, as long as
the PSK is not known,; the PSK is what
carries the confidentiality.

The CEK the recipient accepts is the
one the sender produced for that pskid,
that recipient, that KDF context and
that key-encryption algorithm.

A leaked PSK alone, or a leaked key-
derivation key alone, leaves the CEK
secret; and the recipient has no
assurance of which sender produced a
message, since any holder of the PSK
can produce one.
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XRE A

CEK #ZNARENA L, FT IR
N%; CMS enveloped-data Fl
authenticated-enveloped-data f %24
ZEARIEN  (main:576-579,
s0016)

XA BHBARFIALE B bR,
rfc5652:2864-2872 f5Hi, HEHE
FiRAR G R BARIEIAE, T
RSA HAEHTIEML;
rfc5652:2874-2877 $EHH, LA
M85 77 TCIE SR TRIAE

AR A B E AR XD
AR SRR ERCA BB, BAR
ZORFATH BN Bz e, 1M
SO A TR

KDF % A9 psk.
keyMgmtAlgType (keyTrans B8
5). keyEncryptionAlgorithm,
pskLength 1 kdkLength, Fi&HiA
MUST ik (s0038-s0048)

encryptedKey s KEK fIZHY

CEK (s0016), bk F’XFEZ5IR

4 (50013, 50038) ; authenticated-

enveloped-data HJHH <75 [Ei&EH
(main:576-579)

pskid &K% 77 FTH PSK HIARIASF
(s0012) ; IZFRIRFF MUST #5>
i, SHOULD ME—, #U77A]LA
TEF—FRIRAF FREE 24 PSK Jf
ZB—2#IR (main:189-196),

KEK BB S BRI EE rTRER
TNZEAM PRI IIAZ, Y
A PSK A% (main:581-600),

KI T EALRENS K H 2 AR

2547 (main:602-605), PSK A

ERIFNANCHE; REPSKS

KDK [H & A 2= R ENE
(main:592-600).,

pskid FRiR PSK (s0012), KDF L
N3Z42 CMSORIforPSKOtherInfo
1 DER %if5 (s0038-s0045), ik
BTN BHEH (s0013); BRIX—H)E
ZAh, XHEE BB R RS E H
Fro

PSK AIREN—ANBHAATE], ANEE
ARG I NREBE DT (main:649-
659); rfc5652:2864-2877 f5it, f&
FH RSA B AL A TR AR TR
INIE,

ik

main:576,
main:692, s0002,
s0016

main:576,

rfc5652:2864,
rfc5652:2874,
s0002, s0015,
s0016, s0038

50002, s0015

main:627, s0013,
s0038, s0039,
s0042, s0044,
s0045, s0048

main:576, s0002,
s0013, s0016

main:189, s0012,
s0015

main:581,
main:592, s0013,
s0015, s0016,
s0035, s0038

main:592,
main:602, s0013,
s0015, s0016,
s0035, s0038

s0012, s0013,
s0015, s0016,
50038, s0039

main:649,

rfc5652:2864,
s0012, s0013,
s0015, s0016,
s0035, s0038
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ID R PIE

X01 PSK ARIRFFREFA The pskid field of

KeyTransPSKRecipientInfo and the

privacy of the parties that share a PSK,

against an observer on the network.

X02 EAGHIBARTEY CEK  The delivery of the CEK to the
A recipient, against an attacker who has
broken the key transport (a large-scale
quantum computer, or the recipient's
transport private key).

XREAB LY
main:702 fEH, WEE R EEWIEL main:702
PSK %A IRTF, BLRER MLy

TE AW PSK; SCREFAT A HR AL

AR,

main:692-698 &, —Wi ProVerif = main:692

UERRERBH, A AR R T I AL
i BETCTR R N A N 5
WA, BICTRIRANZ
o

IWTEARIESCRR AN FTERIMERT: X01, X02.

MRS Z 2P, BB

T EACSRR E IR T 2 BT ARIETRESIH, k34 By ot —Baiil 7 R w@ohtk
R, ENBEE R, SENAEAE, kT 12 B, 1RIE 22 B, BB BRI PRI BT SR RO ;

BB R AR AT HIHINT

B ik N AIEREA

P01 main:576-579 K02, D01

P02 main:581-590 K01, C03, psk_holder,

kdk leak

P03 main:592-600 K01, U01, U03, CO03,

psk holder, kdk leak

P04 main:602-613 U01, K01, kdk_leak

EATA R R N I RIS R — 7T TS IE SR IR R T

‘EHFT%E KDF (Y58 R E KEK I3 E,

EHHZ AR SERT PSK IR ATORFIN R [A— S AMEFEE
TR Y keyTransPSK Jife, (AR 88—l 1A PEEORIEAL,

EVFHRAE AT R — A AR FEIHE SR B ERIaTT A
—ARIHENL, BAPSTHESRE,

CHHIR BB AR TR, T SIERa IR 2 5E R0,
E AR RIEREN S, ST S IER AR RE I AITEL

CUIEH cMS L% E; BHARME CMS RIETE P22-P31,
TR U CBC BRI RRRAGIE, X2 4R

P05 main:615-625 UERAZR AR T
TR,
P06 main:627-632 MERAZR AR T
P07 main:634-640 TETEEIN
P08 main:642-647 TETEEIN
P09 main:649-659 U03, C03, A03,
psk holder
P10 main:661-670 K01, K02
P11 main:672-682 UERRZR AT
P12 main:684-690 UERAZR AR T
P13 main:692-698 K01, K02, A03, X02,
kdk_leak
P14 main:702-709 X01, network
P15 1fc5083:308-310 & A FRIAHIR
P16 1fc5083:312-317  IEHHZRAIAR T
o
P17 fc5083:325-328  ERHSRAIAR T

B YR R HA RN H) nonce {f I HHEE B ATEEIY, X 2IN
HENNE RIRAIPE B
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Bk
P18
P19

P20

P21

P22

P23

P24

P25

ik
rfc5083:330-337
rfc5083:339-348

rfc5083:350-355

1fc5083:357-369

1fc5652:2837-
2839

rfc5652:2841-
2842

rfc5652:2844-
2849

rfc5652:2851-
2855

P26 £  rfc5652:2864-

P27

P28

P29

P30

P31

P32

P33

P34

2877

rfc5652:2879-
2889

rfc5652:2891-
2903

1fc5652:2905-
2911

1fc5652:2917-
2927

rfc5869:355-360

rfc5869:362-371

rfc8619:195-199

N
K02
UERASR AN T
AEEE A

IERES AT

AR H AR

AMETEEIN

C03, K01, U01,

kdk leak

AMETEEIA

A03, psk_holder

UERAER AN T

UERRER AN T

IERES AT

AMETEEIN

AR H AR
A PRE E bR

BRI H R

ERH

AR RENUECE AR A R

EPHZ AuthAttributes 197 B 28 P AT SR N A IBER
AuthAttributes F1%54 & MEAR E LR 2 S

EHARHEAR LN RIRE, MBS, SRt

o

HUi cMs $REEEA, T, IIERDALE; WA 2K,

=

~}

EHRREAERIMANETES H 5, RIEEEHEREFZIN,

EHAZINESSENARRHENERH, EEREREZIN,

E PRI IR BREs B BT

E R PR IR A I IR SR

EREIERN LSS, FFSIEERICERIZZ — M.

EHHZRISEMAIS BN, EREREZ SN,

EAIHT A4S HKDF 1838 MATRNERH 2K,

E AR HKDF B8RS 70T K HO I 7 R AR (0l IX 02 KDF I
AP

E5 M HKDF Wit hr; XA 2K,

S 5TNZOIIE, BIUR & Bk A&

6 FACREE MR E R EINZ 57 M2 (RIPEZ TS, 3k 16 T, M & — Tk 7 dodi & 4¢
HZERIX NS 5T AERXME, SENT 2R, & 7RG R 6 T, (RIAY 10 Wi, 18 HkE MR

K B—IUE2ZAEEZ A& KA,

ID 2575l BH ahEENL ENdi )|

S01  KRiEHE 257 psk_holder

S02  REE 257  psk_holder,

kdk leak

S03 CEK/CAEK 1H Y8 X2 ERASF R ENSTE A NN 2 H I — 77 408 SURREIEIZ A
;WA BRSNS CRA E CEK MR R,

S04 KEK 8 F&E AT KEK HZTERLRN TIRIFIZRIERT CEK; B T, CEK{ZE
SOAERSF T (main:584-590)

S05  key-derivation key (N kdk_leak
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ID Z57R{E

S06 PSK

S07 ZRIFHNE

S08 pskid

eS|

S09 keyEncryptionAlgorithm 1

S10 encryptedKey IIE]
S11 KDF context &
s12 b RFER 1#
S13  #EE G {1
S14 CEK e
S15 key wrap Hi% H
S16 RiEEEHH N

WliB st
psk holder
OB LR

KB/ EES

BB R AREL
WHiHE TS
psk_holder

WH#E G rHES

KB/ AEES

T LAEHRRNY

KB/ EEL

psk holder

ABIHIA

SRR NEA G R NUEE BARATCRIPEIE; R 18 SOl
A1 7 IX 2 H R,

pskid fEE 5514 B AP EBASCAEH (main:702-709), Al BARIZE LY
WHEHEEAME .

keyEncryptionAlgorithm JE{HE R —1NFE, AT,

encryptedKey JE{HEHF I —DNFE, 2O,

HEHEERI L RSB (pskid, keyEncryptionAlgorithm, &
HERRL KE) #R AT,

FZU#H H Recipientldentifier A1 pskid BASZFRIN (main:702-
709),

CEK bl BRI HIE; FA B — 7108 SURRERR
BN,

keyEncryptionAlgorithm fE{H B H#EH, 2 AFH,

WEARPEAE S BB A AF PROESR

BB FEROMEETENZATER,; BMNERMERLF—DEEZ MeR, BT RIS E1%K
B PN A HIESR; LA BRSNS I LR AR AE, s A DA E R AL
B, A ERITTAR R AT B IR N R E B 5 A

i ESEEEI g ik

network UM B, EF. BRFAIEHE
B, TREEM—T7 R

psk_holder PSK{EAS (5 PSK H=AIREHRIA, main:649-656 Ui PSK FIRE N —PEEAFTA], HANEE  main:649,
= PSK jtER); W% AGHAYRILEESTVT; main:592-600 1t PSK #4415  main:592

R, HAUE PSK i, PSK MN_EA&HAAAD
KDK A 17

kdk leak  3/NETEMY key-derivation key, JEIT AN main:602-605 (KIS ER T HEHMAT AL I key- main:602,
FEFH BN B HEMAS, s#  derivation key) 1 main:592-600 (EHHEHMIFARHSLSF)  main:592
B S AR RS,
s

ID network psk_holder kdk_leak

K01 FAL

K02 DA

A03 E DA E YA

A04 ENpava

K04 ENpava

D01 AL

A07 ARAL

o3 [paYA Dava
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ID network psk_holder kdk_leak

uo1 JDRYA

uo2 NI YA

uo03 AL D avA

X01 ARRAL

X02 DRYA
R SCHTE b

JRSC: 48 NESCEATT, 10358 1, REHAE source-delivery-01.json 7, Hin: 11 PNEfti#E (K01, K02, A03,
A04, K04, D01, A07, C03, U01, U02, U03) ; feHMMIE: 31, BinigHRFEetgsfmitnE, £/ --approve-
targets,

5 TAZH SO BB R ERE ({155 decisions: auto), BEIREN:
o approve_package: fit/J5 20 protocol-6d92b1ad9595b57db364c5cf5fb1

XM EH: 18K (1 RS, 0.000 USD, #iA 17857 tokens, %t 4318 tokens, M 22 s,

KT UM BRI BER]
oI N B A EE T

step targets features reason

32 KO01,K02,A03,  plain_primitives,  FTH BAREAE —MEARY LA, 128U A AL RO FRIEOE  (KEK IRAEA(E
A04, K04, D01,  many_sessions R REERE R REL, IAEMSE BRI I MAC) MBI A

A07, C03, U01, LR (aenc/adec TENZEFEME), HHTERBENLLEEZIEE SIEME
U02, U03, X01, tbo A MFHSFE. Diffie-Hellman s{ ALY, &G ETMPEZ BIREH
X02 1BeR{E, FRrPAEE BAMKIIIGREE; AL, KDF MIEIEN B AR
SEAT A,
LR R L]

RFC 8696 keyTransPSK, BAfEUCEFIBATE, 1F ProVerif FREERE, (# FHFRAE AU B EA(EH. KDF. key wrap Al
INENNE, To5 <&, KDF context %7 X415 : PSK {H, keyMgmtAlgType = 5 FIBHIMEELE, B
2 pskids

EMZANE, +=FERPETREENEN, SEERE M ISOLR &R, WRMEEH, #
IEEH, EHIRAE RN PSK AT 48 K& Bl MU 2 Ah, WA TRREGIE, AL TERRAZ: B
BB R 7RG ERHIRAE S B HERmEE & T ENRTEED, PRI AN
B, FOVEHMESHEFRE PSK; {UtEE PSK th—Jofrik; HAME FNIEA XRZEXIEEH, —D
W EHIREFHAEFZRE, ZP07 58, BHNEERLNERSE, HXEINESBEEL,
SHR B Bk T R TR E AR NI AR A I K2 T B,

AL, PSK PRIRFFAZ KDF BV, R EIRAE E R SO E N S R007 DA = MR iAny
FrAF— PSK I, Ji#& ohbn pskid, THEMEXTEHE IR M HE2Z, (T1HH PSK W AARE N IEWTT
a7 BIHE, ERNmEPRAIRIHRIET, FTANEESMEOURM PSK, 1M EANEH L AT s, K
I IF] — 25 TH R AT B S IR, pskid AYRSFATEANSCRRES 8 TAMA, FSEA AL,
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BEASHARER 7 AR, X SETE RO T AR TR, B — 4207, DARKEREER N, HHERHA
X5 (54 10) F1 B RSP MK ER ATCIEWE M, pskid B EA1ESE MR F15 2k 5—¥% pskid
B\ CMSORIforPSKOtherInfo AJTHFRIZM i, RN CREFIEH AR AT A HAL T IC R E E—TMEHREE
WERWOTRE, BEEBERTCIRAN; RZIETTINIEGR O GRET BN PSK B4 R yR%h, & 24
Fl, AEMEES R RIPOREAIEN, KR AEHASRA, WA TIRESHE; R R A
e 2T M Z AL I T 7522 Tamarin+ Agents,
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