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CMS ML-KEM AuthEnvelopedData []Z2 215

CMS ML-KEM AuthEnvelopedData, one recipient

Originator Recipient
writes and encrypts the message opens the envelope
input: recipient's certified ML-KEM-768 input: ML-KEM-768 private key sk;
public key pk; content M; authenticated certificate with rid
attributes A

content key generated
CAEK, nonce

ML-KEM encapsulation
kemct, ss = Encapsulate(pk)

key derivation
KEK = HKDEF(ss, DER(wrap, kekLength, ukm))

content key wrapped
encryptedKey = AES-Wrap(CAEK, KEK)

attributes encoded
AAD = DER(authAttrs)

AuthEnvelopedData = (version, rid, kem, kemct, AuthEnvelopedData

v

kdf, kekLength, ukm, wrap, encryptedKey),
authAttrs, encryptedContent, mac

ML-KEM decapsulation
ss = Decapsulate(sk, kemct)

key derivation
KEK = HKDF(ss, DER(wrap, kekLength, ukm))

content key unwrapped
CAEK = AES-Unwrap(encryptedKey, KEK)

check
kekLength consistent with wrap

check
tag over AAD and content under CAEK

content authenticated and encrypted under CAEK tag over attributes and content verified under CAEK
ss, KEK and CAEK discarded after use content released to the application; attributes accepted
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EWE32 1) AuthEnvelopedData I EEUE XHRME—IZ A F AN — &, TS RAENE KEM, HKDF, %A
RIZEA AEAD BN AT SRR ) KIEN N ML-KEM-768 5% SHA-256 [T H58 & AN E —iA,

B ETHIE 19555, dLOFRRBREGERT N, HOMRICRE —FHE, ZHEBX TR, REM
TEHIARAE A BH AR AR, RN ARICSE AT R 4s 3R,

2.1 —FMEsRI I T B IR 52

et PRSCGIE AR B 595 53

AR 2 XRERAEE

HriE {[iS

W R X04 (W58 379)

Jsise 50105, s0106, s0112

i ProVerif attack query replay; Figure 2

RETH 2. BRERNERESLEZEMIEE, KEMRecipientinfo #1 AuthEnvelopedData AN B ks
BT ES. I TRBEPRAAE, [RlI, —5miatdill IR AuthEnvelopedData BHRRIIE, SRR,
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One AuthEnvelopedData delivered twice is accepted twice: the recipient keeps no record of what it verified

Adversary Recipient
on the network opens every message it is given
input: recipient's certified public input: ML-KEM-768 private key
key pk sk

the recipient's certified ML-KEM-768 public key
a complete AuthEnvelopedData for that recipient

AuthEnvelopedData = (version, rid, kem,
kemct, kdf, kekLength, ukm, wrap, AuthEnvelopedData [forged]
encryptedKey), authAttrs,

\/

encryptedContent, mac

accept
ss = Decapsulate(sk, kemct)
CAEK = AES-Unwrap(encryptedKey, KEK)
tag verifies

AuthEnvelopedData = the same bytes, AuthEnvelopedData [replayed]

delivered again

\ 4

accept again
same content and attributes, no record of the first
acceptance

no key is needed rel the same c and accepts the

same attributes a second time

& 2. —%% AuthEnvelopedData #H50% M UUIBHEZ IR EIENICTR B CIIEE T 2. PR X04; K21 replay.
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Wrap 555, TASEMHE T AP AN AT GER 425 B,

o 459 Holds; ZEMEIE THTRIMAI: /2, nlH AR
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HE A DB E SR NS —KHEE, IRE B EHNEEHHME N EH, BERARE TGN E,
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o fcHE: FAIAMEMNE,; WA RBNEENAEE
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PE 2N KEK 5 CEK Z0E BRI 77 SLPRE R IE A FRIR. KEM %X, KDF b N5 RBIEFRIN,
FE R Z AN E SR KEM %30, IRAE B R SCRBIEARN, R FBRICIEEH R, B PRIRE
MRS H, HASE5YE,; BHYERE KEM BCRHEZICE IRV,

o SR PO BEMZE TR & ATA{EEEEET

o PMES: BEETHPRE ARG, SR RERESE. MEHEN TR,

o XHRTEWH: B RRPHIMIE: rfc9629:349

o MR HHRE B ERIRESEH; £ XK DER Jfd g 8L, BRI ERE T 45
¥, Hoxt AW AR — MRS

DO01.10: W& 5@ —8E:

BRE RSN ERIENAESINIE B ER N AR 7 B IENE —ANRS e, REEXR,

X E A B EF EH SRS B AIRE A, FitbElE 2 E R AR ENE, HEN5E
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o ZER: W CORFEREE); BERE T : &, rTHEAEESEI
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o AR BARAUEANE; AR N A, BRI SEZATIRMR R R TR I R AR

X01: B 5518 S B KEM 555

The KEM shared secret and the KEK derived from it belong to one message only: no two distinct messages are
protected with the same KEK, and the KEK of one message never equals the KEK of another

45 TH BB B O KEM =%, R eBHNE R A2 E O, HEZRALZEAHEHA, 4
S HIHEZ RS I, SRREIRRK, XRAZENFEGKIH BN =%,

o ZEW: pGr; BREEE TR 2 nAEETEE

o MMEH: BN T SURA KRS 75 HF requirements, HX R )RR IE 2 IX — SR 0 # T I%45 R,

o XHRHTETA: Z. XHTHIAE: rfc9629:574

o 4B BT RPITEIREN KEM 74N Z%, XIERRE R K

X02: HZRIH B IG5 H

Disclosure of an ephemeral value of one message leaves the KEK, the CAEK and the content of every other message
secret

—ZRIEENEANERAMBELSY B 5—FHEENEHAMNAERHNARGRE, RASEKHEEMHSH
AR EHIRAE B CHIE A, A IRE RN gt B8 B AR AR SR TH B AR M — &, RN B,

o G5 oz, BERZ TR 2; ATREAEESR

o YMEH: ERRIN T SR IR EE A AR TE IR R, LIS .

o XHRAHEUIA: B, XHPHIAIE: main:333, rfc9629:571

o fHE: RN —ZA ENHE AR, AR IHERRIEERE

X03: NARIEPEIRIAIE

A party other than the one that created a message cannot produce a message the recipient accepts: every accepted
content and authenticated attribute was sent by a run of the originator, so the recipient knows which party sent it

BWE A IEEREEEBREN, MR HIEBN25 e N EE S, 74— PN EET B UEr 5

#% AuthEnvelopedData, KIIIGUERY REHE NiafT T, MWAUHBHZWNZ2577, SCREEBRE T7IX

— i, B ETH AR BN & & & INIE,

o R WL CURHENE); BERIE TN J&; 7TH

o UMEY: ERBYINREEN T XRRICEMNRS], XIERSEIE R IE 2 5T S,

o WFHEWIH: 2, XA E: 1fc9629:563, rfc5652:2864

o M BUCEI AR AT, HIEBREHENNETENK, BRI R EESLEHM LT FIE, X5
E5EE—H

X04: WO R 2R —FHE—IX

An AuthEnvelopedData that the recipient has accepted once is not accepted a second time as a new message

A AP LR — 26 7H B Z IR, IE N IDR BRI 4, WERAEA SR & r it
Kees, IHEBEBkE, Fk—MES R AuthEnvelopedData Fi IR W IRRR 2, NE
FEPEEARR, A N A BEX 0 B ORIA M R KIA,

10
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R AEBGL AN ; BEEE TRA: 2 ATREAEREI

A XELRENELRER, MARHIRITIEE; XREeRANIEE, FItERXHE—
AR TC IS R

XhEFH e A

fifh: RARRERIE A IRE, XIERNAEIIFTE XA, @ — & s i R 2R
CIRAERE, ERRE R S BRI E SN R X T

g BN M R AR EEE, planteE— DA FENE, 8a 7 ER RN ERR NS E S
N2 FREANZA A IR N ECE SR SR E AR, IREE RV PR, JE TIXAC
B

X05: #1 CAEK [ Hl—{X AEAD nonce

No nonce value is used twice with the same content-authenticated-encryption key

FRIHEERAERT AL BN A PN —R, FIFE— N AR E I nonce R, S5 R HEHRISUEK
RSN, MHRERRY, XRIFZERRERPER XK,

g o7, BERIE TR E&; ATHREEERFE

HMEM: ElREESNERRGL, 1ME R CEE RGN AN A% H.

YRR e 2. XRRHBINME: rfc5083:325

KA BN AEA NS — RS R, mARRETRE; AR M E S E— N ™M
BEZNNE, FEEBITHE nonce HLM

11
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Bk C: FESKMIMEIHERIE SR

UERAE A A BARAYIE S BB, BRI FAIRE R, 2ORE P RER, DD o
BRI B HAE,

Hbx g4 &l X Wik F5k

K01 proved sk_secret checked 3 proved

K02 proved content_secret checked 1 proved

D01 proved mod_binding  checked agreement (holds_in_source) 2 proved, 1 attack
A08 proved mod_binding 4 of 5 5 proved

A05 proved kek_secret checked 2 proved

Co1 reachable sk_ctl c01_caek (holds_in_source); content_ctl (holds_in_source) 2 attack

C04 reachable reach_kek c04_caek (holds_in_source); c04_content (holds_in_source) 2 attack

K02.8  proved caek_secret checked 2 proved

A08.9  proved mod_binding  checked 2 proved

D01.10 proved attr_binding checked agreement (holds_in_source) 1 proved, 1 attack
X01 proved kek_fresh checked 1 proved

X02 proved x02_iso checked 1 proved

X03 reachable run agreement (holds_in_source) 1 attack

X04 reachable run replay (holds_in_source) 1 attack

X05 proved nonce_once checked 1 proved

BRI, BEIEREMEERSGH,; SNERIRIEHRSA HE:

Bt FEK yiis Bl &l puyiid

K01 FRUTT IR ML-KEM RAATCEMIR G EHES network proved sk_secret checked
Hisk, B dE A M EAREEM—T7H
BH,

K01 RIETTIBIT S HI BN KEK JTCIENZSIZ network proved kek_secret checked
SR, BRI,

K01 RIFETTIBATRTAE RN CAEK TLiEM ML TE#E  network proved caek_secret checked
TR, BRI N,

K02 EIBTTHATIN, HERBHSCNETCIER LI network proved content_secret checked
BT R,

D01 BENHE— 75 AR BT BB KEM 2532 kemct, network proved mod_binding checked

kem 2§, kdf FRIASF, 3¢ KDF L3 (wrap.
kekLength, ukm), SEHKTTHESHRFRY
KEK, [k, HEwES,

D01 BB — 77 B A2 iH B A authenticated network proved attr_binding checked
attributes, B —ZHERIBIES 5 —KIHEH
EXEGPAS, WaPHEdg: mUBOT Rz ENE
IERIZTTRTAIER

12
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A08

A08

A08

A08

A08

A05

A05

Co1

Co1

Co04

Co4

K02.8

K02.8

A08.9

F5k

RIS P21 — IR S authenticated
attribute #RH AR TTHI—RIS1T A4, RN
T RER WA, B AR 2RO TR 2~
o

BT N B KEM %3 kemet, B0
kem 5 kdf BIEFRARE, SHdE4L: BRUOTHS
AR ZS S KEK, HIRE R0,

AT A BRI S, KDF _E RS wrap,
kekLength B ukm, =HIEHL: KDF L &5
KEK #S, FIHAZERTTH) KEK N, EE%REL
8

authenticated attributes ft. T AEAD i A Z ™,
e E A S A T2 EFRERR RN, HE
B4,

rid IR, TRBEEGE: Hloy R
rid $§17 B SIEF1 RecipientInfo, Al
B rid 2EEPSXEE, MAZE%E,

rid IR, TRBEEGE: BT R
rid #5171 B SIEF M RecipientInfo, Al
B rid 2EEPS%EE, MASEZE, Mg
BRI, YEX S — T FFRIRTF IR A R —
EIW, ZEWARAL,

O KEK S0 A EE 75 A Sk AU mI AT -
W4 b i B E S 53— 759 ML-
KEM EHxf, WS HE,

INZAEWCT B R CAEK {XUA & 77 iz i
Fial ;M BRI AR —7y, fRERE AR
ML-KEM ZHN I —77, #ILiEfESHE,

TR A A 2 ATE SERAYTHE, H CAEK fE#%
W77 ML-KEM FASH A 25 FLIG I B A 3R ER
ZIR R

TR A A 2 ATEERAHE, HNELERITT
f9 ML-KEM RAHBHR % < S IREFH L

TE— BN KEK Sl @NIEN R, HEEN
CAEK iR, Wi RARZk Bk L
KEK FIE35%45H; 55 CAEK siEERENLER
b B FFERISREE

1E—ZTHE Y KEK BHRERRIEIL S, HAE)
TREFHLE,

CAEK (EHAIENI®RY CEK) ToiEmimes Fry
HEHES R,

TN AR SCTCTE N 46 b PR i S
7TEO

FEWOITIRGHI KEK 5 CAEK 487EF| kemct,
KDF |k "3 (wrap. kekLength, ukm) PAK
kem 5 kdf FRIAFRF: (R HRER S R THE4R
ZIHE.

Yoki

network

network

network

network

network

network

network

network

mk_sk_leak

mk_sk_leak

ephemeral leak

ephemeral leak

network

network

network

13

%

attack
(holds_in_source)

proved

proved

proved

proved

proved

proved

proved

attack
(holds_in_source)

attack
(holds_in_source)

attack
(holds_in_source)

attack
(holds_in_source)
proved

proved

proved

& pupils
agreement

mod_binding checked
mod_binding checked
attr_binding checked
rid_selector none
rid_selector checked
kek_secret checked
caek_secret checked
c01_caek

content_ctl (the

control of

content_secret)

c04_caek (the

control of x02_iso)
c04_content

caek_secret checked
content_secret checked
mod_binding checked
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DO01.10

DO01.10

X01

X02

X03

X04

X05

F5k

rid FRIRFEW 55 H, HAELEEEE: #HRIR
A GRRFFIEREAE, BHNGEBCORA
kemct N HFAEH,

TEREZ AT A IH A NS authenticated
attributes I, JCIBTE LRI SR UE B[R] s
A A AKG B E T A

PR A S MoK F AR 77 B SKIBAT,
AT AT ARJE e, Beadids AR S o7 89
N, RO R B TR A,

EREFEAFIEEEA SR —A KEK f£
I B EEE AR KEM =%, Kt
—4 4B KEK 5 CAEK 4R 2 T 5 —414
/%\O

P T2 AN KEK A imEAag B0
KEK 5 CAEK FIMLEME: 28 =258 BB
22 KEK R ARSHE R

W B ERTEZ S R H E VN IEEREN L
O, BEAMEM— AR R 2R
THE.

BT B4 83210 — XY AuthEnvelopedData 1~
PR HTIE B,

TEFR— CAEK T, {Tff nonce {EH A
FPR: S2H B RAEEBERE CAEK T

mE—R,

Wik ml % i

network proved rid_selector

network proved attr_binding

network attack agreement
(holds_in_source)

network proved kek_fresh

ephemeral leak proved x02_iso

network attack agreement
(holds_in_source)

network attack replay
(holds_in_source)

network proved nonce_once

X

checked

checked

checked

checked

checked

14
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Bisk D: b B AN
— 4 LLM SMH7 AR SCRA R Y, FRI45 MERRRH ProVerif JLE; 55 3 eI NS SAR R
BIEE,

ProVerif+ Agent 2315 session-20261114T222716, 2026-11-14, IRZ: B5€HK, %Y deepseek-v4-1-flash-
261017, %4 37, UEPHES 8's, SFER 14 min, FXA 0.121 USD,

ProVerif: 3£IZfT 96 (KIEH], 96 IXTFHIFIE, 0RTCER, FEN 45, 0% 45 PEIE,

5 T4

17304 CMS ML-KEM AuthEnvelopedData

fiie A rfc9936

SrhiiimE [l 7 ML-KEM-768 KEMRecipientInfo, HKDF., #ZI# AuthEnvelopedData, AEAD Fiff{k.Jf
30Tk authenticated attributes; #FEWE ANHERIE HAEELIEESS, B ERE—IRINEHE
B, R )M R EE AL,

AEJEFEIN R ERBRRNEREREN A2 2l & 72 e, WHTUERAERBRIE FBOL, RERFERM
JOIRTR, B MBS TR/ il

J5iz 130 NS FESCRIT (28306 F19), KB TXFIET, A dHiEan s0001 895 | FH XL
RSt —

I AT R SORG 25 T A R

SO EaY] bt

main 2 ML-KEM Bi%{E CMS HHIE ]
main 2.1 RecipientInfo £J7E

main 2.2 =S

main 2.2.1 34T HKDF A IR R E (i
main 2.3 WEBAE

main 2.4 SMIME Capabilities J& 427

main 4 REFE

rfc9629 2 KEM AbHEHEAR

rfc9629 3 KEM #ZEF R

rfc9629 5 HHIRE

rfc5083 2 Authenticated-Enveloped-Data A& 25!
rfc5083 2.1 AuthEnvelopedData 3%

rfc5083 2.2 INIES N s

rfc5083 2.3 EHMNEL R

M EN, #%EXHBIEXFHPNEN: EE ML-KEM-768 KEMRecipientinfo, HKDF, 8% I8#
AuthEnvelopedData, AEAD ARV 2 X 5CHK authenticated attributes; $ZUE AHEKIE AR E LIEEE
%o ZIER—IRINEHE, AU RS R R E L,

15
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GG EMEW AT, &R R MEBUE 8.5 SO B S TR I H BT IR, AR, PEBRR S & i
KR LA SRS HIBTAE J8 A& WL BT s [N E A SRS R SR A7 1E,

ID TR MR BT sk
K01 FASH. KEK. CAEK BUE&M  ##IkER ML-KEM A RFC 9936 55 4 TTBERSZH /5 {F4P main:325,

K02 BHSC N ER B 1

D01 WASEMEN—EE

A08 KEMRecipientInfo F B 48 E
A05  JIAT KEK 5 CAEK RS
Col  EFXFATHIM BRI AT AR
Co4 LA FR SR

K02.8  CEK SHASCIREME

A08.9 KEMRecipientInfo FFR4FE

B, AN KEK BAKZ A
NIEINEREH (E
FITCER A AEAD %4H)
X L% R R

RAETTINUEFF NI
A HREH AT RIEE
FRUCE R

FRINE BRSSP
ZNE: RN
Z%H1 authenticated

attributes HfiSCZ B H—77
HIRIE B ARSI

B RIS HY KEK #1
CAEK #3E % rid.
KEM %3¢ kemct.

KDF ™32 (wrap,
kekLength, ukm) PAK
KA TS TR kem F
kdf BIEFRIART

BRHE BN KEK A
HATRPE CAEK 1Y
Hof T R % RS AT
H

[EEEI N SSE) L)
CAEK FIN%, MHXTE
TR A IESEEE B
FHEBIER Z IG5
& ML-KEM FA£AI
Wii#

LEE SERSViE s in el
FRHERRIN, [P
HAthprE et g
Ly

T4 B CAEK Fl1EH
3, THX S R
H

FT 21 KEK
CAEK KH5 rid,
kemct. KDF F Rl
BPARARFEEE,
F P& Q2 $2t

16

ML-KEM #fA$H. KEK. CEK,

MAK f1 CAEK, HIiHH TiXLE(5R
g fa At 2, RFC 9629 5 2 717
BiAH KEK S2RONY, 28 7 WEHRT
TRIFER

RFC 9936 £ 4 17§ CAEK [1ittt #5751
REfERARBIINHANE; REC
5083 £ 2 iUt BH AL IAGERT N
B, BYEE AR REFUH S 2 RS
TSR

RFC 5083 28 2 TR B o5
authenticated attributes FIP%Z, UK
BNIAERERBA S Z R SIIE; REC
9629 %F 7 B KEM A2 AR
TRINIE, RIS DR B ARFISRIR

R

RFC 9629 £ 5 17 15FH info A
KEMRecipientInfo ft) 7B wrap.
kekLength F1 ukm ¥, FHHFTH
KDF i NERA A sE M ; RFC
9936 2F 2.1 WEE T HEIERIRFT,
RFC 9629 %8 3 %K kekLength 5
A E R R — 8

RFC 9629 28 2 17 IiAH KEM fil KDF
BRI FR KEK, FTF IS &
L TAE R CEK 3] CAEK, %577
R N EWEE # F#TT KEM

S

RFC 9936 28 4 i WiAABRFAFHANS l
I3, (HHERAUERR; ML-
KEM FATHIM 5 7] 58 S 3 A 1% % 5A
RIFIIFTE I ERE R ; BARIER
TEREGRT T ERA

RFC 9936 28 4 17 JiHH KEK, CEK
3 CAEK AYittEE T REf& I AH DGR
TN NI VIS S TAIE
N, BHEERENELAOERESY;
RFC 9629 £ 7 191 b2 a K BRI 7E
HZHEE

5 ko2 HHFEIRI B R, P A
Q1 #2Hi: RFC 9936 % 4 154l RFC
5083 % 2 11

5 A08 MHFEIFJEFR: RFC 9629 %6 5
RIS 3T

rfc9629:568,
rfc9629:97, s0034,
s0043, s0044, s0051,
s0056

main:333, rfc5083:85,
s0034, s0091, s0105,
s0106

rfc5083:119,
rfc9629:563, s0102,
s0105, s0106, s0119

rfc9629:349,
rfc9629:287, s0009,
s0011, s0013, s0014,
s0081, s0082, s0083,
s0084, s0085, s0086,
s0087, s0088, s0089

rfc9629:97,
rfc9629:574, s0044,
s0049, s0050, s0051,
s0054, s0055, s0056

main:329,
rfc9629:569, s0034

main:333, main:349,
rfc9629:571, s0034,
s0036

main:333,
rfc5083:105, s0034,
s0091, s0105, s0106

rfc9629:349,
rfc9629:287, s0081,
50082, s0083, s0087,
50088, s0089
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ID

DO01.10

X01

X02

X03

X04

X05

R
WA S B8t

BEACTH B M HTH KEM JE

HH

M BRI T EE A 29 AR

A BRI LE
BT B 24552 — K HE—IX

4> CAEK {UEH—IX
AEAD nonce

LS
AT A A

authenticated
attributes, FF 7 Rl
Q3 7t

Kl 75 G Z TR
O H AR KEK

ER#efE R 8 B 2 AN
i B KEK, CAEK
MR

FRINE B I AR TS
By, PAREFTEZM
N2 F authenticated
attributes

WEN — SR IH R R
%, HAILFRIZIHEH
FHRBOB I Bd &

N SIEER—D
CAEK & nonce

SREABE

5 po1 AR EFR: RFC 5083 £ 2
5 H1 RFC 9629 4 7 ¥

RFC 9629 2§ 7 kA
KEMRecipientInfo 54115 MEIK
FHHEFAPN KEM L%, Ak
¥ IKM E AT EMEMER, HE
SRAEfE G R FLZEHM KEM
SiiEsIk

RFC 9936 £ 4 i KEK. CEK B{

CAEK Mt & (S SCBR A IN = A

AR, RFC 9629 56 7 TiikiBH
KEK. CEK B{ CAEK /& K T RES

BEASTH BRI N2 R

RFC 9629 2§ 7 11 KEM Bk
TRIEHRETRIAIE, RIEAECRA
ARARIFERSEEE AT ; RFC 5652
B 14 TR RINIEE ST A E
FRAE T HEIF A

KT HERERRI I ERSAE
R0O2; A HTHICHEAXS
AuthEncryptedData 75 B[ 4:
EAUEN N

RFC 5083 £ 3 WESIER —%HH T
HAT LSRRI,
WA S PN P T I R 25
. PAREEIEFRIRT ST
AR nonce AT ARG %15 H

ik

rfc5083:119,
rfc9629:563, s0102,
s0105, s0106, s0119

rfc9629:574

main:333,
rfc9629:571

rfc9629:563,
rfc5652:2864

rfc5083:325

IIWTEARIESCRR AN TERIMER: XO01,

MR ERIR, BERAM

X02, X03. XO05,

6 ERSRAP BRI T 2 BIEAARETIRESIL, 3t 46 B &N BRI 7 X6 Eh
VERL, ENIREE SN, BB BRI E NI, T 15 B, Rifk 31 B MR B g AR IR =7
GERIOE ;BB AR B BT,

B ik EN A IERIE R
P01 £ main:319-323 AR ERR WAL ERTE A REC 9935 Fll REC 9629 25 [, AN —MIMIBIT18%
P02 K, LB PR ORI R
P03 main:325-336 K01, C01, C04,
mk_sk_Tleak,
ephemeral_leak
P04 main:338-339 WA R HR F&IA] NIST SP 800-57 Ik T HREAE B NE
P05 main:341-356 Cco4
P06 main:358-360 UERASR IR T — 2RI e FH B EE R R B Fr R E R R A )
8, THZZHHM KEK FESMEH Kol
P07 main:362-369 IEBHRS A T S e A L AE B AN E AT SR TE A

17
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Bk

P08

P09

P10
P11
P12
P13
P14

P15

P16

P17

P18

P19

P20

P21

P22

P23

P24

P25

P26

P27 &

P28

P29

P30

P31 &
P33

P34

P35

ik

main:371-374

main:376-378

rfc5083:308-310
rfc5083:312-317
rfc5083:325-328
rfc5083:330-337
rfc5083:339-348

rfc5083:350-355

rfc5083:357-369

rfc5652:2837-
2839

rfc5652:2841-
2842

rfc5652:2844-
2849

rfc5652:2851-
2855

rfc5652:2864-
2872

rfc5652:2874-
2877

rfc5652:2879-
2889

rfc5652:2891-
2903

rfc5652:2905-
2911

rfc5652:2917-
2927

rfc5869:355-371

rfc8619:195-199
rfc9629:542-543

rfc9629:545-561

rfc9629:563-566

rfc9629:568-572

N
UERRSR AN T

BRI H R

LA MRA BAR
BAMRA B AR
X05
X05

K01

METEFEP

AMETEREIRN

A RIE H AR

AR H AR

K01, C01, C04,

mk_sk leak,

ephemeral leak

D01, C04,

ephemeral leak

X03

BRI H R

K01

HERRER AN T

BEERRR ER

AMETEEN

UERAZR A T

UERRRR AN T
BARRIE R
UERRER AN T

X03

K01, C01, C04,

mk_sk_Tleak,

ephemeral_leak

AIERA

FRTIEZAN T RHE AR —X ML-KEM Z5HA RN X280
WHIPERL, MARRREE PR

WRIEAUHSRIE (CMVP), X2 PMRIERRE, mARHEER
AIPE I

$8M CMS (RFC 5652) MZLEHE; XS O AL Az
KTF A EEENE /NS, SR Bk

 CMS AR EMER I, INERIENE AU ZZEE, F—
gLt EE

XERGTER AR A TR AR S IR T sk, 2R
i e

fliik cMs —RER 2, SANEITUREPRICR

BHBRAMER; AHNMERSH, BESEEEMAERIRTTRE
%, HIIZBAEARRE B bR

KFINEBIRANRRE 2 T HRZ2— M RINERH; A E L=
MAC E, RIHZEAE AR R

ARERERN D RIEPRSSE, XX TEIFRENRE, 7F5R8R

EEIX—

BWE LSRN [ARSS, SCEN SRR L
BLBIRNARTBIHEERES, RUCREH

HKDF (2R 2E 4T S HOS WA A BR AR, AL HKDF MR EEAR
HI IR A PR AL

HKDF Bi& SHA-256 FZ223 [EE M IGT: BRAASRE, M2 HER
$8M CMS (RFC 5652) 7% 5E, csMslH

KEM 1 IND-CCA2 &M PN KDF 558N k%7 25 BT
AL, #ERTRIEEE R

18
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Bk
P36
P37

P38
P40

P41
P42

P43

P44

P45

P46

ik
rfc9629:574-587
rfc9629:589-598

rfc9629:600-620

rfc9629:622-629
rfc9935:406-407

rfc9935:409-411

rfc9935:413-421

rfc9935:423-431

rfc9935:433-435

EN
X01, X02

K01

HERRER AN T

AR H AR
BARRE B R

K01, C01, X03,
mk sk leak

UERRSR AN T

K01
BRI H R

AIERA

ARGRERN DRSS E, XK T G R RE

BWEIE SRR ARG, STEIN R L
$E1h RFC 5280 2 2% &

ML-KEM [ MAL-BIND-K-CT 1 MAL-BIND-K-PK Z5& M i 2 KEM
MBSO A REE T, TP S IR BT PRSI, 6
ERIRX LN, EAERIR AR

1A — YIRS e SR

M H>, BFREM

MU M — 13 Z 2 MIERAE P B SRR, R 35 450%0E, D EUelig&d 7 —i: EAMNRE

XEE, HEFHERAME, & T 10 5, &EE 25 %, “XHRIKEREP A RE T RERFERA,

#H  HIHRPER YRR PE RS A AR AR5

K03 RARE FEEAAXE Ko, K02

Ko4 HHA®R, HHS52ESE X0l

A0l XuEZ 5 (Aliveness) X03

A02  55—BUMEIAIE X03

A03 ARG —BCMEIALE X03

A04 S —EEINE X04

A06  TAEHIA i AMBCRMNKETTEIFRBOT— &R, RAEMAER, FILHE
HRA RN A K R A

A07 B E TETEEM RS SO 45E R T X.509 3l ; (155 BEEREIT AHNER
IE, PRUHHERR TiX—E8 5

RO1  IAIE/BRHHT i ENVIRL ST o A b = 1 R Y S T

RO2 THEHRIEK X04

RO3 W HBIEEZ IR AEFEEMN bS5 R AF I 22— IR T I P A SR B

RO4 {HEREZINY HWO%4E iEH AMBGRA RIS, HRAEZEN

RO5  Hib#el 2RI A08

co2 HUEHIMEE R (KCD i gwwﬁ)\iﬂﬂﬂﬁffﬁ, IR A7 AE PTHERR 25 5 82 5 B SE Rt
3

C03  EAIEHZ e EER X02

cos itFEELEME (PCS) FiE AAEEET] IR E R 2TESREE RS, SAHEMEMZ,
HRHSH

Co6  JEAMEMRIMERGIMSIAE  RIEH AHBGEE 2, AR 2IAIER S, WA TERE R

19
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#H
Co7

C08

701

702

703

704

705

S01

502

S03

S04

S05

P01

P02

P03

Vo1
Vo2

V03

Hr B PR
UL S
eV SO MNENIELRES B

BT IERTE

ZAERURAY 5K

BEG Bl /205 BEH

{5 2R

BRI PSR ST &Z hR E

J%% nonce ME—E
i RHE RS

PR S RS B

BB R e L N8t

KI5 HIRESREL

SirEA N

RUEAA R

FP SEdm 7 R R e

SRR HIRIKE
TEAR TS
SZPRBTIRM HUBOR

RS PEBUGAE  ASK AR ]

TiEH AGRE DS, AR OSIIERSH:, iR A TENHC S

TIEH FYEREE T ML-KEM, &EIRASHENEAS, M Co8 Friifsk
MEFRIERIEIXEHE

RLETLEN AMBCE—DMINEANBRE, RPN, T, WEsHE R
&

RIETEEIN A VUE—MINENEREY, R, T, B E
=

E AELEN AVUE—MINERNERE, RN, T, s E

[

RIETEEIAN AMBCE—MINEBABRE RN, B, WSS
[

AIEJEREN AMBCE—MIBEANBRE, R, T, B 1R
&

X05

RIEM AP ZEERIRE, Yy, MR A REE AR
B B2k IR A

RIEM AP ZEEGIRA, YIS, WA REE AR
HIIT B2k IR A

TIiEH AP ZEEGIRE, TYE s, A REE AR
HIT B2k R A

TIiEH AP AR EIRES, TS, A REE AR
HIIT B2k R A

RIiEH WO IEIIERS IR, BRI T, R s
PR B SR AT v B 42 B B B £

TiEH BT EIIEBS RS, BAMSASAEE A, KBRS
A PR S B SR AT ] [ 42 B B B 107

RIEH BT EISIER S RSB, BARMCRAIE TR, Rt s
FEFRAL IS SR AT A B S s e &y

TAEJEREIA B, TR IRAOR AR AE AT S IR B Hrie N

RLETLHEA HERE. BB IR A AE AT S5 IR SR e N

TAEJEHEA BERE. BB IR O R AE AT S5 AT SR e N

S 5TiNZORTIIE, BUR & BNk & T

6 EUERE MR E QRIS 57T MZ R HEZR IS, 327 T A& x & — TR 1 IR B 2%
HERIX NS5 EFREIXME, SENT 2R, & TG FA 9 I, (RIAY 18 Wi, & HkE MR
ARG BB 2SEEZ A& 1A,

ID 245778 K BahiE s AVEIEEIR

S0l Kitdsy 257 WHEERAREZ TR ERNKEEECENS; B T #EIC N &7y
PAFEMICRIE, X E2EdERIFIALE B AR 2K

S02  FElHE 257 mk sk leak

S03 Wi 2577 BEEEBAIELZ W% LNSGEE R ITEER TG R E AR RREE A S

S04 HinEEILH 2577 mk_sk leak

20
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ID

S05

S06

S07

S08

S09

S10

S11

S12

S13

S14

S15

S16

S17

S18

S19

S20

S21

S22

523

524

S25

25781l
HAth

BE ML-KEM
A

KEK
CEK/CAEK
THEINIEE A
BIMENE

INIEETE

HZEHY CEK

DRI rid

KEM % kemct

KDF kR

HARIR
kem/kdf

Pt X
CEK/CAEK
P RIERE
EPREREALE

&

WA

rid

kemct

wrap

kekLength

25

%575

=

{H
{H
{H
{H

[

[

=

=

{H

{H

{H

{H
{H
{H

[

=

{H

{H

{H

Wi 44

HOE LB RS

mk sk leak

ephemeral leak
ephemeral leak
ephemeral leak

RHGAEES

KB/ AEZ

KB/ AEZ

KB/ AES

KB/ AEZS

KB RAHEZS

KB RAHEZS

mk_sk_leak

mk_sk_leak
ephemeral leak

RHGAEES

KB/ AEZ

KB/ AEZS

KB RAHEZS

KB RAEZ

KB RAEEZ

B

— M BIIATE BIE AR = H—4 CAEK, HFEZEN%E (RFC
9629 %5 2 1) ; TN EUCER KEK R, A0S X L8 & Bk
HIERIX— i, MizSEE ARG REE S — MRS

WA, NEEM (fE AAD BISCRTE) . BEATED. rid. kemct,
KDF b NSCRIEIAbRINERAELE b, R e s H A iE
W28 i PR D B AL 2R P

WA, NEEM (fEl AAD BISCRTX) ., BEATE, rid. kemct,
KDF b NSCRIEIAbRINERAELs b, R e s H A iE
W28 it i D A AT 2R 7

WA, NEEM (El AAD BISCRTX) . BEAVES, rid. kemct,
KDF b FSCRIBIAARI LS b, IR e set& A~ 0E
W28 it i D A AT 2R 7

WA, ANEREME (14 AAD BISCRIXR) . BEATEY. rid. kemct,
KDF b NSCRIBIAARI LS b, IR e sat& A 0E
W28 X i P D AR AR 2R 7

WA, ANERENE (14 AAD BISCRIXR) . EEATEY. rid. kemct,
KDF b NSORIBIAARIERE LS b, RIRE eisat& A E
W28 A i P D AR AR 2R 7

WA, MR (14 AAD BISCRIXR) . BEATEY. rid. kemct,
KDF b NSORBIAARIERE LS b, RIRE eisa& A~ iE
W22 Y ki # TR/ D BT 2R PG

WA, ANEREME (14 AAD BISCRIXR) . EEATEY. rid. kemct,
KDF b N SORIBIAARIAERE LS b, IR Esah& A 0E
W28 I i P D AL AR 2R 7S

W HF AR ENEENAS. BOIERNHEERNAS, rid. kemct,
wrap. kekLength, ukm FISZEARRA R AT CEEFH

BHECERAHEENNE. EOIEMEERAS, rid. kemct,
wrap. kekLength. ukm FIEJEFRIRE R ATFHIECEEETFH

WHECAFERHEERNAE. BEOIEAHEERAS, rid. kemct,
wrap. kekLength. ukm FIZEFRIRET R ATFHIEEEEETFH

WHECEFANHENANE, BEIERHEMAS, rd. kemct,
wrap, kekLength, ukm FIBERHE R AFFHSHCEEFH

WHECAFEREERNAE., EOIEEERAS, rid. kemct,
wrap, kekLength, ukm FIEZARRAE AT EEEFH

WHECAFEIEENAR., EOIEREERNAS, rid. kemct,
wrap, kekLength, ukm FIEEFRIRETRAFRIEEETETH
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D  Z5778UA Pl i AT B
S26 ukm fH REFHGAREL WHEHCERANHERNE. E0EHEMIX, rid. kemct,

wrap. kekLength. ukm FIBJEFRIRET R ATFHIEEEEETFH

$27  kemvkdf FRIH (=1 WHBEEAFELZ WHEECERFANHENANS, BEOIERTHERNAS, id. kemct,
wrap. kekLength. ukm FIBEFRIRET R ATFHIEEEEFH

TARVERAE S BB S AF FIESR

RdiEHONERE, M5 ENZIIE 7 SMERMICRERP PR EEZ N, BT 2 IS
K EH TANZME RS AR, LB R ERME MIEER LR — FaRR R 2 I IE S i &
RE; BRITRRD T E AR INZIERE KL

G E] Rl 4 i ik
network LS. EiEE, EF. BRAIEERE, &
FEE LA — 7 AL
mk_sk leak BWCE A ML-KEM fASH, fEIMELEZ  RFC9936 %5 4 11 ML-KEM FAEHANIHEE  main:329,
JE R FTRVImI 25 PSR & S5 152 ATRESBUE X B AR AT ETHER  rfc9629:568,

AMZ; RFC9629 %5 7 . KEM FASHRYIH  s0034
T RE SEE 1% KEM AR E

T 3
ephemeral leak PAZIHEM—NIGIHME: ZEEMARN KEK  RFC9936 28 4 17 KEK, CEK B{ CAEK main:333,
(HEELE LR L HIHEE T RE S BUE I N AR, rfc9629:571,

CAEK), B CAEK A&, sikE/jfER3Ed  KEK 8( CAEK R ZE AT RE A YHEE X s0034, s0036
FEFRRENUE, SRS H =F RIS —,  IAIER%Z; RFC9629 55 7 19 KEK,
Bl—4&H B KEK, [RIEEREINE SN CEK 3 CAEK Mt EE AT RE S BCALIHE

FABPE FFERAL N A R
ID network mk_sk_leak ephemeral_leak
K01 YA
K02 | AYA
D01 ENIAvA
A08 pAYA
A05 YA
Co1 ENI YA
Co4 ENEAvA
K02.8 | AvA
A08.9 pAYA
DO01.10 BN AYA
X01 YA
X02 DA
X03 ENIAvA
X04 E YA
X05 FRAL
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JESORT H b

JRGGHIAL: 130 DNESCHIT, 28306 F19, {R&45T source-delivery-01.json, HAx: 7 PDEftE (Kol, K02,
D01, A08. A05. CO1. CO04); fRIHIMIE: 31, HIRYIRBILIZEFERAHE, [/ --approve-targets,

T TALHSORE R BRMEMUIE R E - (55 decisions: auto), HEIREXT:
« approve_package: ft{EJHSC L protocol-b9eca6830064aa836aecf42150e9

ALIRETEIR: 1 RIER (1 REK), 0.000 USD, 24868 1™ token %l A\, 3851 M, 22 ),

X TFUERH AR AR 15 HH

ITE N EREE T

Hi Bibn FHIE DA

28 K01, K02, D01, A0S, plain_primitives A& EET B HIHIE: ML-KEM SRR 2w — SR B R PR Y
A05, C01, C04, K02.8, FRICHIX, HKDF & ZM%H DER bR BEAEZHIRAE HEL, AES-
A08.9, D01.10, X01, Wrap fl AEAD ZHAERPAIEME, FrSE SIXEE M, & A B R
X02, X03, X04, X05 B B3 5A,. FEEk Diffie-Hellman X5, Ktk model.pv FNFHE

R,
S EIS R B

ZIEAE CMS ML-KEM AuthEnvelopedData 1F % i F2 /Y ProVerif 8 : —/NE# 7, —MEWE, B&M
FIZINIER ML-KEM-768 /A%, ss — KEK = HKDF(ss, DER(wrap, kekLength, ukm)) — *f CAEK [ AES-
Wrap - PAUALEEMEMEN AAD M NA AEAD, EREIZIT, HEITIEFERE, BKEMMRE (RA.
rid, KEM Fl KDF FrIH, KDF kR, #:%) #BEAAL,

BHHEANBWEEE, SHHANEEZEL, HPUMEEMZSEE N SR EE a2 52U ML-
KEM fA8H. FA KEK Il CAEK MR M (K01, K02.8. A05), WAMEZEM: (K02), kemct. KDF R
MEIEFRIR T S B2 %A e, DA rid BES M e (A8, A08.9), EMHMEXKSEH (Do1,
D01.10), B&IHE—MHEEN KEM HEZME (X01), [A— CAEK N nonce NEH (X05), PAIZIGIHEE
WBRHIE— 254 BN (X02, 1 KEK Mt&BEE ),

AN EFRI FE R . TTEIEEINE (D01, DO01.10. X03— 3 77 ATl H #R e i o 12
ZHEEMNE), TCRiAMESE (Col: B &R IIRN ZBHEHER, SBARATRERITE — 410k P K
FIHE), KEK tE2RFEIZIHEN CAEK MIANRE (C04), DANER (X04), FRERAN, XLEHLECREA
BHEFRIA (RFC 9629 §7. RFC 9936 §4), TENEIGRNEIME, mAELH,

ME—R) L BB B AR AFRAEMREEN T, RO AREIES, FIidR T RE
AuthEnvelopedData = #FHATESZ ; [ENR, BEHEE ICIEHRE, HARKTT MRS profile £4HUE
MHGFEEEEA T (BRARKEE), BMERTAE MRS KEM, HKDF, #HE %M AEAD #UZEE
AR, B ML-KEM-768 BT SR58 AR K AP AR TR s o i, Wik
REA AL
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