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Generic message flow when Alice has a KEM key pair

Alice Bob
holds the KEM key pair and protects the messages it holds Alice's authentic public KEM key, encapsulates
sends and verifies
input: sk (KEM private key), pk input: pk (Alice's KEM key, from a

validated certificate)

Encapsulate
(ct, ss) = Encapsulate(pk)
transactionID, senderNonce nb, kemContext fresh

KemCiphertextInfo (id-it 24) KemCiphertextInfo (id-it 24) = kem, ct
transactionID, senderNonce nb, kemContext

A

Decapsulate and derive
ss = Decapsulate(ct, sk)
ssk = KDF(ss, len, KemOtherInfo("CMP-KEM",

transactionID, kemContext))
MAC-protected PKIMessage = PKIHeader

(transactionID, senderNonce na, recipNonce nb), MAC-protected PKIMessage
PKIBody, PKIProtection = MAC under ssk,
protectionAlg id-KemBasedMac(kdf, kemContext,
len, mac)

\/

Derive and verify
ssk = KDF(ss, len, KemOtherInfo("CMP-KEM",
transactionID, kemContext))
check recipNonce = nb
check MAC under ssk

message MACed under ssk and sent authenticates Alice: the MAC verifies under ssk with the
no confirmation of the message is required transactionID and kemContext of this operation
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An attacker on the network replays a recorded protected message inside the same operation and Bob accepts it twice

Alice Bob Attacker
holds the KEM key pair, sends two protected encapsulates for the operation and verifies reads, drops, records and replays messages
messages of the operation with one MAC key every public header field of the operation:
input: sk, pk input: pk ( Alice's KEM key) transactionID, senderNonce, recipNonce,
kemContext

the ciphertext and the MAC values
no key material

Encapsulate
(ct, ss) = Encapsulate(pk)
transactionID, senderNonce nb, kemContext fresh

KemCiphertextInfo (id-it 24)

[observed] KemCiphertextInfo (id-it 24) = kem, ct

transactionID, senderNonce nb,

A

kemContext

Decapsulate and derive
ss = Decapsulate(ct, sk)
ssk = KDF(ss, len, KemOtherInfo("CMP-KEM",
transactionID, kemContext))

PKIMessage 1 = transactionID,
senderNonce nal, recipNonce nb,
PKIBody, MAC under ssk

PKIMessage 1 [dropped]

PKIMessage 2 = transactionID, PKIMessage 2 [intercepted]

v

senderNonce na2, recipNonce nb,
PKIBody, MAC under ssk

Verify message 2 as the first message of the
operation
check recipNonce = nb passes
MAC under ssk verifies

PKIMessage 2 again

[replayed] PKIMessage 2 again = transactionID,

« senderNonce na2, recipNonce nb, MAC

under ssk

Verify the same message again as the second
message of the operation
check recipNonce = nb passes, since it did not
change
the same ssk is reused, so the MAC verifies

sent two protected messages of one operation accepted message 2 as the first message of the
the same MAC key is used for both operation
accepted the same message 2 again as the
second message: the operation processes it
twice

& 2. B4k LR E R — IR ENEROC R BN Z R, Bob 52 TR, Ml A04; I a04_b. a04_inj,
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A recorded protected message replayed as the next message of the same operation is accepted again

Alice Bob Attacker
holds the KEM key pair, sends two protected encapsulates for the operation and verifies reads, drops, records and replays messages
messages of the operation with one MAC key every public header field of the operation:
input: sk, pk input: pk (Alice's KEM key) transactionID, senderNonce, recipNonce,
kemContext

the ciphertext and the MAC values
no key material

Encapsulate
(ct, ss) = Encapsulate(pk)
transactionID, senderNonce nb, kemContext fresh

KemCiphertextInfo (id-it 24)

[observed] KemCiphertextInfo (id-it 24) = kem, ct

transactionID, senderNonce nb,

A

kemContext

Decapsulate and derive
ss = Decapsulate(ct, sk)
ssk = KDF(ss, len, KemOtherInfo("CMP-KEM",
transactionID, kemContext))
PKIMessage 1 = transactionID, PKIMessage 1 [dropped]
senderNonce nal, recipNonce nb,
PKIBody, MAC under ssk

PKIMessage 2 = transactionID, PKIMessage 2 [intercepted]

v

senderNonce na2, recipNonce nb,
PKIBody, MAC under ssk

Verify message 2 as the first message of the
operation
check recipNonce = nb passes
MAC under ssk verifies

PKIMessage 2 again

[replayed] PKIMessage 2 again = transactionID,

« senderNonce na2, recipNonce nb, MAC

under ssk

Verify the same message again as the second
message of the operation
check recipNonce = nb passes, since it did not
change
the same ssk is reused, so the MAC verifies

accepted protected message 2 as the first sent the same message twice by mistake; the
message of the operation network keeps the first copy
accepted the same message again as the second
message: no nonce mismatch is detectable
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D01: MAC Heil a7
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HBRI R Alice FESERIE, R THEEL,
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MAC 51, R IFRIAR N M ER I 5 5

o EH Whipor CCRHPENIR) ; BERE TR J&; AligEEd A

o fH H: REfEH, KEM FAFAMEE il E S BT E 2% B HRT NN B 5.

o XHEHEVIH: B, XRHAL: rfc9629:568

o {kE: KEM BHEAEM: ®WEMH, B XAMEXTHEZEHNEMEE; MAC{URIPZERME, Hitt
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ANF PRI ERRIRAE, AFTTAIRERT ssk BAME; 7 —#ENEH ssk 2,
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transaction]D 2 5% HIRE, HHLIEMN—MEEERB RS —NMEE.
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o fH A CRREOREIRIREERTESE, 2R G ss # ct,

o XHEHEVIH: 2, XRHAL: s0064, s0097

o fcHE: FAH KDF fl MAC; %R SCE SRR ISR F Bt REN1EL

o ¥ Joo

X01: MAC BRI %

Wi EEAE PKI EHIRME R G A B Alice Y KEM FASH, MITCTEHE S HIZHRER ssk, BNCRAB X

MIZ P E A EE T BRI EH,

%7 XN MAC A RTMRE . WA ERIEZ FEUS Alice [ KEM FASH, mUAEMEISEICRINE S,

H M AT transactionID F1 kemContext EEFHTH#E S H MAC %450, Rtk ] AR IERI Y& IZRERTEE ., X

e CMP HEMRIPAFZERILAE, FIiX e g R,

o ZER Whipsr CRFREER); BERG TN &; ATH

o {HAK: CMP XHH%E 8.5 TifeHIHERIF AR ESE LA ALRE, RFEC 9629 falt KEM FAFHMEE T REd #5527
HARP I NA

o XHEHEVIH: B, XRHAL: main:3875, rfc9629:568

12



HF CMP KEM B MAC #1022 94
o IR BEEEREZE (BERWESME) /15 KEM fAH; EFSEEH (TR LS 2R

£
o ! Joo
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Bk C: FESKMIMEIHERIE SR

UERAS X A BARAYIE S BB, BRI FAIRE R, Z2ERE TR, DU X SRS
A,

Hibs g R Al N Wi Fk

A03 proved a03 checked 1 proved

A04 proved a04 checked a04_b (holds_in_source); a04_inj (holds_in_source) 1 proved, 2 attack
D01 proved do1 checked 1 proved

K01 proved kO1_ss  checked  x01_ss (holds_in_source); x01_ssk (holds_in_source) 3 proved, 2 attack
K04 proved k04 checked 1 proved

RO2 proved 102 checked  r02_b (holds_in_source) 1 proved, 1 attack
RO1 proved r01 checked 1 proved

A06 proved a06 checked 1 proved

A08 proved a08 checked 1 proved

A03.10  proved a03 checked 1 proved

D01.11  proved do1 checked 1 proved

uo1 proved u01 checked 2 proved

X01 none x01_ssk (holds_in_source) 1 attack

BT, oW & TERIIRIE; BRI RIVERZIUEASRS H:

Hf» 3K witis =S #ify pUgild
A03 Bob W& —{X L) MAC 3R IEERA B — IR ST Alice 21T, network proved a03 checked

H. transactionID, senderNonce, recipNonce, kemContext

PKIBody f[F] (F a5 S raniiferiAnia, Alice 16 KEM

Do
A04 Bob & —{RIEZ N B — IR AR Alice J31T: F—4%fR network proved a04 checked
FIHBER PR,
A04 TE—REHRIEN, F—&ZEPEET 2 Bob B2 M network attack a04_b
Ko (holds_in_source)
A04 E—ZHESMAEENEEEREFR, Bob NE—IEZHX  network attack a04_inj
B Alice FJ—IR AR IE (FE IR FRY s —30%), (holds_in_source)
D01 Wit 3Z 1M S /) PKIHeader B¢, PKIBody. transactionID, network proved do1 checked
senderNonce/recipNonce 1 kemContext #/& Alice It & IE[HY.
RENBBHIE,
K01 —UHRVERY ss AT R ERBGEE B (R network proved k01_ss  checked
K01 Bob SHIAY ssk X PIL%_ERIB T E SRR, network proved k01 _ssk checked
K01 N TE—IRERVEZ JG3R1S Alice KEM AT, %R kem_sk_leak attack x01_ss
TERIRIERT ss AT AN AT ZSCHIRE (holds_in_source)
K01 HNTE—IRERVE 2 J53R1S Alice KEM FAHRIIR T, %X kem_sk_leak attack x01_ssk
TESRIRMER ssk AT AMAFFEE X, transactionID F1 kemContext (holds_in_source)
RS,

14
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R0O2

R0O2

RO1

A06

A08

A03.10

DO01.11

uo1

uo1

X01

F5K
Alice FJ KEM FASH sk & (2% 1 RSB PR1FIRE

TRIEIRIRIER ssk (A EAEE (FHRIE ssk RAEAHE]
transactionID I,

HRAIZ R THE A SH Bob #32: HZAE Alice Y217 E2

B, FEHY0EF Bob HIHTEE nonce,

TE—IREHEERIEN, Bob MATEHZRIMEERSES —
W ERAYIHTEE A nonce AN VLHLT #HEAL,

Bob %52 N AT KIER) nonce Al KEM FASIEHE, ([FRMIXIR
PRAERTAE ALY,

Bob fJAE) MAC BeiE#aIA Alice X REEVER R SCIRAE I
A MR ssk,

Bob #Z5Z AT {#EMY transactionID 1 kemContext, IEZftN
TX IR AE R (A B 58 B st N AL

Bob HIINIRIERIKEFFE Alice KEM RAHR— A #1TT—
Xiz17, H. transactionID F nonce PCAL,

Bz 2 A H R, H PKiHeader, PKIBody.
transactionID F1 nonce EEXT N Alice FYESEA 1%,

Bob {E4t)E T 55 —HSMZMAIFHEE: PHEZHEN
transactionID [F g fth B 2E2E AT H AR,

ss fll ct FEERFRIEHEEEZRIER: WXEEREEET
#HIF] transactionID H A HE R — ssk,

HATERFEE R Z G A IRT Alice KEM FASHRYI S #, ok
IRAETZIARAER) ssko

Ridi#

network

network

network

network

network

network

network

network

network

network

network

kem_sk_leak

)% iy
proved k01_sk
proved k04
proved 102
attack r02_b

(holds_in_source)

proved 101
proved a06
proved a08
proved a03
proved do1
proved u01
proved k04
attack x01_ssk

(holds_in_source)

checked

checked

checked

checked

checked

checked

checked

checked

checked

checked

15



T CMP KEM 1Y MAC {F4P 122 204

Bisk D: b B AN
— 4% LLM SMH7 U SORVESE U, FHES AL R4 ProVerif; 55 3 SHi0 S SAT R IENI 3340
Hi I,

ProVerif+ Agent 21 session-20261114T230140, 2026-11-14, IRZ: B5EMK. B : deepseek-v4-1-flash-
261017, 84 41, UERAZS 5#D, SERRFER 10 70#h, P& 0.082 USD,

ProVerif: J&17 1 106 {XUERH, 106 {(REG45IE, 0RTIEER, 47>, Idxk 7T 27 MHEIE,

b T2

17304 CMP KEM-based MAC protection

JiA rfc9810

B2 K TR(EA e 1%F generic KEM-based MAC message-protection flow, Alice A EIAIE ML-KEM A%, Bob /%
BT ss/ct, Alice MAC PKIMessage, Bob 4G1iE; transactionID, senderNonce/recipNonce, Ffi
5 kemContext IARFEHR, TR7CEIEHE R RA TEMHRIIE,

AETEREIN FFEREINERIEN T R Z 2R 72 e, Bhifud JAERmRIZ Foz, NEZERM
YIRS AUE FTE M/ AE B,

L RE MR 100 NS RSCHATT (23041 F75) AR E Y s0001 2 A5 F R IXLE R
XHITZ

T PITARAE A SRS R -

SO Eay) bl

main 5.1.1 PKI Message Header

main 51.1.1 ImplicitConfirm

main 5.1.1.2 ConfirmWaitTime

main 5.1.1.3 OrigPKIMessage

main 5.1.14 CertProfile

main 5.1.1.5 KemCiphertextInfo

main 5.1.3.4 Key Encapsulation

main 5.3.19.18 KEM Ciphertext

main 8.8 Recurring Usage of KEM Keys for Message Protection

TR BT AT SCER I B . %7€ generic KEM-based MAC message-protection flow, Alice A EA
IE ML-KEM A #1, Bob 5= 4 #7 # ss/ct, Alice MAC PKIMessage , Bob % Iif ; transactionID .
senderNonce/recipNonce, ffi L5 kemContext B, ETEREUETE A B RA FHEAFRIE,

X IROSCR R R

S BEW AT, & TR ERITEBUE A ISR A B AR p RIS T 7T Rxt s PEREYAARR, EExt
HIN A AN SRS AR B2 0 W8 B SR AR EI T SRR i S A7 e

16
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ID TIFR PIE XFRELT Hak

AO3 Bob JAIE Alice Bob £ MAC RiF@Id A5 : AR LA“Alice ELFH Bob IAIE"4558; 0047, s0061,
Alice (5 KEM A8 sk f9—77)  Bob HHEZEHHRIF MAC, TMIZ%E  s0074
HRAREHBIEBIT TN, H  $IHHE Alice BEMNBE S HK,
transactionID. nonces 5
kemContext J4H[H],

A04 FIREZNNAFER Bob B —IRIHESZEBR N —IR  Bob M54 ss 1 ot B H T H b 50014, s0064,

Alice &15% REE Alice 131T; EAAISZRIFR 1F, SRERIEERLBER —UGHE s0097

HEEASYPHEZ MR, Encapsulate(),

DO1 MAC 4FEHE 7B W24 B A PKIHeader FEX. IR PKI {HESZENRYP, APAIXLEE 0002, s0048,

K01 KEM FhZ (R

K04 BIEZ B S

RO2 HENTCERR

RO1 PR KEM TFHE 5
WK

A06 [ Bob I EHHRIA

A08 IR E R —80E

A03.10 Bob IAIF KEM 4H+F
&

DO1.11  3kiEB5 TR E

uo1 FEIRVETC ss/ct B

X01 MAC ZHITRT AR

PKIBody. transactionID, nonces F/l
kemContext FL/E Alice &IEM 1A
{H, RFUEL,

WNTBENFEL, ZHRIPHEER
PWEMBEE, ss. ssk PAK Alice
) KEM FAEH sk BI{F415,

A PRI B R IRA HHAY ssk
HAAHE, Fl—4 ssk RT
HEiReE,

TEE—MEHEERIERN, Bob MEAE
HZAEPHERESZ RS IR HE
EXH nonce FULEL#EEL,

Bob #2532 I AT {4 nonce F1 KEM
BHEEIEERE TARREE, mAET
T RAERLE,

Bob BINIRIERTIA Alice E AR
RIRERI L XS IR
Y ssko

Bob #5211 B R gy
transactionID A1 kemContext Ff 2l
H AR R AT BT 2E0 A RY
B,

Bob [ MAC RIEx B A% H

Alice By KEM RASAR— 7 HI— X8

17, H. transactionID F1 nonces PLAZ
(AP mR#E QL.

B RIEE, B
PKIHeader, PKIBody.
transactionID A1 nonces X N Alice
HIESZEE (AP #E Q2),

ss fll ct PREEHEEZHEH,
Bob &G4t jE T35 —H S a E s
ZIEEEE (AR Q3),

X FHERVESERRGE ARG Alice 1Y
KEM FA%H sk BUBE#, E5emdd

{3 B2 F|{R4; PKIProtection 1
BN MAC,

KEM H i HRg i A R —
75833 Decapsulate 154; T
MAC PRI T IRA HHE ssko

transactionID F TR [ERIE = Al
TRAE =R B, B
VEBR WY ss/cto

recipNonce MEFHF5H - — 4% THEH)
senderNonce & fil[fi>€; nonces £
PKIMessage R ERK o

senderNonce Al recipNonce £
PKIMessage RZEW; BREREHD
{88 F#THY Encapsulate()o

Bob {if i =2 SH IR UE AT IR 2
BT MAC IR, PARLIALE
Alice,

transactionID 4 ZUE B & 5 SRS
HIE, FHATEDE;

kemContext & X /7 T Z W EIEREE
LT

Alice #778 CHIHHE KEM BT
1RILIEET MAC fR4P89—77; Bob Xf
TR,

R 5 PKIMessage;
transactionID T IR4E B EA 0I5
%O

Bob 54 ss F1 ct BT H A
18; IRSHSERCHEMHF

transactionID,

55 8.5 4R H, CMP HELRIFHR L
SEREMERIELSCE, AR SE LR

s0074, s0080,
s0081, s0082,
s0083

s0044, s0045,
s0046, s0069,
s0072, s0099

s0064, s0075,
s0082, s0083,
s0097

s0014

50014, s0064,
s0097

s0061, s0074,
s0075

s0012, s0013,
s0080, s0081,
50082, s0083

s0047, s0061,
s0074

50002, s0048,
s0074, s0082

s0013, s0014,
s0064, s0097

main:3875,
rfc9629:568

YERY ssk A5 R {125, RFC 9629 f5HH, KEM FAfH
i #E T RE S BT A A R IPH
SRS diiiv
AT ERIE RN TR XO1.
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MRS Z 2R, BB
T EACSRR BRI T 20 B ARETRERSIH, 3k 74 B vt —Baiil 7 R w@ohtk

iR, EANRELEFMN, SENLAEANE, T 6 B, 1Rk 68 B, HIMFLLERVE AR FE T

— BRI RIAZ M BT

HT CMP KEM 1 MAC #4221

SERIDRE ;

Bi% Ak EN AR5

P01 main:3800-3812  A{EJUFEIA IEBREEHY POP; AFSS FMET KEM HY MAC {H BRI AR AR,

P02 main:3816-3830  AFETEEEIA T R POP; BRI A IEBE R,

P03 main:3832-3835  TETEFEIA IR [EIfRE G POP PREAIAIN; B TIHE LR,

P04 %  main:3839-3852  NIETEFEIN i@t E CA/RA ZEEFAFAIN POP; HBLRAR H1I5 A B EHYAAY 5 POP,

P07

P08 main:3856-3871  AETEEIA BN BRI K Hh DH B AR NG EERAR A KEM 1
ik DH, tHREEHIKE.

P09 main:3875-3883  X01, kem_sk_leak

P10 main:3885-3889  TETEEIA CMS EnvelopedData (% {E) #1 TLS fZHAYETAILRE; 1E MAC £/
IR,

P11 main:3893-3896  AETEEEIA fr@(};A IEHEAEAS cMP IHERITRAD H, EERETIRA CABH

P12 main:3899-3899 B MRIREIR EhRE, ARERBEMTER

P13 main:3901-3912 IR T FA T4 5% nonce FIFABANK] PRNG i J& T iHHH/SCHUPERT,

P14 main:3914-3923  IERAZRAIAR T HEWRGEENE. (VL EMERNOS; KEM P ERR ss, B
R EM,

P15 main:3925-3930  LEAAZRIAIAR T SRS EA TR B PR R RO, 8 T K,

P16 main:3932-3943  AETEEEA ZAHMEEHIN FEZR; SRS NIRRT uE A,

P17 main:3945-3947  BEEMRIREFR 17 RFC 9481 FARCE SXIFAIFES |, ARERBEATIER,

P18 main:3951-3954 K04, U01

P19 main:3956-3958  MERAARIAIAR T B — M AP S EIE R, XREIRR ML, T2
M

P20 main:3960-3969  IERARRIAIAR T TR KEM fEAHE FIIKE IND-CCA2 %24 ; J& TR IG5,

P21 main:3971-3973  HERHERAIAR T IND-CCA2 RIZTEAPITCIRE AN RIS, B T iHRMERRIE,

P22 E  main:3977-3995  EVEEIN fEH CMP HEMAEER; TEEBRRIEEN,

P24

P25 main:3999-4004  ATEJEEA gﬁﬁ F7E EKU RYIEBAZAL 8 TIEREA RS, AR

P26 &  main:4008-4018  AAEFEFEIN CT HiERM S mH; NEESIRATEE N,

P27

P28 & 1fc5280:5226- ETEEMN RFC 5280 WYIEH S5 BZRRIEZ2FE,; IEBRIENE T @SR,

P52 5449

P53 rfc9481:1050- UERHSR AR T PGSR Z 2P, 8T IRIERE,

1056
P54 rfc9481:1058- UERAER AR T BT O HMF £ PBMAC] 5 PasswordBasedMac = AR J& THI%
1074 R, 5 KEM R4,
P55 1fc9481:1076- IERES AT 2 11¥% AES-GMAC HIfE PBKDF2 [ PRF; J& T HIEE MR,

1078

18
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B% Hsuk EN ASTEI IR
P56 rfc9481:1080- B R EAR KT R E ST R, KRBT HEAPER,
1092
P57 fc9481:1094- IERHER A T FIRHR MAC BELEEERAIER PRE MUEBHIRER; B TIRIERE,
1098
P58 1fc9629:542-543 & IR HAR fif RFC 5652 BN Z 2 EIEH; ARG RFRBRAI T NZ,
P59 fc9629:545-554  ERASS AR T TR KEM EAHZREAN %4 (IND-CCA2); & TRIEHE,
P60 1fc9629:556-556  TEAHESMIA T KDF W 2/DH {4 KEM [NZ29R5]; B TIRIEMmE,
P61 fc9629:558-561  UFHABSAIA T AN AN KEK AV, B TRIERE, HAHTET MAC B3
(i
P62 rfc9629:563-566  A03, D01
P63 rfc9629:568-572  KO1, X01,
kem sk leak
P64 1fc9629:574-587 K04, U01
P65 fc9629:589-598  IERASS AR T ZEARIREALAE BFD PRNG s ; & T8/ i,
P66 &  1fc9629:600-620  IFAAESAIAR T BMEZEWRHNEER S 555, B TIRIBMRE,
P68
P69 1fc9629:622-629 A IR HAR BWIASRER AR Eg, ST AL RERIRTMN A,
P70 1fc9935:406-407  RLETEEIA RFC 5280 Bz 2% ; IEPRIENEREBIRETEE N,
P71 1fc9935:409-411  KO1, kem sk leak
P72 1fc9935:413-421  UFEAESAIA T A RAAHAT PRNG R &R ; BT AR,
P73 fc9935:423-431  IERASS AR T ML-KEM AR A48 E B (LEAK-BIND., MAL-BIND); J& T KEM
BT
P74 fc9935:433-435 AR E IR RN ML-KEM Z2E [EE5 1, RERIRMTAIPER,
S 57 Z M, B & B E &

6 THUERE MR E QIS 57 MZ R REZR TS, 318 TT; A& x & — TR 1 I o 5%

HEHIXNS 5T ERARXME, SENT LN W7 BEE KA 10,

ARG B—TUE2MEEZ AT KT,

IIHY 17 Til, 18 8ok B 1R

ID ZH5EME B BahEFAA VIR

S01  Alice 257 HENEHERSF 3] Alice FIXTEEFFE KEM FAHH, REFS=E Alice RE/ =AM
—ZiHE, Al Bob X Alice FIAIE IR TH#E H &S L ;
e HAth HARIA S IX — R

S02 Bob 257 WHEEAFEZ Bob RIEFETHCAEMINE (ss. ssk) Fl Alice FAEH; 2l
Bob JCiEfFE] Alice FUFREE, W% H T BARM M Bob HYIMSL
M,

S03 WiE 257 WEHEEAIELZ MEREHEEELBALKTE,

S04 ssk (N BN EEISF R RIRIEN ssk RAWTE, 148 SUREIZIRIRERT i 0hiE ;
%A BAREI R ssk R4 B AT 2R 75,

S05 ss {8 i LR~ ss B AFFHY KDF R ssk, RIEAZH ss 1847228 KO1 XX
BRAERTE SRR 1

S06  ct & WHHEBAFEL o IBSORIES Alice, W4 EKGERRMOCHEEE,
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ID Z57R{E

S07 transactionID

S08 senderNonce/recipNonce

S09 kemContext
S10 senderNonce

S11 recipNonce

S12 PKIHeader FE%

S13 PKIBody

S14 MAC 1

S15 Alice iy KEM FA%H sk

S16  kdf/len/mac %%

S17 staticString

S18 PKIHeader

eS|
=1
fH

m

fH

fH

=
fH
fH
fH
fH

Yodi i 5

KB/ AHEZS
R ER/AEES
KB/ EEZ
RiFH A HES
BEEAHES
KB/ AHEZ

R ER/AEEZS

WEHEErEEZ
kem sk leak

BHEETEES
WHEETEES
WHE SR ES

A B

transactionID PABFSCRf Sk #RAN B ST B AL
senderNonce #1 recipNonce PABHSZR LR,
kemContext TERIFSETLIE, B AT LN SC8dE,
senderNonce &/ TF (3K HREHE

recipNonce /2 A TPk B EHE,

PKIHeader FEX AR %, HT MAC IR IRAEs2EE,
RO,

PKIBody &I HT MAC MIRIFINES; RPN HEHERM:, XIE
52 D01 FIAIAY,

MAC HEATR; FIE EH R REEF T2 A,
kdf, len 1 mac ZITE protectionAlg HH&1%, BT,
staticString JZ[FE K AT 5 & "CMP-KEM",

PKIHeader DARASC A%, H 5 1EZ D01 FrlA]f,

TARPERAE S BB 5 AF FIIESR

WiBEH o e, w5 ENZAMEHT; S8MERMERP—PEEE Mok, STk xR
IR EH MEASRAHIE SR, “TER RN ENZIEIE T — M8, EIEgR R kA
TROURE, A IEREMANE; DERITMFRR & A N ERRE %4

Wi a4 4 Ak
network M SR, BFF. ERFIRIEHEE,
PR T — 77 BIRL
kem sk leak Alice iy KEM FA%H sk, EHFTEFXHVEE  RFC 9629 feHH LB iR KEM #A8H, H 1fc9629:568,
TEZJGHIS CHF ss il ssk UERBEMEMT S KEM AABAMIIMEEE AT RE S B IR AR IATEN - rfc9935:409
XERW, FAES ct Z2ATF) BWHETE; RFC 9935 $RHFATIM RO FZ P RE S
HE .
D network kem_sk_leak
A03 JRAZ
A04 AL
DO1 AT
K01 [ avA AL
K04 | AvA
RO2 AL
RO1 YL
A06 (b
A08 Ay
A03.10 FRAL
D01.11 YA
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ID network kem_sk_leak

Uo1 AL

X01 ARRAL
JESCH H bR

KR 100 NESXHIT, 23041 F1, #RE5T source-delivery-01.json, HAR: 10 NEHL#E (A03, A4,
D01, K01, K04, R02, RO1., A06, A08, U01); fZHHIMAGE: 31, HInEREILIGERmMME, A -
approve-targets,

E FAEHICFEOANZ B ARE (55 decisions: auto), HEREZN:
o approve_package: fit {1 protocol-3a2c98f241f72293e2214c14ebdc

AL EIR: 1 xiER (1 LMD, 0.000 USD, #ii A 22983 tokens, %t 4281 tokens, 28 ),

KT UL S BRI B

o A04: TE ProVerif H1EZ, & NIt HFRa4 T changing_state
e RO2: 7E ProVerif FEZ, W& NI EIRA4 T changing_ state

XHREL (xor. dh_algebra, other_algebra) fif{f&fL.f ProVerif B H#H RE 99 T HELIBZHE : EHAHY
UERHTR B0 S 955G B FUIERH, ERAPRIScd2 Bedi, EHEXI2EL(E (changing_state) A2#fY ProVerif &
RNER T R E S EHABRNEARGL, EHARE AT RE U8 7RG A, Tamarin+ Agent %R AR
XL,

IR LI T

XER R MTE B CA R SCHIfREE, ANRUERERIIE SR, ProVerif AR —#2HE) /273K ProVerif ££ &I
RIRE] 7 HEIXESBRVHE, XSS BRE TR, ETEMNR GBI HR, NHERKRTH
— RS, BNDEH R AR NEE & BIfES, ARE RRHES 7RSI, AN IERETE,

{8 HIMEDR B4 s {e I A 5IH
Bob XM IZREHERT  Bob 4 Bob KIXIZHS5HIHT PKIMessage i ; XM Alice IR ZZ LRI s0014,
HAEEMY recipNonce TELEAEF Bob R A% KemCGiphertextInfo 1R, IXLE7H B S s0068
(i E iy HE, KT Alice fEIXIR/EHZIZR  recipNonce = nb
senderNonce nb) FELHE, WM recipNonce (A LREFN
nb
Alice ZIEWEHZ  Alice A Alice R IXRIEESEZ R PKIMessage XA A . Bob fERIXIZE 0014
TRIFTHERY (B2&TH B FDITHY 128 ABEHLED SR —5H BN A
senderNonce %] recipNonce; Bob N4 H
S tnid R A T
39
EIHRIERT ssk Alice 1 Bob TEARVENEB ML W ESTRIER NIRKEINEEZRITER, s0064,
Encapsulate, F=ZE#THY ct. ss, RMF=2E  JEIIAE ssk NIRIUE MAC K& 50075,
HTHY ssk # 0097
BENFCEZER  EA—GE% &M TiEH s0014
senderNonce [ic5% B SR
TE ALK
H¥Es
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ProVerif
iz g5 Hf# PR W
replay candidate RO2 J&: ProVerif Bob Ni%#{EVE ] Encapsulate(pk_A), #ESH ss fl ssk, FHEIEER

repeat_one_time_action

desynchronisation

update_before_check

no_rollback_on_failure

race_between_sessions

distinguishable_failure

wrap_or_window

1E
bounded.pv
RAIE
ro2 b

candidate A04 J&: ProVerif

REH

REH

REH

REH

REH

REH

1E
bounded.pv
AIE

a04 inj

transactionID, ) senderNonce nb 1 kemContext [
KemCiphertextInfo {5/ (50064, s0090, s0091), / Alice f#EI%E ct,
S ssk, HERE—FZZHRIN PKIMessage, %7 senderNonce nal
1 recipNonce nb (s0066..s0074, s0014), /Bob K2t recipNonce = nb
PR ssk ™R MAC, HH4EZIZHE (s0014, s0074), / Alice ZIX[F]
—BE T — &2 MRIE R, #A75THY senderNonce na2, recipNonce
155 nb, ssk #HIF (50014, s0075), / WEHHEI FASZ T —&KIEE,
PBONEE R — %2R IPHE. / Bob /&2 recipNonce = nb ({/5540C
i, [AAfthAY senderNonce (% EZEML) AN MAC (TEERIM ssk T
TSRS IR, [RI s —iRE2 THRENASHEE (s0014,
0074, s0075)

Bob & E#EH transactionID. senderNonce nb {1 kemContext ff¥)
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