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Nnwdaf_MLModelTraining subscription and notification

NF service consumer
subscribes to ML model training events

input: NF Instance Id, TLS
certificate, its own scope

Authorization

A

NWDAF (MTLF)
trains the model and sends the notifications

input: NF Instance Id, NRF public
key, scope nnwdaf-mlmodeltraining

Access Token Get response

Subscription

Nnwdaf_MLModelTraining_

Nnwdaf_MLModelTraining_Subscribe
(POST /subscriptions) = notifUri,

Subscribe (POST

/subscriptions)

notifCorreld, mLEventSubscs, access
token

201 Created

check subject
sub of the token = NF Instance Id in the TLS
client certificate

201 Created = Location:

Notification

Nnwdaf_MLModelTraining_
Notify (POST {notifUri})

/subscriptions/{subscriptionld}

Nnwdaf_MLModelTraining_Notify (POST

{notifUri}) = notifCorreld, statusReport

204 No Content

check notifCorreld
notifCorreld = the value given in the subscription

Nnwdaf_MLModelTraining_
Notify (POST {notifUri})

Nnwdaf_MLModelTraining_Notify (POST

-t {notifUri}) = notifCorreld,
mLModelInfos
204 No Content
»
»
Update and unsubscribe
200 OK or 204 No Content
<

Nnwdaf_MLModelTraining_

Nnwdaf_MLModelTraining_Unsubscribe
(DELETE

Unsubscribe (DELETE
/subscriptions...

/subscriptions/{subscriptionld}) =
subscriptionld, access token

204 No Content

holds a token with sub = its own instance id,
aud = the NWDAF, scope =
nnwdaf-mlmodeltraining
stores a notification whose notifCorreld
equals the one of its subscription
after 204 of the DELETE it holds no
subscription

o K1, fREPNN. *

204 No Content = subscription removed

checked issuer, signature, aud, scope and sub

= TLS client identity of every request

sent statusReport and mLModelInfos to the

notifUri of the subscription
removed the subscription on DELETE and
answered 204
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NRF
OAuth 2.0 authorization server
input: NRF signing key, NF
profiles

Access Token Get response = token =
{iss, sub, aud, scope, exp}

issued the token after authenticating the

consumer

took no part in the notification
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A legitimate NF with its own token and A's correlation value injects a notification
NF service consumer A NF B NWDAF (MTLF)
input: TLS certificate, own input: own TLS certificate input: NRF public key
scope and token, A's notifUri and
notifCorreld

its own TLS key pair and certificate
token the NRF issued to its
own instance identity
the notifUri of consumer A
the notifCorreld of A's subscription

Subscribe (POST
Jsubscriptions) = notifUr, Subscribe (POST /subscriptions) [observed]
notifCorreld, mLEventSubscs,
token

201 Created [observed] 201 Created = Location:

/subscriptions/{subscriptionld}

Notify (POST {notifUri}) [observed] Notify (POST {notifUri}) =
notifCorreld, statusReport

Notify (POST A's
notifUri) [forged] Notify (POST A's notifUri) =
notifCorreld, termTrainReg

204 No Content

»

accepts a notification and stores it answers 204 of the POST it sends statusReport and
as the result of its training received mLModelInfos to A's notifUri
believes the training was terminated
when termTrainReq is sent

o E2, BIEMINFE WA HCORARE ARSCEMEEA TIEFI. Wr=A02; W& a02l, *
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A legitimate NF forges the termination of another consumer's training

NF service consumer A NF B NWDAF (MTLF)
input: TLS certificate, own input: own TLS certificate input: NRF public key
scope and token, A's notifUri and
notifCorreld

its own TLS key pair and certificate

an access token for its own identity

the notifUri and the notifCorreld of
consumer A's subscription

Notify (POST A's
notifUri) [forged] Notify (POST A's notifUri) =
notifCorreld, termTrainReq

204 No Content

»
accepts termTrainReq and stops answers 204 of the POST it is still training and will send its
waiting for the model received result

the training was never terminated

3o ATEMINFIAIEE 15— DNH BRI W7~ 001; Bdi& i uoll, *

L]
A foreign result reaches the consumer's callback URI
NF service consumer A NFB NWDAF (MTLF)
input: TLS certificate, own input: own TLS certificate input: NRF public key
scope and token, A's notifUri and
notifCorreld
its own TLS key pair and certificate
an access token for its own identity
the notifUri and the notifCorreld of
consumer A's subscription
Notify (POST A's
notifUri) [forged] Notify (POST A's notifUri) =
notifCorreld, mLModellnfos
204 No Content
»
stores a notification of a answers 204 of the POST it sent no such notification
subscription the NWDAF never received
notified for
EARIRE] 7IH SR A A W77 205; Wi & i
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A foreign ML procedure's result is accepted as A's own

NF service consumer A NF B NWDAF (MTLF)
input: TLS certificate, own input: own TLS certificate input: NRF public key
scope and token, A's notifUri and
notifCorreld

its own TLS key pair and certificate

an access token for its own identity

the notifUri and the notifCorreld of
consumer A's subscription

Notify (POST A's

notifUri) [forged] Notify (POST A's notifUri) =

notifCorreld, mLModelInfos of
another ML procedure

204 No Content
>
takes a foreign training result as its answers 204 of the POST it sent no such notification
own received
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A notification body no NWDAF sent is stored as a training result

NF service consumer A NF B NWDAF (MTLF)
input: TLS certificate, own input: own TLS certificate input: NRF public key
scope and token, A's notifUri and
notifCorreld

the notifUri and the notifCorreld of
consumer A's subscription

Notify (POST A's
notifUri) [forged] Notify (POST A's notifUri) =
notifCorreld, statusReport
204 No Content
»
stores a statusReportbody the ~ answers 204 of the POST it sent no such body
NWDAF never sen t received
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The network replays one notification and the consumer accepts it twice

NF service consumer A NWDAF (MTLF) Network
input: TLS certificate, own input: NRF public key input: no key
scope

every message on the SBA

no key

Notify (POST {notifUri})
Notify (POST {notifUri}) = [observed]
notifCorreld, mLModellnfos

Notify (POST {notifUri}), same body [replayed] Notify (POST {notifUri}), same
body = notifCorreld,
mILModellnfos

accepts the same notification a sent one notification
second time and reports the training
as completed twice

o 7, ML —UOEALIHTRER IR, W= A04; Bl & i) a04. *

One NWDAF send supports two acceptances

NF service consumer A NWDAF (MTLF) Network
input: TLS certificate, own input: NRF public key input: no key
scope every message on the SBA

no key

Notify (POST {notifUri})
Notify (POST {notifUri}) = [observed]
notifCorreld, statusReport

Notify (POST {notifUri}) [replayed] Notify (POST {notifUri}) =
notifCorreld, statusReport,

A

same body

two acceptances rest on one NWDAF sent one notification
send
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Any NF with a service token and the subscriptionld removes another consumer's subscription
NF service consumer A NF B NWDAF (MTLF)
input: TLS certificate, own input: own TLS certificate input: NRF public key
scope and token, A's
subscriptionld
its own TLS key pair and an access
token for its own identity
the subscriptionId of consumer A's
subscription, read from the NWDAF's
stored resource or from signallin...
Unsubscribe (DELETE Unsubscribe (DELETE /subscriptions/{subscriptionld}) [forged]
/subscriptions/{subscriptionld}) -
= subscriptionld, token of NF B
check token
aud, scope and sub of the token checked
no comparison with the owner of the
subscription
204 No Content 204 No Content = subscription
<
removed
waits for notifications of a holds a 204 for a subscription it did removed A's subscription and
subscription that no longer exists not own answered 204 to B

o 9, (LA H RS FRERINFMIsubscriptionld&R = BUH 5 — NH & BT 3. W= A03; 21 a03b. *

B, S — D ISMOTE L B Al REACBRRY B IR A 44 :TS33.501 AR ALV HF T ENWDAFKf /5 1]
PRASHT T EANE NG5 O IZ RS HTH BB TR, subscriptionIdfE )t RiTPUT,PATCHI 55 % 5 1A 55

R4S DELETE.

JH ProVerif B, RN LIS NE SRS PANTEHE]; HNVEE EKMNWDAFS FriE 7 A & R LLEDE R

AEPEP A RIS B 1 Ao O

A R IX e v B 8 A02:u011,D01:u011,U01:a021,Z05.12:u011,Z05:u01l,

3 ke A AT m

BATZ — B £ AFProVerif. 4552 ProVerif Xt 73 Hr il B B SR A [E17 ;B DA SR 5 B4 B S

SRIZ S BRI, B ER DR S A,

ID PR Bt 49 i RS EY
A02 ZINIERIERANERIETT, 2 NWDAF 2B H B E LB ARAL & HE
I5E] /BB IE K, BIH PR B 4252 NWDAF HYIEA, FEFREIA s 11K
SIS AR TT R R IBATI %, i)
A03  JEAFNTRRR. HEERSZ@AIN, JF/EILEH) B 51T i3 e AEAL & HE
17, notifCorreld, notifUri, mlCorreld, roundind —%{(; NWDAF #% (1M
SZHHT/HUHEES, subscriptionld U8 T IE P& )
A04  BUUEATEIESZ R, HRENEEEREZEZ R, AEAL [
ERTE T 5B, AR ISR M B AT RIS = BRI 11
i)
D01 WHAVE R e, HRE R IEFERN, HEXRTTNTHE T AL & HE
NWDAF, H mLModellnfos, statusReport, termTrainReq &1 5 (11K
NWDAF SEPRA&IE—EL, i)
KO1 KIERRE, WEE FREHES NRF WSS ZRAHNTE— NF R T [ AvA K =2

KHTAIERESRE,



HERTEE 2 20

ID PR et 458 i SRR/ CS
Z01 M55 Vi T A RS, NWDAFRE AT R/ 33/ BRI ER, 0 ¢ [pAyA H =
A1E NRENIZIHRE LN, 25 JEE T RIS 2R, A
L EE TLSE P UHEH S —
Z03 ZWRAPRY K, SHRT B, I, B, RS ET X [pAyA H =
SCRYRIE ; Wi B N REEEIE S A T 55— 2 S .
55— NWDAF LB 5% SMRHRIE.
Z05 HTH Z M ENEE S, Eavrshl s mmaie ~, B & EN A H =
HREEZNENREEHEFITR. BS miCorreld V)IIZR4 (11K
R HAEENERSITFEART UL, RrTdiiE, )
S05 bR JCiEAlL,  BUETT R s E] termTrainReq 2 5, NWDAF G [pava w2
TEZITFAZEFIEA; T FARR A RS R E AR,
A04.10  FBIHF R IENWDAFY), EEEENE B E2EZ T E DAV [
—X, HEUIEZAN MR FE NWDAF KiXi817. 1%
)
uo1 ZILSERAHE . HEEEZIEAIYF, termTrainReq 5 ¥c ENpAvA =2 =
mLModelInfos/statusReport i HHE1 5 NWDAF SR A LR FEE— 11K
M, ZEHATHHEE R, i)
705.12  AMESSERBHEEZ A OISR, Eavrisil g s EmaaiiE E A [
T, BREHEEZNENRCUEHESITR. BY miCorreld 1Y (11K
WIEREE R, i)
P[] 2 17, S 3 A i 2 2
fin) i B i
QL: BIAIEHERER T EINUERTIE R AT AFRRAAT I a5z, R @ A A 1T BB IR T B LB Ao4,
O EMEARTR SUFAIS,  ERAMEFECERIR I RANFRIP T B, B DHEZ AEA R~ A04.10

FHRIETE X RERTERHD S Bk A AR R OK.

Q2: KIEHA S IESS
SRETRIEZ T S
U BUHRR

55 Z SRR &

[FIJEURL —M1iEsubscriptionId FINF r] DAEE 5 s BUH 1T 5.

{XER 7 F BUER K S 85 RIX TR, (BAPIFF IR A EMA AR R 7 RS KIAFHRRR - U01, A02,
FELR, A1, 15 1B B URT AR AR SRAB FINF 1S 28 B 1 MR IEINWDAF I 1.
BEINERE NS HIT FAINWDAFE T ELi i 28 A TR,

Q3: PRIHSEE RS REIER: — DIIgRA RIVEI RN 281 44 Mnotif Uri A TE 2 28 F1 55— NH St
A 30T R BHAS LS ST BB IR 55— D S ERINF AT LR a5 SR A 7H 2 1Y

D01

705,
705.12,
A03, A02

4 AR Hii R R

X HH— DA R R PRI R SE IR e R TR E 15 B

RKTMTHINA.
EAR AT TR, JX — A I TR 5 R P A2

o SBARYIZHZERIN 3 FIE SIS 44, NFBI B O WESAIER) 22 8 3. TLSR IRV IKE B B
FIUEP R A AR
o LA RATE, AR, AR VO RN e BT 50 UE, (B0 HLE I R WA A T 40 U 1A S A I .

o JEAIAE BEUZ B S S 03, A2 URL ERIRILT B B EHTE S (307, 308)1 AR,

G

ISR RESA Y, A RS OV BEAE, I H

o JEJISCPESEPPHY LA, H A TS 33.50145 HiTH 2835 A4 r= 35 & (A3 A M BN E, (HIX R (5 1 A i 50
fkb; RA HBEISBALG SUE.



ARG 2 27T

o IHTRE BT B — RAC BRI B TR I 5 22 AR 28 W A TR et o, 7 8 2 [ S TR SRR SR, T LA 2
L

o mlCorreldfiroundInd N LG ; 1H & H ¥ notifCorreld S A1 51T [H A 2%, IX 2 API S @ HI TR,

o PUTHIPATCHZEIUEHTTT)); ARIX 73870 EHE L o

o MHERZ 31T I R B9 75 an A ALY, T A 2 4% RAS B A, K I fEDELETE 2 5 EE VAT HYIB RIS 2 4P
DELETE 2 J& [ B i s A1 (g 25 1 4 SR o

o A KRB B NMETE — DMMEM A BB N SR, SRR & I EERF S8 Sh.

o NTTCIRUERARE 44 (B B0 E T B 2 M, IJCIR IR & 1 B HIRH ).

o TE— 58 (fix-sender) FACEE T ANE AR IR AT LI, D1 & T3 hnid /1w 71 5 /1 5 R — i
B R BGR A TR FR N ARG 2

bt SRAFRSI T 8N R R O AR IR OGX 2 7 B A%



ARG 2 27T

Bk A BARTEBRINIR

ST X IE RF 2 A9 25 SR A A2, T AN 0 TIE B 2 25 5878 SR PSR TR S, TR IR i, 2 5 ] DA i o
s FH, A {ELAn e

A02: Z\UEI i R AE AR T

524 NWDAF #3252 5216 28 5 SERIRT B/ B8 B/ B G K, BH 2R & 552 NWDAF FIEA], 7R A Ui 26 25 i

LA T AR SIS T

H PR MR R— O IE R ZIAUERISBAOO & 177 5 HAT B HUNWDAF SE AT A%, M I 482 321 S 91 4 HH ) 38

Mo ANBATAPIHUE RIS EE M 283, RlinotifCorreId 34T, 32 52 AT A TENF I8 A1, HE H A [FTURTFIAH

1B,

o SHEELRIM(LIRHL ), [ IR 2 /Y, AT R A5

o MMEREDE T R—APIIARRFANEE I B/RAPIH OIS ERAINEEA, S HEA THIHX —F %,

o TECHFFVEEH BN,  BORISRIE:ts-33-501:2871, ts-33-501:2875, s0129. s0321. s0445,

o (RER:SBARIZHN /7 AU (7 B R AR B AN FHHEA TN S AN & R N RS 24, 52051 B 2 N IE S A,
PRFRTE 21T R B — MR I IE & TN, — 2 R EAPN,  ; notifCorreld & 1F A X575 Al REAIIE T
MBI RN AIAS 2R B AR,

o JFICTH ZRE 60 L FINWDAF D 2 75 75 B R R R REIS 2 CR B A IHE T (R B &), ; @A 12
SCPE A AR H o & ] ME B NA.

o N2 adit SCPIYARAY A FEIEAE, I i iR Mo IS T A [R] — A 2.

AO3:JEHIFNTT B Ik

HPEE BRI, ZEEVLA N B 51T W 21T, notifCorreld. notifUri. mlCorreld, roundInd —%X;
NWDAF #2357 5 #1/BUHES,  subscriptionld 28 T 1% iH 7 5

EinotifCorrelddsf 7 TT BB AR 2 (U2 7 & B T FME. 1T IR TRA & 5A 52— S5

AR5, i A 2 3 I ——FT PAKTE subscriptionId FINFSAL AT AR ER B 5 55 — ANl 2234 (1T 7).

o SEFLRMIRB); BB LA S RTRATE

o MBS TR IRLZE BE R SR B I RIRS £ 55 A B0 75 S subscription]d, BEAYZ 77— UMY 2
o

o TESCHFHPUERH AR,  BORERIE: 492, s0378. s0442, s0105,

o KRB A:NWDAFTZEETT B BHHA &, JF B 5 H AT Lus, RO RAS & X T A R IRR RN,
subscriptionId # LU ] 28 By i 5 Bl A R3E, B 28 B & Pkl sid_read i, ;PUTI S5 & Hl
W 55 41 5 PATCHAELL R — N B A

o FIFF: PUTRERMTE B KRR, R API E X NI o ; subscriptionld${E 7 52 B R 40l AE M, IX P g 7
sid_read X i & /& A ENSE.

o RN PUTAIHLE, Bk 5 HnotifUri, 18 A S MEE A2 S BE 5 £ iksid_read B YR .

A04: 1252 — RN RRRIEHIG )
THERFE X R — I RISE B B 245 — IR BHAETCR S 5B, IR LRI B m] RS 7 BLARIIE,



ARG 2 27T

THPREREMNFTIE AR EE R, 58 %S NHZ EECH H B R A 3@ S, 73 1S notifCorreld ) [A]

—NFRZELT FRTCTEX 71, R %52 55 — 28 A,

o SEHLRI(LIRIR); (B R 2 ;AT H

o {HE ENHE R, BT A n] D E R & 1 7 B, B A B R A M4 k.

o TEXHHIIRH: R, PERIRIR:s0129, s0321,

o ANFEENRILBERIL R EIS BN — DS BIAR IR IR A 18 € 7 B AR AL A&\ BoR API Fni/b
Mo 5 HBRE BT FIERS BRI 48 50, HIRB WM E E 448521 4 ; notifCorreld/g — MBI A
HME,

o JFRCE T BFIRE B Hnotif Urifg & AN, X SR HIHEE A 2 %

o N—H ME—DNRIENHEE, RIF R GEEZ BRI S 2 G MR T E#7E.

DO1: il HIA 33 B e B 1

HREREZNERER, HAZXT NITHE NWDAF, H mLModellnfos, statusReport, termTrainReq 5%
i 5 NWDAF SEPR & & —5

M RE JUELINIE R IE IS, 2252 18 1I#——mLModellnfos, statusReportE{termTrainReq——& +
RIKFINWDAFIT B, 48 R BTTAPIHY S ZEIN, (R S IEHINFER 7] DU B CLe A SRR TN TE 22 & 1Y
[E]JHURLL

o GERLRIMRI ), R IR 2 1Y, AT AT

B = e R B RN A R S B BUR T AP 77 B R

FESCHEFR U BA: AR, PERRIR:ts-33-501:2875, s0128, s0131, s0133. s0137,

IRIEINH B A E 9 2 B SN2 N3 44, S R N UE A A,  #EIR I PRRITE 28170 9 A02.
FERCAMAT & ZR BIE 28 2 5 ELAE R &R IE T ; APIANTR 228, TS 33.501 L Z R — R A4 TiE.

T2 IR R AR S AR A T TR A AU A R B T, DON BT BRI BT 5] 4.

KO1: KIHUE i PR,

WHEAREHE S NRF IS L AT — NF FKETAE R,

NREMIARE MRS 44 2 SAFINF I KA HER TCIE MM B aT WL ZR PE R AT AR HOR, B G AIER A8, iX 2
FAEPE R G NI = AN 2 o6 T H I Esm 1 A A

o FERLFRA; BIERELER; A&

o UMEMK:EERTIRGYE & R, 2 AR %

o (EXXMFHRUBH R, X Ets-33-501:2773,ts-33-501:2795,50438,50508

o IREIEERHA, B2 ERE 2 0] R ml i r.

o FTFF:NRFHYEHE R S5 44 5 A OR B TERE R R, AT 55 20 2008 73X — R4
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205.12 HEMRHEE S —MHBERSNER W2 S — IMMLIEE  legit nf il a021(f7: il
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5.5.3.2.2 BRRE L

5.5.3.2.3 GRIRAR I 1

5.5.3.2.3.1 POST
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5.5.3.3.4.2 #2AF: RITH - info

5.5.3.3.4.2.1 WA
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5.5.5 B
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