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Nnwdaf_MLModelProvision: subscribe, notify and unsubscribe for one ML model

NF service consumer
NWDAF-AnLF, NWDAF-MTLF or LMF
input: TLS client certificate and

key; registered SBI endpoint

Nnrf_AccessToken_Get Request = NF
Instance Id
scope nnwdaf-mlmodelprovision
NF type of the producer

NWDAF (MTLF)

publishes the ML models
input: TLS server certificate; key
shared with the NRF; subscriptions

Nnrf_AccessToken_Get Request

NRF

OAuth2 authorization server
input: TLS server certificate; key
shared with the NWDAF

Nnrf_AccessToken_Get Response

4.5.2.2 Subscribe

selects notifCorreld
notifCorreld

selects the events

mLEventSubscs[{mLEvent, mLEventFilter}]

Nnwdaf_MLModelProvision_Subscribe
(POST /subscriptions) =
NwdafMLModelProvSubsc{notifUri,
notifCorreld, mLEventSubscs} + access
token

201 Created

Nnwdaf_MLModelProvision_

Subscribe (POST
/subscriptions)

checks the token
token subject = TLS client identity
aud = own NF type
scope = nnwdaf-mlmodelprovision

creates subscriptionld
subscriptionld

201 Created = 201 Created with

stores subscriptionld
stores subscriptionld from Location

4.5.2.4 Notify

Nnwdaf_MLModelProvision_
Notify (POST {notifUri})

Location
.../subscriptions/{subscriptionld}

Nnwdaf_MLModelProvision_Notify (POST
{notifUri}) =

no check specified
none required by 5.4.2.4.2

204 No Content = notification stored

4.5.2.3 Unsubscribe

204 No Content

NwdafMLModelProvNotif{subscriptionld,
eventNotifs[{mLEvent, mLFileAddr,
notifCorreld}]}

204 No Content

checks the token and finds the resource
token of the requester
subscriptionId from the URI
the owner is not compared

subscription created; notification stored with

its mLFileAddr
answers 204 on the unsubscribe

° Iz]lo *E%Tj}b\(o *

204 No Content = subscription removed

creates and removes subscriptions; sends the
notification to the callback URI

DHTHTEE R T RD: AT I, BRI AR SR ET,

2 K

Nnrf_AccessToken_Get Response = token
= {iss, sub = consumer, aud = NWDAF
NF type, scope, exp}

issued the token; revocation is not supported
(s0452)

T2 ESE R DL SN E A SR, AT HAR2 N ATEREIXE SR G AT 7],
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A registered NF with its own token posts a notification to C's callback URI and C stores it

malicious NF M
a registered consumer
input: TLS client certificate
and key
its own TLS client certificate and key
its own access token for the
nnwdaf-mlmodelprovision scope
the callback URI of consumer C

Nnrf_AccessToken_Get Request
=sub=M

NWDAF (MTLF)
holds C's subscription
input: TLS server

certificate; subscriptions

Nnrf_AccessToken_Get Request

NRF

authorization server subscribed consumer
input: TLS server

certificate; token key

input: TLS client certificate
and key; callback URI;
subscription

scope =
nnwdaf-mlmodelprovision

Nnrf_AccessToken_Get Response

A4

Nnrf_AccessToken_Get Response

Nnwdaf_MLModelProvision_
Notify (POST {notifUri}) =

= token of M

Nnwdaf_MLModelProvision_Notify (POST {notifUri}) [observed]

NwdafML if{subscri >
ptionld, eventNotifs[{mLEvent,
mLFileAddr}]}
POST {notifUri} under M's own
TLS identity = POST {notifUri} under M's own TLS identity [forged]

NwdafMI otif {subscri >
ptionld = any, notifCorreld =
M's, mLFileAddr = M's URL}

» 204 No Content 204 No Content = notification
stored

its model file address is stored by C
for C's subscription

&2,

its own notification for C cannot be
told apart from M's by C

issued M its token over M's own TLS
connection

stores a notification that no NWDAF
run produced: mLFileAddr and
notifCorreld are M's

EICAEMAINFS B 1S SN B FICHI B URI S FFCAE . W77 A03; i &) a03_nf. *

C stores a notifCorreld and model address that another registered NF chose

malicious NF M honest NF service consumer C

registered consumer
own TLS certificate
own token for the service scope
C's callback URL

Nnwdaf_MLModelProvision_Notify (POST {notifUri}) [observed]

NWDAF (MTLF)

Nnwdaf_MLModelProvision_
Notify (POST {notifUri}) =

POST {notifUri} under
M's own TLS identity
[forged]

POST {notifUri} under M's own
TLS identity = notifCorreld =
M's
mLFileAddr = M's URL

204 No Content 204 No Content = notification

stored

its values are stored by C stores notifCorreld and mLFileAddr

of M for its subscription

(subscriptionId, mLEvent,
mLFileAddr, notifCorreld)

its own notification is

indistinguishable from M's at C

K3, CIEfE T % —MNEMHIINFRINEE A notifCorreldfIZY Sk, 472 A08; B 2518 a08_nf. *

honest NF service consumer C



With a registered NF in the network the forged notification exists after all

malicious NF M honest NF service consumer C

registered consumer

NWDAF (MTLF)

own TLS certificate
own token for the service scope

C's callback URT
Nnwdaf_MLModelProvision_
Nnwdaf_MLModelProvision_Notify (POST {notifUri}) [observed] Notify (POST {notifUri}) =
- (subscriptionld, mLEvent,
mLFileAddr)

POST {notifUri} under
POST {notifUri} under M's own M's own TLS identity
TLS identity = subscriptionld = [forged]

any
mLFileAddr = M's URL
204 No Content 204 No Content = notification
stored
its model address is stored stores a notification no NWDAF run cannot be told apart from M at C
produced

o H4, HFMLHEIL TNFEIGERIERET 2FEERN, WMr=A03.7; XHE#H a03_nf, *

Subscriber, model identifier and correlation are not bound at the consumer

malicious NF M honest NF service consumer C
registered consumer
own TLS certificate
own token for the service scope
Cs callback URT

NWDAF (MTLF)

Nnwdaf_MLModelProvision_
Notify (POST {notifUri}) =
(subscriptionId, mLEvent,
mLFileAddr, notifCorreld)

Nnwdaf_MLModelProvision_Notify (POST {notifUri}) [observed]

POST {notifUri} under
POST {notifUri} under M's own M's own TLS identity
TLS identity = notifCorreld = [forged]
M's
mLFileAddr = M's URL

204 No Content 204 No Content = notification

stored

its values are stored by C stores a foreign notifCorreld and unaware
model address with its subscription

o BE5, ITH. BREBRIIFRISCBME AN SZIH R E LR, W77 A08.9; Wi & ) a08_nf. *
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KM 712, Nnwdaf MLModelProvision API %€ 7 — MRS IGNTE ], %A R IR S VE R, K it — DN RAE
P T B RV A TE RS B — RS W55 . RIT & fEURIS HLH $E ] subscriptionld S ALY T [, 4 25
TIERE RS FEAVERE NARFE K E 50T B TH 208 1T EUR. 576 5 —TH 2% 3 subscriptionId A 7H
P REMIER 171X 1T 4,77 [01%5204 No Content.
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malicious NF M
a registered consumer
input: TLS client certificate
and key
its own TLS client certificate and key
its own access token for the

nnwdaf-mImodelprovision scope

the subscriptionId of C's subscription

Nnrf_AccessToken_Get Request
=sub=M
scope =
nnwdaf-mlmodelprovision

A registered NF with its own token and C's subscriptionld deletes C's subscription

NWDAF (MTLF) NRF

verifies tokens, not owners authorization server

input: TLS server
certificate; subscriptions

input: TLS server
certificate; token key

Nnwdaf_MLModelProvision_Subscribe (POST /subscriptions)

201 Created = 201 Created,
Location 201 Created

honest NF service consumer C

owner of the subscription
input: TLS client certificate
and key; callback URT;
subscription

Nnwdaf_MLModelProvision_
Subscribe (POST
/subscriptions) = notifUri,
notifCorreld, mLEventSubscs +
C's token

.../subscriptions/
{subscriptiond of C}

Nnrf_AccessToken_Get Request

A4

Nnrf_AccessToken_Get Response Nnrf_AccessToken_Get Response

<
<

Nnwdaf_MLModelProvision_
Unsubscribe (DELETE
/subscriptions/{subscriptionId})
= {subscriptionld of C} + M's
token

token of M

Nnwdaf_MLModelProvision_Unsubscribe (DELETE
Jsubscriptions/{subscriptionld}) [forged]

204 No Content 204 No Content = subscription

denied model provisioning to C

of C removed

removed C's subscription on a issued M its token for the service
request of M; the recorded owner scope

was never compared

its subscription is gone although it
never asked; no further notification
will reach it

o K6, EMSANFREHE T, CHsubscriptionld M MHIFRCHITT 7. M F=Z03; B &8 z03_other. *
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A legitimate NF deletes another consumer's subscription with its own token

malicious NF M honest NF service consumer C NWDAF (MTLF)

C's subscriptionld

Nnwdaf_MLModelProvision_
Subscribe (POST Nnwdaf_MLModelProvision_Subscribe (POST /subscriptions)

/subscriptions) = notifUri,
notifCorreld, mLEventSubscs
Nnwdaf_MLModelProvision_

Nnwdaf_MLModelProvision_Unsubscribe (DELETE /subscriptions/{subscriptionId}) [forged]
ub: {subscriptionId}) -
= {subscriptionld of C} + M's
token
P 204 No Content 204 No Content = C's
-
subscription removed
denied model provisioning to C subscribed, then silently removed C's subscription without
unsubscribed comparing the owner
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o PRIEE]:URIBY[EE 25 BB LY SBIG /U A, 5 TH R E N EIBRHINA, KNTS 29.5521%F E K e
IXFEL,  ; RERRBRHEN SNWDAFSAHE; IRE T AREIL B & L e,

o FFHCE S HAEE T 2 5 i notif Corre IS AU FRIN AT

o N5 A0 BHHHTE 7 4 1S 2 AR I S T ] — e B s f TR A,

ZOL:ATHBZBUT B 55

24 NWDAFIE R — T R O, FHsMERIE(E, HAUFIE NREAIZERES LN, EE5HEE S0

—2. MAFEE NWDAFEE /3 nnwdaf-mlmodel #17E B AT B A R4 0] o

1E QI B ERIT B RTNWDAF A R A1 77 2UARIE :NRF-& 678, 15 K& w2 & B 2 H] T TLSIR SR 451X /Ml

Fr NBINFEEY 1 H VRN SRS . %6 H CARERE 25 N RENWDAF/TahE K,

o ZERFFAE; BIFNERMN; n &

o YMER S EREFENTS 33.501 13.4.1.1.2; 7PHTHESE T EA, i A 2 2 B3 I 2K 7,

o TESZAEFRUEEE R, X F1H:s0478. s0480. s0483. s0485

o RET EAARIZ I R RO T 2B R R 2 ARAITEERG 2, AR D LS TLS B 948, I AETS 33.501
13.4.1.1.20 X2 22, ; $E B TENRF B HINWDAF S £ F iU 53 N LU MACS, T AN B IWS 244, [A] It 18
BB BEEM A BB, ; RAG A ANFEUWE WA ; 262 RN 52 080 A £ 5k % A i
1t

o JHHCHEE I A HICHUEN (TS 33.50 LIRASHE A=) ERE R Z Ab.

o N—5 AR AEce AR RT DL [l id HA Bk 45 5 85 1 2 2 S R 1552

Z03: 1T BT BUE IR 551

24 NWDAF &8 — 0 Vel AT B B8 s M BR, % F I A 4R 515 R E Sy —5, HEERERN

subscriptionld J& T1% 14 .

LRGSR B EE H CWTLS N S0 B T AE S — NMERE NS N EHEBEE TN, BB AR

HHRS5ENEAN, —DMHEESURS SEARERE R ERHE S — D E RS T FARIRF MR 7 %17

], NWDAF[B1%:204, {7 35 = A a0 SR A bRIRRE, WITCTEMER o

o SEHLIRIR(LRI); [BIE [A) R 70 AT 81

o UMEITS 29.501 4.10% &5, LA RS IATERIE AIAPIMES T U B 5 SR A 4 TE 2 & 1
FEfil, TS 29.552 NFEN APIHERR S E T — U IX ) SCH-ER 1A WX APTS 32 Bl M,

o TESCHFHUEHH AR,  PORIRTR:s0342, s0392, 50395,

o WRE TR EBEERIE S — NMERE DT FIFRIREAT; A8 — > st A2 48 H e R BRIk 2 A6,
FRIRFF RTEFTE & B TLSHUE N AZIE. ; 1T RS 2 — D S8 R4 M ER 2 S50, IE SRS ER, Fir LA 7] fi
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Brig R AERFERERA R, ; APISIE 7 — MRS PAITE L5 TR0 55 YO ], IE A fr B R R
*320

o TFBCATFRIRAFAEBRE 2 (R RIS SR A TATGRRY; JX LS TR ZAMEYI & B TR AR

o N—2AETS 29.552 EEH ARIT PR A5 AT & Aot BT E BETR — R HOTVELL; 107 TR 2 Y BE s
TTE R,

205: 5 EENFIE 738 T BIRR 25,

[EREHTE M 6l B 5 FIRS B 3T T, HAERE C T 5 RN RRRESINE: M A
BEFRTS C EAINZ, HAREE NWDAF 8 C fUiB A1 & 1 M 1Y notifUri,
NWDAF FUE AT 7 e QAT 5,07 BRI T R A & B URIN A @50, K 5 SMNFARE LE S AE R &
AT [ (R38R0, A A ik S B TP TLSHTUE (ENWDAF SHL 5 56 # Z [, NFIAA] DA E R B ArfE ik
T URIFYEIE L, JX 2 A03FIA08IC % I 55 M.
o SRR, BIEREZR; AT HETE
o MMERAEINIER RS NEs, Rl A1 & 1525 A [RURDTT )3, 4 2 TS33.5015.9.2. 10 55 1 &5 it 55 4k 25
TS29.5525.4.2.4. 2% 3K ; 73 HrlESE 71X — 5,
o TESXMFHUERAZ, X 5 %:50108,50123
o SHE AR ISR HI P I — DN RAE AR SR NS BB, 5 VT B2 L, AT e A okt A
JE B AR SR A R EE. ; B URLZ (5 IR E I M SBIH U= A2 Y. 5 858 15k %A I IR R IR 18
RHZRE TLSE AR N _E— s H M B RS £,
o FERAT FIWHMER IS, 2 S Uk & JE B, B E 4.
o R ARERMBRAVER STERIT RS R TN,

A03.7: IEH T @RI ESLPE SBA
TEIEH SBA Ui sUANENNEEAERIR | 2 & 2 W@ HIA AN N, NWDAF 1% [/l —1T F I B S2@ HNB1 T,

FE3 SUAUEIZ R AN 3 1 O 38R T 2% B R B MINE AL A B CRIE R B SIEY, A Reff
HPRE T SIS RIM AR IXFINWDAF ST, PR, A 0 25 B o 3 R U, IX R R JE CIH 28 N — NS B & Tk
NF#H{TIRE

o SERLRGRYLD); [BIE R ER 7y AT T

o MMEA TR SARRIA BRI R EOAuth2 7 2 AL AR RELE T 9 3 i 17 A MNEDE A,

o TESCHFFRTERHANEHRR,  PORERIR:s0123, 50410,

o PRERSEL:URIEIEERISESR B EMAISBUM AL ; TH 2R E ECRTF B AN G2 & R NS0T FRIFRIH,

o FRRGERIEPRE K RTS33.5015.9.2. 15 IE.

o F—#:5A03MH[H.

7.03.8:32 ST Bk 55 AT A B,

924 NWDAF {48 — Gy VT A TIT B BE RO bR, IZVFAl B 4K 518K E & —5, BBERIERN
subscriptionld J& T1% F1K .

[R5 — BB — NS E B R SR ZRAE T S TS 29.55278 X T BEAMIRSS A — B B, HARTT (5 48300
AT NI LI, FT AR BRI IEE— e R ZE AR 1 SR H QR REANT BIAR ALY, STRRINE A 5 —H I
AIRRIRAT, IMBRIZ T B 2. AR RIS A A G A

o GERRIB IR, [A1E A HR 7Y, R A&
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IMEA TS 29.501 4.10 F H AR FANIE 24 R 14 APTAR 55V Bl R IXURG: 5542, FF TSRO HOBE A T REA5; 158 1P
X IXAPTS A RS A 17,

TESCAH AN, BERERTE:s0192, s0095. s0395,

RE: B IR AIRNR R 48 T I & HUEIMRE ), T A R VBB R AR PG, 5 AR AR MR 1T 15, 1 A~ 2 M B
IOSRAEEME. ; TS 29.552 5.4. 70 1R 22 B AR 1% A THA.

FIFFHE R B R IR s A AR

N2 K BT B 7 5 55 TR A0 B A TS 29.552; 4R 25 Ak 2 I B U2 236 — 1

A08.9: i1, XS BIRIAICHK

U RE 2450, HPAY notifCorreld. notifUri, HRAUFRIRAIK HIZE 24 B ST TE R, H
5 NWDAF 12 % 11T [ —%,

1T Heemid 55 5 1 B0 e AE M RER & X B INFRT S HME. 14 278 Th %A A 2R PO AR IR AT,
FKBEARIAFF e O URIZEE ££ B CA9IT Rk, Fr ASMEDE R ASMNEE A7 06, E 45 AR ik 2 7 28 35 =
B,

25 5 R (L R Bk, BB AR5 535 w8

EA B S SR VFNWDAF [ElFilnotifCorreld, FfH2 fi 7AAY St ik B IR Wi BHIX £t ik 50T [ 45 5% B ek
[AITE 2 TRk 5 — 77 I E,

TSN, BERERTE:s0112, s0114, s0123,

PRSI [A] - URTAY [E] 8 27 FEE IC RSB s AR Y, 5 R IE 2 RAE MR Y IR B A,
HTTS 29.552 1 Fs Z{H P B R &, IH o & M E AP .

FEI R T AR I P Rl A 5 H T T T bEAR

—2: 5 A08tHF].
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Bk C: FESKMIMEIHERIE SR

MLE/REAF S SBA SRR H &R 2 270

UEB RN B HFRATIE SR AR RIS R ZIR ER AW, 2 S E 1], DU IS5 2 it &4 E AR I H]

R,

Hiz gl L] hf R Wit FK

A02 proved a02_sub i UERA:4

A03 proved a03_end A a03_nf (depends_on_ambiguity) B, 1R
A08 proved a08_end G a08_nf (depends_on_ambiguity) ESE1, 10 h
Z01 proved z01_sub b UERH:4

Z03 proved z03_own iy 203_other (depends_on_ambiguity) WEs2, 1R
Z05 proved 205_dest 42N UERA:4

A03.7 proved a03_end iy a03_nf (depends_on_ambiguity) B, 1R
703.8 proved z03_own O z03_other (depends_on_ambiguity) UESE2, 1R B
A08.9 proved a08_end i a08_nf (depends_on_ambiguity) UESE1, 10K

PASr Aot B 00 SR A R Y 5K, B — DA R IERERAY:

Bbi  F5k yiis B #ify pupiid
A02  BRITHAIENWDAFREZH A notifCorreldFH P& KEVIE  network proved a02_sub ey
HINFIABINWDAFIH A TLS A 58 5 A A HA S 75
DAZIHSRE R4 ST 5, W& LA
A02  FNRITHIFNWDAFRRRE N T E S —HRE)E  network proved a02_del i
JE HINFSAII A IR, MM R Sk 4 PR 2 ELTL S, M A 1% K
BIBIT BFRIRTY, W& H A MY
A02  BEITHRIENWDAFEAZ A notifCorreldiT &K AYIE  malicious nf proved a02_sub i
HINFEEBIAR AN TLSA, 450 — P EHEMNNFIE EC
HILEHFN B R ARSS TG EIFR S,
A02  H—PTITENWDAFHI TN 35 RZHTLS,2 4%  malicious nf proved a02_del i
—MEMNERA B RIEBANEY; BEMEREKNEER
EEIERHPINFT AR E S,
A03  JHEREAFMERIERI A Y T NWDAFRYSLRR malicious nf Wik a03_nf
Nnwdaf_MLModelProvision_Notify00,FF [Rl—1T [5#; & (depends_on
FFA B CHINFIED, B QRSB & A IS ARE, I _ambiguity)
HITEEPRERIEIJHURL
A03  THEREMINENEWFEEREE STLSH S B HIET —  network proved a03_end i
ANTH B T B R N 28, JC A A7 R 2 m i AR B %
BRIZEIER,
A08  JHERECAEfiEInotifCorreld 1B SR HCH CAYITE  malicious nf Wik a08_nf
T RAFAA IZHIEINWDAF; 3. B & #:6 B CAINFIE (depends_on
$, 2 B CHIRSTERERRE, T B AIECHY 4 [FIURL _ambiguity)
A08 M B fF{Hsubscriptionld, notifCorreld FIBIUMINEIERE  network proved a08_end G

RIEEPFRIRITTHIE; Wi e RO —
i
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Hbs  FE% witiH % i pafi]
Z01  NWDAFRIERE —IRITFEERHE — A RRE BINRFA  network proved z01_sub bRy

174 1R — P NFRYBI ¥ % bn s 85 NWDAF T & 2 id
TLSHIH B &, HAZ A0 il E ANFZR, H 6 Bl iR o5
AR55EEL i A ML

201  BARITFRINWDAFBHITEE A — DMIRFHENGE,  network proved z01_del Jigay
RINRF# A AR 2R — D NFF,E 3RS TLS X 25, B a5 il 1
T7HIARAN 7 55 AR S5 RO AR DT, B & RAW4s

701 HINHEICEMPINFO0L S H CAYIERFIEY) malicious nf proved z01_sub Jigay
i, NWDAF SIS T PR E 24 H — R4 FINRER
TEY

701 BINEE —DERICEEENNFATESG N, B RIT FIM malicious nf proved z01_del K

NWDAFAHIHIT NI 2152 & 44 Rl — R AFINRFII S
=2, IR M R NF FUARTE B ST,

Z03 TN HHEZITFIRE S MRS, a RAEEREECER  network proved z03_own Jigay
 subscriptionldi, A REMIER S — N TE T ], W&
HE Mz

703 SEEMINERFE H RERME RS SERE R EER  malicious nf proved z03_own iRy

F subscriptionIdf, A R 55 — T B BT ;4. {UIRSSTE
BBl Ao T TR AR B e AN HE R IR B RS AT 5

Z03  NWDAFRAKITHE SHETT RN E G M ARZ  subscription i Hifi 203_other(¥#l
AV IZARS HE SRS A B CRARDEENE S —1  d_known (depends_on  z03_own) (1
TH 2 ¥ subscriptionId W A TSAMBRIZ T I, _ambiguity)  (faifK)).

705  JEEIHET RIS MR E (NS MM, B network proved 205_sec Jc
H CRITLSHUE N ZENE 71T R, m a5 i s,

705  FE B CIERAEY RS ENFEE RS H AL 2 1T malicious nf proved z05_sec G
3, ARG @ EN I A AT I S NWDAF S AL TH
RHE I TLSHUEPIETT.

705  NWDAFS REREAIERTT A& EIEELFF EAE XS ZIT  network proved z05_dest iR
FIRIFTE NS ATE & B EEURLS, BT A 28 LA T
TN BAEIS ETA 5 — 77 RIETT RIEH].

705 CEEMNFARELLNWDAFSHUALIZEH, ZRITRRTA#E  malicious nf proved z05_dest i
PAMYURISALLL, A BE MNWDAFSALAIIRTS 5B — R
PHEBITT.

A03.7 JHERERESZERIME Y T AR —ITFMIafTRINWDAFf?  malicious nf Wi a03_nf
JEFN; WhE R EME M BINE S B S RUERRIbRE, HE (depends_on
THERE I EIFURL _ambiguity)

A03.7 TESBAZUHIANIEIZHIHH, — N 28 i S =LA AT network proved a03_end IRy
NF LA E S B3 A& HE A, Rtk AR 28 AN 7 A D i i
IR BFIE

703.8 —PNFAA LR R ek ibR s — NMEZEEEIT  network proved z03_own G
51 FR4Esubscriptionld B4 & T A, REETEE A S
JHIBRIT 5.

703.8 FA B CHARSG U EIR SR AEINFOO A (KX 55— malicious nf proved z03_own R

THPE LT R T8h: ME— A Je AR MF R NWDAFS SR 2
T8 SR AR, i PARR A B T H1E Y subscriptionId,

203.8 NWDAF A MG A VHE A IZIRSHTE T E MR A subscription i Wik z03_other(f2 il
HETT R BMEZE RS R T B R ERREHGEN d_known (depends_on  z03_own) (F
subscriptionId, _ambiguity)  (falfK)).
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Hbi  F3k wiis mI% #ify R
A08.9 HUIEIRRIAREFIBEHICR S F fnotifCorreld/® TCHEM  malicious nf Wi a08_nf
1T, RIR T+ A ERINWDAF; 2. Wit 25 L e N (depends_on
NAHE B CHIE-BRIEY), AECH [EVEHURIL, _ambiguity)
A08.9 CT#ififfinotifCorreld, subscriptionIdf1%-= itk 1F /2 &A1 network proved a08_end RN
RFAT R IERINFIBUE; 4 & e O A —
b,

16



MLE/REAF S SBA SRR H &R 2 270

P ) B 1y ANl

LLMA T M S FR ST 1 B BB Re 4N 7 U9\ Pro Verif; 3837 ) — DGR AR IERAARHIE R,

ProVerif+ {XH <15 session-20261115T084034, 2026-11-15. IRA: 58K . ‘5 :deepseek-v4-1-flash-261017. &
7:66,12%:8 s,B£19 min,#£¥£0.157 USD.

ProVerif:132 UFBHIZTT,132 TRIE,0 ARZ,5 5,49 & 3%.

T A

30 HEMLRESR S HSBAFRE

JiA 19.8.0

St S Nnwdaf_MLModelProvision: BAREA! URLIT /@ EVEUY; Seioiyn SR i sOAIE
IEERER, SRR A REORIE HoA TLSH A ARSI — M A B O S REBRIE S,
iggé SBIFASCIXi & M IEH TLSHE,; MBIURLSSEPR NE T, RE I REICA

AEEFEN TS BARERRIANI A2 Rl 722, WEPUE RERFRBIL TR, RNEZSFRM
JOIRTR ., BB VA FLAMEEGIEE],  [EE Rel-19, 3 AIX MBI K& 546 B S
FEHRAPEEATA NF; TLSINEMNE 0 R, A7 NFARERECH At NFIY TLSR1E, OAuth2
TS ARAEE AR K TLS S S0 E AR RR PR LR RSs YRR B a3 TRIEATAE L, HIAR
zﬁﬁﬁﬁlﬁiﬂﬂﬂﬁ%, ABRARASA: d A AR SE, BFRRIEE API TR, T257eH 56%

2974 PUR 19659 M S Bt (33887377 19). A4l i 15000155 2% SRkl & Horp — B

AT T ARHELT T

i E=at] Ly

BN 45 Nnwdaf_MLModelProvision %5

L 451 k55 i H

TR 45.1.1 RV

B 4.5.1.2 HR55 2844

FiR 45.1.3 IV 2 ER 450

ESEN 45.13.1 A28 B3R 347 BRI 2 NWDAF)

Fik 45.1.3.2 NF 5 H &

TR 45.2 M55k 55

SN 4521 S5

/N 4522 Nnwdaf_MLModelProvision_Subscribe{/Xi# 551k 5%

LI 45221 A HR5L

TR 45222 EAEAIRIT

FIE 45223 ST AT 1

BN 4523 Nnwdaf_MLModelProvision_Unsubscribel/X IR 55155

/N 45231 A.

BN 45232 MR E R EGE LT 15
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CHE)

7 125

HEN L2

¥

SR
FIR
FIR
SN
SN
FIR
FIR
FIER
SN
SN
FIR
FIR
FIER
FIR
SN
BN
FIR
FIER
FIR
SN
BN
FIR
FIR
FIR
SN
BN
FIR
FIR
FIR
SN
BN
FIR
FIR
FIER
SN
SN
FIR

e

- a]

4.5.2.4

4.5.2.4.1

4.5.2.4.2

5.4

5.4.1

5.4.2

5421

5.4.2.2

5.4.22.1

5.4.2.2.2

54.2.3

5.4.3

543.1

5.4.3.2

54.3.2.1

5.4.3.2.2

5.4.3.2.3

54.3.23.1

54.3.2.4

5433

5.4.3.3.1

5.4.3.3.2

5.4.3.3.3

543331

5.4.3.3.3.2

54.3.3.4

5.4.4

5.4.5

54.5.1

5.4.5.2

5.4.5.2.1

5.4.5.2.2

5.4.6

5.4.6.1

5.4.6.2

5.4.6.2.1

s
Nnwdaf_MLModelProvision_Notify?R k551155
AR5

KT BE B @A
Nnwdaf_MLModelProvisionlR55 API

S5

fHFHZRATTPE T

AR5

HTTPHRERR

A.

pae st

HTTP ™ B & X ni

7
BIREEA

5

N

&

Sy

ZJE:NWDAF ML 7R{GHETT 7]
BiAA

GHIRbRE 7T 1%

POST

VR E T SR

PEIR:N A NWDAF ML 7R{GHLETT 7
BiAA

BHIRE L

GHIRbRIE 7T 12

PUT

b5

DELETE

PRIE B SRR
AR BRIRI B 2 AR(E
bS]

AR5
HFEA

BiBA

BEE X
HfE
AR5

SER B RTY
S5
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S
BN
BN
EfK
EEEN
BN
BN
BN
EfE
ESEN
BN
BN
BN
BN
EEEN
BN
BN
BN
BN
EEEN
BN
BN
BN
BN
EfK
BN
BN
BN
BN
EfK
BN
ts-29-501
ts-33-501
ts-33-501
ts-33-501
ts-33-501

ts-33-501

]
5.4.6.2.2
5.4.6.2.3
5.4.6.2.4
5.4.6.2.5
5.4.6.2.6
5.4.6.2.7
5.4.6.2.8
5.4.6.2.9
5.4.6.2.10
5.4.6.2.11
5.4.6.2.12
5.4.6.2.13
5.4.6.2.14
5.4.6.2.15
5.4.6.2.16
5.4.6.2.17
5.4.6.2.18
5.4.6.3
5.4.6.3.1
5.4.6.3.2
5.4.6.3.3
5.4.6.3.4
5.4.6.3.5
5.4.6.3.6
5.4.7
54.7.1
5.4.7.2
54.7.3
5.4.8
5.4.9

4.10

13.4
13.4.1
13.4.1.0
13.4.1.1

13.4.1.1.1

s
NwdafMLModelProvSubsc A/l 4=
MLEventSubscription ! H/l %=

REAL
NwdafMLModelProvNotifZU A1 4=
MLEventNotif /A1 %%
FailureEventInfoForMLModel 41 4=
MLModel Addr B!l 2¢

REAL

RELL

MLRepEventCondition 4 %
InputDataInfo 142
ModelProvisionParamsExt™ A/l 4=
AdditionalMLModelInformation®{4/| 4=
MLModel AdrfFI %=
TrainInputDataInfo AL %
InferenceDataForModel Train#/1 4=
VilInfoIH1 4

AT BRI SRR T4

g

N

fl

fay B Y

%5 FailureCode

%51 MLModelMetric

%5 VflTrainingStatus

%5 PositioningCase
AEFREEIR

AR5

PSR

S FARR P B 15

S Ean ]

E- it

OAuth2.01/5[7] <> R ATl E X
FANFRIRSS ViR

OAuth 2.0 PAIZ8 HREARSS 13 IAIHZAL
A. RS

PLMNYE B AR 55 1 A\ FAX

OAuth 2.0 fi
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SChid Ea ] s

ts-33-501 13.4.1.1.2 MR5518 K2

ts-33-501 13.4.1.1.3 ERE T AR SR EINRFs

ts-33-501 13.4.1.1A BRSO S HIARSS VI RIHZEAY

ts-33-501 13.4.1.2 TEIRFIE L T AIARSS V7 I AAX

ts-33-501 13.4.1.2.1 OAuth 2.0 i1

ts-33-501 13.4.1.2.2 MR5518 K2

ts-33-501 13.4.1.3 IS 1E L BIARSS 5 AL

ts-33-501 13.4.1.3.1 AN A LI AT (R 8 5
ts-33-501 13.4.1.3.1.1 1E1 5 ZHINFFIIRSS 14 285 SNRF.Z [FIAH ELIAE
ts-33-501 13.4.1.3.1.2 B ENFENRFZ [HR A HBIAIE

ts-33-501 13.4.1.3.2 A G A R BIE  #EAT [ He a5
ts-33-501 13.4.1.4 NEAZ [E s s FHIARSS A A
ts-33-501 13.4.1.5 5 @ AR 00N AR ViR
ts-33-501 13.4.1.5.1 A.

ts-33-501 13.4.1.5.2 ALV A4S e NF

ts-33-501 13.4.1.5.2.1 A. B

ts-33-501 13.4.1.5.2.2 PSR R IR A T A28 188 (5 B A A A AR 7
ts-33-501 13.4.1.53 FANAE HARMIZ8 i85 NF

ts-33-501 13.4.1.5.3.1 A.

ts-33-501 13.4.1.5.3.2 RN GEAZ R SRR P A T [ S
ts-33-501 13.4.1.5.3.3 A G A R B  #EAT [ He a5

N EY B B2 T SR A e Mo R 3 8 B 56 Nnwdaf_MLModelProvision: AR URLTT [5]/18 H1/8X
H; SEMOYEE R SOAN MBI SNSRI & N RE g Hfth TLSUR AL BN —DNMEE H O
BEENTE, SRS SBIFUGEE M IER TLSHE, BUIURL SRR FEATT, A N R HIY
RENLEL,

X SRR PR R

FE5 AW A, AT I ARSE SR AR B AT AT P H RV BOE T BRI E TR 8. PR, M2t 2 PAk
XAF BRI 2 AT MR L), SRR TR E A B

D IR piEd XFEAB sk
A02  NWDAF JATETH 28 & i pl HAMTLFIUNWDAF TS 33.501 13.4.1.1.2 %5 2 ZRHIEARIE NF 2 50470,
HIESEIRIE, B8 ID {H%E TLS &Z/IE 5.9.2.1 BREBE SHIE  s0478,
ZRRTHESARITEREE A TEEEEHEEIAILE. $0399
R HNFA S5 % H
B, EME N FEAT, H S
B B TLS% FHiE
H
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D TIFR
A03  HPHEAIESE

A08 ST FIYRERIERIFBL

201 ATHNESSHHEE N

203 MRS TERIIITT AT AL

205 SEENNEHATRE TR E

A03.7 1EHEIEN FHEAESE SBA

203.8  AZXATFLS5 HIFRILARYE

A08.9 1TH. RERRIFNREL

LS

NF#ZARSSH T E15E
PRIE, ERETEIE AL
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