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Analytics consumer (nfc)

existing consumer of one non-UE aggregate

analytics subscription
input: subscriptionld,
notificationURI

Pre-existing subscription

Create the transfer request

Execute the transfer

NWDAF analytics subscription transfer control, plain run

Source NWDATF (src)

serves the subscription, NF service consumer
of the transfer
input: consumerld, analytics
subscription, access token from the
NRF

prepare request body
consumerld = nfc
nwdafEvSub carries the notificationURI

201 Created

X NWDAFFH P s il

—\\

Target NWDAF (tgt)
NF service producer, receives the
subscription

input: NRF public key

check access token
token subject = src, audience = tgt, scope =
nnwdaf-eventssubscription:transfer

create resource

transferld
store (nwdafEvSub, notificationURI)

201 Created = Location:

A

/transfers/{transferld}

execute
transfer the analytics subscription
remove the transfer resource

204 No Content

A

notification

notification = (analytics,

A

Cancel (alternative to execution)

receives analytics notifications at its
notificationURI

B, fEEH. *

notificationURI)

cancel
remove the resource
unsubscribe data sources and delete data no
longer needed

204 No Content

A

transfer executed and resource removed, or
request cancelled

HTHIVEREIE T HESRD: AT R, IEIRAI A NIRRT,

2 KW

serves the subscription for the consumer and
notifies it
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2.1 — A ETEEINF ] DR 53 — AR B il paplggik g a g

B S PR SCHITEA B ) 55 5

A HRM RHE: XHRE T8, SIERERZ (ts-29-501:1801, ts-33-501:8040)
il =

BRI A03, 703, Z03.10, A03.8 (L5 3 %)

JisC 50014, 0020, 50022, 50152, s0184

g ProVerif Wi z0310_nfc,z03b,a038_nfc; 2, 3. 4#5

K T4, HFRNWDAFE A 2 access-date=H 1) H HI{E (5 B)y) 15K 2 access-date= 1 (1Y H #A{E (H58h)
Access-date=H1 1 HHA{E (#58)1) Access-date="F H #AE (%5 8h) Access-date=H 1Y H A (F5B)) Access-date=
Hf H HAME (5 BD) Access-date=H11 H #A{E (5 Bl) Access-date=F1) HHAE — NEIERINFLE], D2 REH D
A REERTE BT S N IS 22 1B 1E R, consumerldiR @4 — NH 2 E, BIERERMEIR, UTE, I
A HARIE Tt B . HnotificationURIZAHRNMHE 8 # SRIENWDAF MR A & HIE1E K,

BB RE 24, REEREEN, NFEAISEHHTLSEAOER N HAE U OAuth2nwdaf- events 17
IR AR A HARPIERTEEINWDAFE AR, EFEENFZ... . . . .consumerld HFRIE 2 HE FI AT
1T FIFRIR ST, P& 15 B & fEnwdafEvSub/consumerld £ 3 T AR S5 Y SR L

Wi B REF BT 200 BB Al DA 55 — 18 22 38 B IT B QAN HAET B2 0K, TR I I ARRE T8 2858 5 Bl 3
notificationURIH Bk, 2 J& HTH B8 7oA @ AT il DAL REZR i T 2 B R R L.

An NF with its own transfer-scope token transfers another consumer's subscription to itself

Analytics consumer (nfc) Source NWDATF (src) Target NWDAF (tgt) Malicious NF (evil)
consumer whose subscription is named legitimate sender; never sends this checks token subject, audience and scope attacker-controlled legitimate NF
by the attacker request only input: own TLS key, own
input: subscriptionId, input: consumerld=nfc, input: NRF public key transfer token
notificationURI subscription its own TLS credentials

its own valid OAuth2 token: subject evil,
audience target NWDAF, scope
nnwdaf-eventssubscription:transfer
consumerld nfc and the analytics
subscription identifier

POST /transfers =
POST /transfers [forged] (transReqType=PREPARE,
nwdafEvSub=evil's subscription,
consumerld=nfc, evil's token)

check access token
token subject = evil, audience = tgt, scope =
transfer
consumerld nfc is not checked

201 Created = Location: 201 Created

»
transfers/{transferld}
PUT
/wransfers/{transferld} PUT /transfers/{transferld} =
[forged] (transReqType=TRANSFER,

nwdafEvSub=evil's subscription,

consumerld=nfc, evil's token)
store
mapping consumerld=nfc -> evil's

notificationURT

204 No Content

>
»
o notification notification = (evil's subscription,
- evil's notificationURI)
its notificationURI for the consumer is did not send the request that the target accepts and executes a transfer with gets a transfer accepted and executed for
replaced by the attacker's accepted consumerId=nfc from evil; no check ties consumer nfc; its notificationURI is
consumer]d to the caller or the recorded for that consumer

subscription

o E2, #HBHLNERENNFENKS —NMESEE T FAGEILES B 2. W= 203.10; 20310,20310_nfc
WmmE, *

paXl
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The target accepts a transfer for a consumer's subscription from an NF the source NWDAF never used

Analytics consumer (nfc) Source NWDAF (src)

consumer named by consumerld legitimate sender; never sends this

input: subscriptionld, request
input: consumerId=nfc,

subscription

notificationURI

accepted a transfer for its subscription
that the consumer's NWDAF never sent

3,
M, *

An NF records its own notificationURI for another consumer, so the analytics stream can be redirected

Analytics consumer (nfc) Source NWDAF (src)

consumer whose mapping is written legitimate sender; never sends this

input: subscriptionId, request
notificationURI input: consumerld=nfc,

subscription

will be notified at the attacker's
notificationURI

&4, NFEINLZEICS T B C.MnotificationURIFUHLZE AL 5 — N 24 & {3 H,

A03.8; a038_evil a038_nfc WA, *

the mapping for the consumer does not
match its request, which never existed

Target NWDATF (tgt)

accepts the request without matching it

to a sender for this subscription

input: NRF public key

POST /transfers [forged]

check access token
token valid for evil and for tgt
no check that evil may transfer this
subscription

201 Created = Location:

Malicious NF (evil)
attacker-controlled legitimate NF
input: own TLS key, own
transfer token
its own TLS credentials
its own valid OAuth2 token with the transfer
scope and the target as audience
consumerld nfc and the analytics
subscription identifier

POST /transfers =
(transReqType=PREPARE,
nwdafEvSub, consumerld=nfc, evil's
token)

201 Created

transfers/{transferld}

PUT
/transfers/{transferld} PUT /transfers/{transferld} =
[forged] (transReqType=TRANSFER,
nwdafEvSub, consumerld=nfc, evil's
token)
204 No Content
»

its acceptance is not backed by a run of

the source NWDAF

Target NWDAF (tgt)
records the mapping from the request
body

input: NRF public key

POST /transfers [forged]

check access token
token valid for evil and for tgt
the notificationURI is not tied to
consumerld

create resource

store (nwdafEvSub, notificationURI) for
consumerld nfc

201 Created = Location:

holds an accepted transfer for the
consumer's subscription

Malicious NF (evil)
attacker-controlled legitimate NF
input: own TLS key, own
transfer token, own
notificationURI
its own TLS credentials
its own valid OAuth2 token with the transfer
scope and the target as audience
consumerld nfc and the analytics
subscription identifier

POST /transfers =
(transReqType=PREPARE,
nwdafEvSub=evil's subscription,
consumerld=nfc, evil's
notificationURI, evil's token)

201 Created

transfers/{transferld}

PUT
/transfers/{transferId}
[forged]

stores (nwdafEvSub, evil's
notificationURI) for consumer nfc

A4

PUT /transfers/{transferld} =
(transReqType=TRANSFER,
nwdafEvSub=evil's subscription,
consumerld=nfc, evil's token)

gets its notificationURI recorded as the
destination for consumer nfc

7

él:\

H bRz 52 MNFITH 28 35 1T 5 2 4L ik NWDAF R RIEM A . - W72 A03; a03_any z03b KX 516

oA I AT AR BT ). W7
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The transfer token is not bound to the subscription it is used for

Analytics consumer (nfc) Source NWDAF (src) Target NWDAF (tgt) Malicious NF (evil)

consur named by consumerld legitimate sender; T sends this checks the token bu

t the consumer or attacker-controlled legitimate N

the

input: subscriptionId, reque input: own TLS key, own
notificationURI input: consumerld=nfc, input: NRF public key transfer token
subscription its own TLS credentials
its own valid OAuth2 token with the transfer
scope and the target as audience
consumerld nfc and the analytics
subscription identifier

POST /transfers =

POST /transfers [forged] (transReqType=PREPARE,
- ’
nwdafEvSub, consumerld=nfc, evil's
token)
check access token
token subject = evil, audience = tgt, scope =
transfer
the subscription is not in the token
201 Created = Location: 201 Created o
transfers/{ transferld} -
PUT
/transfers/{ transferld} PUT /transfers/{transferld} =
[forged] (transReqType=TRANSFER,
nwdafEvSub, consumerld=nfc, evil's
token)
204 No Content
»
its subscription is transferred by a accepts a request whose subscription and gets a transfer accepted for the
request its NWDAF never sent consumer the token does not cover consumer's subscription

o E5, HIOMEHMERINTRICR . Wr-Z03; Bdi# i 203b. *

BB, K LI BITHE 2% 3 45 1 13 (7] R A (— MRS 25 90 8L 35 X1 T 3 Bl consumerld), #15 NRF
SN BRI (R I R E)EC & 1T, E HFR.NWDAFE4E aPOSTEX B [AIPUTHER & {K consumerld 5 %
b 75 B T8 2% 35 B 0% R 17 A 4 2% 3 A~ [A] ,aDELETE H AR S A 2 FH T 55 IR A7 68 A9 T8 2% 3 .check_fix{\fn &£
\fs22\bord1\shad0\3aHBE\4aH00\fscx67\fscy66\2cHFFFFFF\3cH808080} %% 1T My pv 30 IfF W o & &
20310_nfc(3)z03b,a038_nfc) (R 1F #1217

H ProVerif 8 1%, %Xz B4 ABRY A& il 45 I8 2% 35 147 3 A {5 {# (access acident)consumerId(a) H 3 {K
AL LE; G S NREQOION (K, THZRE) LU T; HFRNWDAFIH K consumerldifiil A aPUT PASFE TR
AEPI T 25 AN S TRAE 7 YT 22358, T HEZSRDELETE FSR N B IRAZ B IE B 5 57 — M 5. TERC AR
1 | ProVerifiEBHz0310 nfo W EERRIREEINE 7. HNIIEH BT AR EHERAIERWE R
IS AR IR SF 3 B B K :z03b(A03(a) 7 B i ) Bl B 15 B #% 5L ;203b(Z03(a) # W i ) B B 15 B &
S2;a038 nfc(A03.8IUTEEL ML, XM AL XK 2 T ek 28 7] ATHBRAL H I, M 2 B A
SINHAL A E. B E A records/fixes/0050-fix-binding. pv.

X g W i % H %4 t ) ¥ £ K
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SRIZ 5T R AR T B T LB SR A

D PR fBoenieE g5 il XHREESs
A03 CHRZNEBIERE RI%T—8, HBHIR NWDAF 8X#%— X1 AL QAR o THE
RiTF51ERK (PREPARE B TRANSFER), #B1Z{EJE NWDAF )

H—IRELIBTT, POTHITRIARA, consumerld,
notificationURI 5 transReqType —%X,



D PR et 458 i XWRRERES
A04 TEFIRE AL R, 2 BT, HFR NWDAF XFE—TF T TE—NARAR H TE
13K ([Fl— transferld / [A—ITH]) BZEZ—IRPUT; BIRE BRI
N RLJE NWDAF B FENBTT, EARRANF44)
Z01 HEERSIERIAING I FA EZikiE, BRTBIERM L AvA R <
ElhR NWDAF #52f18%2, #A IR SRR M. B
%5 VU HFEMKS consumerld HHAFIIE RO4 T,
703 BB MR, TRIERPEHNER, H3: " AL AN w AHE
1B, ZA, KR T F/transferld) 5301F (#51b) 25151 K o)
{KH consumerld F notificationURI —%Z,
S04 PIERE LR A M, TRANSFER BUTIEREHAATH JpAYA K TWE
WZAS consumerld/notificationURI 443K H Rl —IiTF1E KA
PREPARE [ B¢slt Rl —1E R Ik, MG5HMTHIT IR BT
X%
S05 MR G AT, TR RIEWEOHES I TINER 2 5, £ & TE—NARAR H TE
F1H transferld B¢ IHIERS bR SOASEHERHT BV IT B TEER BRI
PR ENTE, ERENE45)
DO1 W BOR R N A I, HFR NWDAF #2181 X [pAYA Kk =2
TBIERFE (transReqType. nwdafEvSub, consumerld,
notificationURT) #BXf 7 NWDAF FIE SR %, RHhEA
Bift,
A03.8  HAIRTEMERIEIT P finotificationURIL. E AR NWDAF $#52iT% ¢ AL QAK ® RE
G, HEERIT S notificationURI 405 H NWDAF iR )
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FERIE R BN RE A REIR S LA BT T AR IR RN
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o RAFFUBAMERN T 305 AR YD, A REUERE 50 B 5l & 15 58 B (CO8AN B B R A Al j)).

o FISE. WAL R, @RATEIEEFEA N E TR EM IR A Z (Vo1 V02, V03),
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(EXESOE/ PSP SUR IR
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o JEISSCPE{SEPPHYHIHEIES, IBIFAINEFIRZ O VG 3. %85 {R1% BIANF-to-NFI#{5.

o [FARIT FIZE, R PUT— IR IR L 20 K TEE R o & i (B RIS A 1 R A
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o HMES BTG 2 BRIA IR T A B LRAVIER; 5 A NF AR RO A BOAE, TSR BIRTA BOA
TE S — M 5 (t5-29-501 1801), T AN BIX —FE P I S
o TEXPFHUEIA AR, BERR TR ts-29-501:1801,
o PREE: TLSEWAIAUERIINE; b2 R Al BRI NRF %544, ; MEMRE 2 — MR T RIFHAA &I,
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o ICSZFETEHINRFEE N AR, RSN R, NREFUNLZE RS O OV EE H AL ; NRFSHLZE
FEINIE T NFSHLESG, A BOEA ZATIZ.

o 1T B EHIHRI LM o AR AR E R U5 HIl), e & A2

o N ANINTF S A7 an AU SO BT 55

Z03: 5 {H A LR LT E BT R
ERIERPEMVERT, HER 2R B (T M /ransferld) 530/F ( #ik) B15 16 KK

consumerId F/1 notificationURI —%{,

(B1ES SWEIUNFS N HAANWDAF S IEfZS &, TG BN AT 8. A2 28 80T A2 0 — MEE

& 7] AZAE (7] consumerldflnotificationURIAR 44, Al KU 77 A B3 JE B 0 0.

o SRR, BB AR s AT ST

o BME S E S ARSS PO A TE B 28 TH 278 R 4 105 s R 75 (R AX R, I SR ATS M T8 L SR DE AL
B AESCAEF R B IR P 1A LU SR TH 278 Bl T 13,

o TESCOFRUERHAIAR,  BERIRIR:ts-29-501:1801,ts-33-501:8040,

o ANFESRIFSCAE U AUE FH B X5 8448 T ERINF H CRARIRE, ; FEE I RIS 2 A5
o 5 A28 BETR I SR A2 S R 2 T BR Al LR R TR A 15 .

o FTIFARME R ARG Z RN TSI A.

o T RENEEIELT . pvERENHEZEE AT AT DS R

S04: MHERBEN MRS

TRANSFER HUTHERE BT RINAS consumerld/notificationURT 2440 3K H [/ — 3415 K i PREPARE [t

Bralla] —iEsRkIK, AMES5HAMITBRITHM T OR#EE,

HATENFAHH R transferTd A G138 B IR _E ST RS, BT AR TIY _E R S8 Tz 16 K A~ 2 5B — NEK; 2.

BB LIS M E A ANFII R X X FIR G

o FERLFFA; MIEREEN; PTH&TE

o WMEMR:BEIEARIR—WELETT B35 SR FltransferId i & F B TR I PUTA T A, 1B SO A FH AR A ES SCASRI].

o FEXXPEHERBH AR, BRIRIE: 0086, s0087. s0088. s0032,

o IRBINAAMR L, pv HBEEBENEBE —NEMESTE; BIERANBEZNRE, ; F—HBENRNERE
K Z A2 YR R TE A 2 A,

o FIHFR:R—IT B EE —MERIE K.

o N2 IR FFMR FE —TT T2 & IR T

SO05: B {H sl fn A U T

IERRIEEUH TR Z 5, I transferld 50 [HIER N XA S BT FITER HATEEIR I EE D)

=
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o ERAEAFIEE T L ERIRE N4, IS RS2, 7] &

o ABLAN TR SRS TE FAAT AT B TR B ) Bk 5 U0, ik 8 7 B X R I 44 IR S A T 56 UE {H /2 7% 1 AH H Je B
transferId ]

o LEXXHFHRUABA ARG, BORISRIR:ts-33-501:2875, 50036, s0045. s0047,

o RE:HFRARREAENEEDIE; BERAIMER, FEAMMRF AR . ; B BRNZOR SR |
HE.

o NFFATE BI040 KL B H L A TR,
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o R AR ERAIIA BRI IR TR E.

DO1:4%32 v B &K i%#H H CHIfE

A" NWDAF 825 MNMEREIE R 7B (transReqType. nwdafEvSub, consumerld, notificationURI) #RXf M.
i NWDAF HESLA IR, RPN,

W2 N IEIE RN 8D 5 B S T ok I NWDAF & 3% ; 78 [ 28 v &b T b [|) 89 A A BE 35
transReqType,nwdafEvSub,consumerIds¥, i [AnotificationURI.

o SESLERE; [ A2, AT

o MEARBRERZORIH 2 B A P E TENFIUIRSS 5 TLSIRIE RERIP Z [ FH ELIATIE; SCRIE B

o TECHERTEAAER,  SCHFH:s-33-501:8012,50010,50012,50013,s0014

o PRENE: TLSEWANAIERINE; F5 52— DA RIS S, ; TR TELIE 2 BRI K& A%
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