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NWDAF analytics subscription lifecycle, one complete run

NF service consumer

the analytics consumer; holds client
credentials
input: client credentials, event to
subscribe, notificationURI

Access token request = NF identity,

NWDAF

produces the analytics; holds the subscription

store

input: none beyond its identity

Access token request
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NRF
authorization server

input: registered NF identities

scope nnwdaf-eventssubscription

Access token response

POST
{apiRoot}/nnwdaf-eventssubscription/
<apiVersion>/subscriptions =

POST
{apiRoot}/nnwdaf-
eventssubscription. ..

notificationURI,
eventSubscriptions(event,
notificationMethod)

201 Created

create subscription
subscriptionld = fresh
store (subscriptionId, notificationURI, event)

201 Created =

keep the subscription
store subscriptionld

NnwdafE

.../subscriptions/{subscriptionId}

ription, Location:

POST {notificationURT},

notification 1

POST {notificationURI}, notification 1

check subscriptionld and event, store the
notification

subscriptionId, event, payload

answer the notification = 204 No

= subscriptionId,
eventNotifications(event, nwPerfs)

answer the notification

Content

POST {notificationURI},

notification 2

POST {notificationURI}, notification 2

check subscriptionld and event, store the
notification
subscriptionld, event, payload

answer the notification = 204 No

= subscriptionld,
eventNotifications(event, nwPerfs)

answer the notification

Content -
DELETE
.../subscriptions/
DELETE {subscriptionld}
./subscriptions/{subscriptionld} = »

subscriptionld

confirm the deletion

delete subscription
remove the subscription

confirm the deletion = 204 No Content

has the subscriptionId and the event it
subscribed to
stores each notification and answers 204
after the DELETE it holds no subscription

stored the subscription with its
notificationURI
sent at most two notifications
removed the subscription on DELETE
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Access token response = token with
subject = NF identity

issued one access token for the scope
nnwdaf-eventssubscription
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A second NF with its own token cancels another consumer's subscription

NF service consumer second NF service consumer (B) NWDAF
victim; holds the subscriptionId of its attacker; a legitimate NF acting for accepts the DELETE on a
own subscription itself subscriptionId without checking its

its own client credentials and a valid access creator
token for the scope
nnwdaf-eventssubscription
the subscriptionId of the victim's
subscription

POST .../subscriptions = POST .../subscriptions
notificationURI, eventSubscriptions

201 Created

201 Created = subscriptionld

A

DELETE
DELETE .../subscriptions/
.../subscriptions/{subscriptionld} {subscriptionId} [forged]
= victim's subscriptionld, B's own - >
token

no check of the creator
subscriptionld accepted with B's token,

subscription removed

204 No Content to B

_ [observed] 204 No Content to B = 204 No
- Content
holds the subscriptionId of a has the victim's subscription removed removed a subscription under the name of
subscription the NWDAF has removed and its analytics delivery stopped a consumer that did not create it

receives no further notification for it

2. 55— MR B B2 REI NF BUH 15— HEERIT R, 1R 203; A& own_del,



NF service consumer

victim; holds the subscriptionId of its

own subscription

POST .../subscriptions =
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A valid token of another consumer is enough to remove someone else's subscription

second NF service consumer (B) NWDAF
attacker; a legitimate NF acting for accepts the DELETE on a
itself subscriptionld without checking its
its own client credentials and a valid access creator

token for the scope
nnwdaf-eventssubscription
the subscriptionld of the victim's
subscription

POST .../subscriptions

notificationURI, eventSubscriptions

A 4

201 Created

holds the subscriptionld of a
subscription the NWDAF has removed
receives no further notification for it

201 Created = subscriptionld

DELETE
DELETE .../subscriptions/
.../subscriptions/{subscriptionld} {subscriptionId} [forged]
= victim's subscriptionId, B's own — >
token

no check of the resource-to-consumer
binding
token subject is B, not the creator of the
resource
the subscription is removed

204 No Content to B
[observed] 204 No Content to B = 204 No
Content

A

has the victim's subscription removed removed a subscription under the name of
and its analytics delivery stopped a consumer that did not create it
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The NWDAF removes a subscription the named consumer never asked to delete

NF service consumer second NF service consumer (B) NWDAF

victim; asked to cancel one subscription attacker; a legitimate NF acting for removes a subscription the named
and kept the other itself consumer never asked to delete
its own client credentials and a valid access
token for the scope
nnwdaf-eventssubscription
the subscriptionld of the victim's
subscription

POST .../subscriptions = POST .../subscriptions
notificationURI, eventSubscriptions

A 4

201 Created 201 Created = subscriptionld 1
and subscriptionld 2

<

DELETE DELETE .../subscriptions/{subscriptionld 1}
.../subscriptions/{subscriptionId »>
1} = subscriptionld 1
DELETE
DELETE .../subscriptions/
.../subscriptions/{subscriptionld {subscriptionId 2... _
>

2} = subscriptionId 2, presented
under the victim's identity

no link between the DELETE and the
consumer's own request
the request removes subscription 2, which
the consumer never asked to delete

204 No Content
[observed]
204 No Content = 204 No Content
believes subscription 1 is cancelled and has the victim's second subscription removed a subscription for a consumer
keeps subscription 2 removed that did not request it

subscription 2 has been removed without
its request
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NF (E45RA B S RIENETE NF) FREREL

JEENH A BAE LRE T B PR T 2R e, MR B B AR B 8R0S — &5 NF &80k

ENERr, FLNHRE I RIAR G E Al NF G2 BRI, REs BRSO,

o Z50L: Holds; EEEE TRIA: 2; AI{EMPH RSO N

o HMEAR: TS 33.501 3K SBIEHINLE Y, XIERZUEHTEIRINE,

o X EEMRIA: B, XRRFPAYHAL: ts-33-501:2871, s0340. s0565

o &R FERAEAHMENARR TLS; BN HEEITFAHEEE, X 2EAT I SOAE TLS 21515
Ko BAZHNRIEIRME; HABREE,

o AMR: Y notificationURI 5[A] 5 — P NF B9 sl B AL M

o R—4: FEH URI B0 NWDAF @t iibhl, 31815 — NF GEA 61T FHO@ 2% ik,

Z03.10: M5 R A

OAuth? L RIIZIEIR, AR5 scope /5 FrhfTH/E—5L; subscriptionld 5 notificationURI 2571 Z &

FNOIEIZIT IR NF {28, @8EUZ 31T B 2 /746 € 1Y notificationURI,

BRER AL R4 NF I RREER S — > NF AR EnHE, HAOMBNEERS1ER G017

8, FrARGERTS 203 e — RN ITHREIERA SAIRTEREHSE, FitEAHMEE scope IE

A B 2 AR 53 — NI 2R BT B A T4

o R Fails (11N ; BEEBIETHA: §85r; IEMFEESEIER FMEH

o H{EH: RFC 6749 f5t OAuth2 RETE RS AR E LM E SR AT R ENE P imN 7%, TS
33.501 ZRE NF BIEE AR ; WELIRFIRLL API 19X —89 5, HRFRIRF IR & 140 fit
%O

o XHRHZEERRIA: T, PTKIERIESC: rfc6749:2879. s0568. s0570. s0324

o Ik CHFEMRGIHERPW L IES LR, MIES TLS & umiE B e, RSCRZHE B4 TS
29.500, ; WA E subscriptionld, iR X FHFARZ R HE,

o KRR SZARBFZZ TR scope REARITAMZERIT; FEAEF I EHE S SHHEL

o N IIHEIRIZHEIRISZAME, IR ERES I IES — MEEE IIE K,

Uo1: @A

AHREREARLE BERE T2,

JBHI N NWDAF M [a]—74 28 & Bl subscriptionld 774, HIMZENCNH B SMER. EFATREAR

T FHEZZE A, N— MM TG =B AIAREE S — MM 2EE 1Y subscriptionld NH5%,

o 459 Holds; ZEMIE THTR: J&; I LRSI~ 6

o PMEMK: X2 TS 33.501 BIZEM SINIEZ RN FH FIEA], I kbR SRS SR 1) subscriptionld K,

o XHRHESHIR: 2. XREHRHAL: ts-33-501:2875, 50383, s0388

o AR FHEARZ L FNNE S Hm s TLS 21, ; {HEEEN B ST RNFEMEZRIAR, FibkiErs
SICEBUEMIT I,

o AU HTHEBUEM MM Z —GMESTT %%

o N BIFRI—ETREIPRMITE, FHERIEHFE S A,
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U02: eI e Joid B

TR BT eBUH AR Z G, THPE NS A% AT I S8R s IE AT A B s B A 3T B & B AR &

TEAITHESZ

IEBRIT M T — 4085, RILIEREMERE. FEHRBUEERG, HIASEERPERZ SIS

BRI . RATCEMBRECE T, RSB AR R R AR 3R,

o SEHL: URNIK; BEMEE TARN: #5r; rIEMT IR RIS N A

o MMEMK: FSCAH T HEFAIMERMRAERL, (BN EIE@E AR, KA v S BRI,

o XHEHREEHRIA: B, FHKIERESC: s0300, s0325, s0386

o fk¥E: HIBIT T RIAME, ; B E MR H M AR RIEITREZ, R AT A SR 1T 4 R e 4 @
%o

o R EERBUNBHRIMIEIRIEA; 58 notificationURI 5 T IEI&E A

o N ¥IHTEEF NWDAF BN =18, FEERE T RIRES,

12



Bk C: FESKMIMEIHERIE SR
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UERA S A BARAYIE S IBBIRIA, BRI FAIE R, Z2ERE TR, DARSE Moot x

AIHIE
Hbrn g0l ] X %k Fik
701 proved auth_sub 6 T 4 6 1l proved
T
703 proved payload_secret checked own_del 1 3 proved, 1 i reachable, 1 I
(depends_on_ambiguity) attack
D01 proved auth_notif checked 2 Il proved
A03 proved sub_a checked del_a (depends_on_ambiguity) 1 T proved, 1 T attack
A04 reachable ctl_bcreate 3 Tl reachable
R0O2 reachable reach_notif 3 T reachable
S05 reachable ctl_payload 3 Il reachable
S04 reachable reach_notif 3 Iji reachable
K02 proved payload_secret 3 JiHHY 2 3 Il proved
i
703.10 proved auth_del checked own_del 2 Wi proved, 1 Ji attack
(depends_on_ambiguity)
uo1 proved auth_notif checked notif_own (model_artifact) 3 Il proved, 1 Ui attack
uo02 reachable reach_notif 3 T reachable
BT, ROENFRIEKERIR; FHRAEIZER B IS :
Hbn 35K Btk % fogi] pUEH
Z01 NWDAF #3241 Subscribe Z H, NRF#5 network proved auth_sub checked
BV nnwdaf-eventssubscription &[] [F]—
A NF 2438 OAuth2 4R ML HTIR
HEARA A — 77 IR,
Z01 NWDAF #3214 Subscribe Z B, #SE[A  malicious nf proved auth_sub none
[F—> NF &% OAuth2 iR $hE, iERkE
ERE B OARS MR NF N2 a0
IXAERT NF AT DA, (ERBEDAE CRY4 ST
Iﬁ[o
701 FAPREFEK: gtk UE IWREM4  network proved auth_sub none
TERE, EH SUPI 81 GPSI, H 4.2.2.2.2 1
FEXR RN, BmRZZE, &’A
NRF [A]i% NF & & 48, (LAl Subscribe #f5
TEWEZ,
Z01 NWDAF #3241 Subscribe Z /i, #SEL[M  malicious nf proved auth_sub checked
[A—/ NF B EELM, HRERRAEECH
A RRIPEE NF 240t
701 HRREFENK: FrEiifE ~H#EH SUPI 8¢ network proved auth_sub checked

GPSI, [AttAe# NFRESEF; Bz iy
2, XAAZNF 2RI, £ Subscribe
B %2,

13
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Hbs  Fik Wik % #if e
701 NWDAF %524 Subscribe Z A, NRE#5  network proved auth_sub checked

ELEFX nnwdaf-eventssubscription 71 | A [A] —
N NF 2438 OAuth2 ViR, KT Bt
HIBEE: BT T8 — A NF IR P
H, HASAPRRGEE R AR S — P ETA
NF; It BUZAN[EIE R A2 A M 2% s in—
A NF RS, X2 MAMETE iRy
—Fh,

703 FEATTHIRIE AN REHIZIT FATERIE R 12 malicious_nf proved payload_secret checked
Y, FF BB IXIH 2R E Y6 E Y subscriptionld
MM H— M B OB NF JCiE

iR IZIE A,
703 AR T HEMTRE NF IRSIHERE A e malicious nf attack own_del
H O R R R 12 0T 12 (depends_on_ambiguity)
703 FAT R M E@EAER, RIEEZEMITHEAE  network reachable reach_notif
HIGRE R N —IRE B THE .
DO1 NWDAF 7= 25 AR H AT ERE—1  network proved auth_notif checked

HEE QIR B4, H NWDAF %4
HIERNZIHTE, HAEHIZIHE AT FH
R, MESBGE LA G ICiRE L,

DO1 BEBHEEEN R —MERE QIEIITR  malicious_nf proved auth_notif checked
FEAERY, TERERGE NF N2 b,
A03  {HZREAE 201 Created MR HHHE3ZHY network proved sub_a checked

subscriptionld iS5/ NWDAF £ %Kiz fTH
I ECRY;  H AT AL IS A R S E

4,

A03 2§ NWDAF #5251 28 B 15 KN, malicious nf attack del_a
1%IH ERE FHSLIE SRIMER T BB subscriptionld, (depends_on_ambiguity)

A04 FE—IRITHGIEZTT, HEAHHE NWDAF reachable ctl_bcreate
FZ%IRIB1T 53 BLH subscriptionld; AREIAYIETT
BRI,

A04 A H & subscriptionld BY— 1T R QAT network reachable ctl_bcreate
iio

A04 6 H & subscriptionId FY— {11 [ @17 Al malicious nf reachable ctl_bcreate
15, SHSEE NF DAE GBI SRR —K,

RO2 —ZEHIN AR, BRI, Rt ARBER reachable reach_notif
FAY B 1 (AT ST — IR BB AT THR HH Y,

R02 —FIBHIT A, BRIBITHEZ, network reachable reach_notif

RO2 B g, —Rags™ malicious nf reachable reach_notif
AL BB,

S05 BN — D REEWETERIT FIAIE T — 4538 A, reachable ctl_payload
[l M ERGH fS B PR BN — IR IR A2 T4
Hifo

S05 BN —BEEBEGHAT AR IE T — 45084, network reachable ctl_payload

S05 BB — N ESE, NERESE®  malicious nf reachable ctl_payload
BUHBIT A% T — 2518,

S04 BT —MTH, BANEREEEESZ, reachable reach_notif
(L BT T 3 R ) P R BN — IR Bk I8
TR,

14
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Hbr  F% witi# |l iy hf e
S04 Al T —/MTE, HE XN ErEHsEs, network reachable reach_notif
S04 BPNEEE AR —MESE, AI# T 1 malicious nf reachable reach_notif
1TH,  HENERNEREE,
K02 KIBBETENBERF BT EA RRERMZE  network proved payload_secret checked

PR IR, SR TRl
A NF I, 2o & W sRE %3800,

K02 H—AE15 NF BMERAA B A EIEHGEAM  malicious nf  proved payload_secret none
API, HICIEFEUR S 5 — MERE REA+
B BT 28T

K02 FH—AFE B ORI ETE NF CIEEUL S malicious nf  proved payload_secret checked
S NE TR BNE R B AT 8

Z03.10 NWDAF #3521 Unsubscribe Z /i, #BTIAHE  malicious_nf proved auth_del checked
TRIZIERMF— NE LSS BRGL—
N NF BB RERES — 1 NF FIRTE API L

RAE,
703.10 HZHEEM subscriptionId F1 notificationURI  malicious nf attack own_del
BT ZIETRE ;A RN R — AR % (depends_on_ambiguity)
BB S —NERE T b
703.10 NWDAF #3219 Unsubscribe Z /i, #EMFE  network proved auth_del checked
— NF 8L 2h,
Uo1 Y subscriptionld /&2 NWDAF [ —/™H  malicious nf proved auth_notif checked

RECIRINE, A o=@, Kits—1
NF BB HITETE PAZIE 25 1Y subscriptionId |
BIXIHEE,
uo1 BEORECREH N N E—MERE AIEITE  network proved auth_notif checked
AR PIgg IR E TCk s — S A,

uo1 Y subscriptionld /& NWDAF J[RI—/MH  malicious_nf proved auth_notif checked
PE QRN R, A 2R,

uo1 HFRE R EFHAIER, H7E H 201 AT malicious nf  attack (model_artifact) notif_own
FIFEZIEA]; TESREN R BIR BB
R—" 170, H IR ZI

U02 X — ST, JEEsEs, RS reachable reach_notif
AR N — IR EIR R IZ T 1 1Y,

uo02 AT ERE — MEERIT Y, J@FIHEZ, network reachable reach_notif

u02 BN EE BRI — MEREREIEITE,  malicious nf reachable reach_notif
BRI Z

15
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P ) B 1y ANl

LLM 7347 AR SRR A Y, R SR M E BI52 45 ProVerif; 58 3 A4 SRAZ UERAZR 1Y A1

ProVerif+ Agent 221 session-20261114T234020, 2026-11-14, IKZA: B5EK. % : deepseek-v4-1-flash-
261017, #B%: 69, UEAARS 45, SLFRFERS 16 min, Z#FH 0.129 USD,

ProVerif: J&17 78 MIERH, 78 NEHIE, 0 MLERE, 2s, IEx 38 NEE,

g A2

224
JRAs
SIHTGH

PETEFEN

L

NWDAF analytics subscription lifecycle
19.8.0

—/ NF 5 NWDAF, [E&3FE UE 224 network performance analytics; @I58 /8 H/BUH#IT
5, mEZMOOBEFI, HEBR transfer/i81i7/22 NWDAF,

FERINERAREN T RS E T4, YWEHTUEREERFEIE FioL, FERZEERM
YOI BMERRAIUE FLR M AERES],  EE Rel-19, A AIXIMNEMS K THE SHEE Y
FEHRAEREATA NF; TLS INEIN 14 s, A7 NF ARERECHM NF 19 TLS &1,
OAuth2 subject/audience/scope/expiry & TLS S48 EMARFTRNEZR; AlRSS scope T~ H BN T
TEFTE R SR RESIEIMER, AR GE O AR E. BRERE APT it
2, TR SC Ze, ARRMUBIECRIEFERE: R API 2B W EAH analytics 88 S8
RS, R RGBSR AR AT M RIERTEUE payload £R¥5F opaque, FIRIEEE
1EHAME,

609 MBS HIESC I (498330 F1), SRE FHIFET, AR#REHM s0001 1X255| FH B ix L
R8It —

ST AT AR SRS R -

i E=at] Ly

main 4.2.2.2 Nnwdaf_EventsSubscription_Subscribe service operation
main 42221 General

main 42222 Subscription for event notifications

main 42223 Update subscription for event notifications

main 4223 Nnwdaf_EventsSubscription_Unsubscribe service operation
main 4.2.2.3.1 General

main 42232 Unsubscribe from event notifications

main 4.2.2.4 Nnwdaf_EventsSubscription_Notify service operation
main 42241 General

main 42242 Notification about subscribed event

main 5.1.1 Introduction

main 5.1.2 Usage of HTTP

main 5.1.2.1 General

main 5.1.2.2 HTTP standard headers

main 5.1.2.2.1 General
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SO E ey bl

main 5.1.2.2.2 Content type

main 5.1.2.3 HTTP custom headers

main 5.1.3.1 Resource Structure

main 5.1.3.2 Resource: NWDAF Events Subscriptions
main 5.1.3.2.1 Description

main 5.1.3.2.2 Resource definition

main 5.1.3.2.3 Resource Standard Methods

main 5.1.3.2.3.1 POST

main 5.1.3.24 Resource Custom Operations
main 5.1.3.3 Resource: Individual NWDAF Event Subscription
main 5.1.3.3.1 Description

main 5.1.3.3.2 Resource definition

main 5.1.3.3.3 Resource Standard Methods

main 5.1.3.3.3.1 DELETE

main 5.1.3.3.3.2 PUT

main 5.1.3.3.4 Resource Custom Operations
main 5.1.5 Notifications

main 5.1.5.1 General

main 5.1.5.2 Event Notification

main 5.1.5.2.1 Description

main 5.1.5.2.2 Operation Definition

main 5.1.6.2.2 Type NnwdafEventsSubscription
main 5.1.6.2.3 Type EventSubscription

main 5.1.6.2.4 Type NnwdafEventsSubscriptionNotification
main 5.1.6.2.5 Type EventNotification

main 5.1.6.2.7 Type EventReportingRequirement
main 5.1.6.2.22 Type NetworkPerfRequirement
main 5.1.6.2.23 Type NetworkPerfInfo

main 5.1.6.2.30 Type ThresholdLevel

main 5.1.6.2.49 Type ConsumerNfInformation
main 5.1.6.3.3 Enumeration: NotificationMethod
main 5.1.6.3.4 Enumeration: NwdafEvent

main 5.1.6.3.10 Enumeration: NetworkPerfType
main 5.1.6.3.26 Enumeration: TermCause

main 5.1.7 Error handling

main 51.7.1 General
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main 5.1.7.2 Protocol Errors
main 5.1.7.3 Application Errors
main 5.1.8 Feature negotiation
main 5.1.9 Security

TG SO0 AR SO @ AL BRI E B . — > NF 5 NWDAF, £ 4F UE % & network performance
analytics; I/ HTABF/EGEAITH, &RZMOOEX], HEBR transfer/i217/2 NWDAF,

XIS T

'S BT, i RO ERIPE TS 85 SO A B o U H BRI ZRIB M TR, AR PEBRT A i
WA DA SRR RIS B 03 B sE 8L B S A7 1R T SRR,

ID TIFR MR B LB ik

Z01 HMERERIOAUuth24Z AL NWDAF Bif5: BMFEAD 5.1.9 BRI A] B OAuth2 Client ts-33-
NF RS EHEREZMNE—  Credentials #3241, NRF /EIZAUIR  501:2883, ts-
X subscribe, update, %88, e IR nnwdaf- 33-501:2885,
unsubscribe Fl eventssubscription; 4.2.2.2.2 (s0287) ts-33-

notification, #E.H NRF %R NWDAF fEA MRS BRINK  501:2889,
(ZRURSS ) "FI%H  EEMRUEWAPEE, HERKHE 0565, s0566,

PHE Y =yl $0568, s0570,

Nnwdaf_EventsSubscription =~ USER_CONSENT_NOT_GRANTED 50287

APLIZAL FEEIEARMIZE 544,

W& ZRIS, HAR UE EFRE

TR S
703 TR E 2| HHTRE NWDAF Hif5, HOIEIT  XREX TITHER, H ts-33-
) NF HR55H 4t {subscriptionId} 1 notificationURI 501:2875,
f5: REZIEEEALE (s0303 NOTE 1 R EM 1fc6749:2879,
FEMBRZITZIR, @  notificationURI, PAMEIEESUEAIL  s0303, s0324,
HREFZITRMYTYE A, s0324/50325 1% s0325, s0568,
Y notificationURI, subscriptionld fIfIFR), FFERIEFTEE 50570
HY OAuth2 X, EEFEIEHH T
U BIEIZIT R RS R
D01 AN3%52 2K H ENWDAFAIEA] NF RESHEEME: B 4.2.2.4.2 M€ NWDAF F5i@% POST  ts-33-
T —LFEREE 2T UEIE notificationURI 501:2871, ts-
HITFIM) NWDAF &%, (s0340), HEHEFEIZIERIFFN.  33-501:2875,

TS EGPRIR 2204 (s0388..50390); 5.1.9/s0565  s0340, s0383,
¥, IEHAERPAREE F0 TS 33.501 E3R SBIIER/MIB AL 0388, s0390,

/48 MHAIE, H SBI[E4525¢ 8 MR s0565
i

A03 HRE SNWDAFFITFIERR—3 A, EHEGE 4.2.2.2.250278..50282 (fIJE, 7M. 50278, s0280,
J&, NFRGSHEHRES subscriptionld, PAFR/RA Location B 50282, s0300,
NWDAF £#A R —1T & 201), 4.2.2.2.350300..50306 (B 50306, s0324,
HEERZN 1), 4.2.2.3.250324..50327 (MR,  s0327
subscriptionId 572 N 204)
NWDAF QIJ 2 AR,
NWDAF $#5Z [BUH 2 i
ZIHERE T K,
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NWDAF A1 T A

JEI RG22 22 0 A

ID

A04

R0O2

S05

S04

K02

703.10

uo1

uo02

R
B OIEE AR

subscriptionId

BN RANERAE S —IK

W e e

SRR T S0E R

IR B HAT 5

LREEARSIT FRIFTAE X

RIS B

ST 5 e A

LS

BRAIHITT QAR IR
8 H LY subscriptionId F1
R, IR
TSR RERTHE T B S5,
HWAREMBR 7 — MHBE &
AT 15,

NWDAF #iI NF IR 55
KL ERIOIEE, T
FRigsKR, DANZEERE
H, BRIk, Hit
EERSTAEGI M,
A W A A hERE
o

NWDAF f£ DELETE 7%
FRITED, BZLA termCause £
WHTHRZ G, %
subscriptionld AP =4 i
H, MAEEZE,

BHiZG, EELBkEE
BEHERIT RS TR
UHTYRE R notificationURI
FIERERIRES, TENEEIH:
B RS LR

HR@EA PR TS
B, BRITHEM NF RS
PHEM 4 E R NWDAF
24N, REEAATAT— 77 #S
RAhL, EHEHAM AR
NF,

NWDAF ffif5: FARIERT
FAHJ OAuth? S R% &%
HRIZS P NF /9, HE
5 Ef) subscriptionld 5
notificationURI J& T1%

NF, KA REiT =
LA SRR B
HEZBRFER A S —NHE
g1

NF RS TH S E Qi@ T
HCHITT FEEA: R
H1HY subscriptionld FIEF{:
FRIRTT & T BT
i, Hiz@rHr2ERsn—
MHETE AR,

BETEEHAEM S, NF
R55 1 B8 A3 IHTT
P EREAL, A
AR B AR RN AR IE R
A AR

XRE A

50280 “assign an event
subscriptionId”, s0281 TZfi#1T 1,
$0325..50327 /£ DELETE INFEBRAT
T SChe B B I0H S B RO
i,

AR5 15E RS IE HTTP
POST/PUT/DELETE, Wi A
201/200/204 (50282, s0304..s0306,
$0325..s0327), J@HIZ POST LA
204 7% (s0388..50390); XA
SRR S A,

4.2.2.3.2'50325..50327 (FEBRITH),
s0386 (termCause: NWDAF F/RA
FNHELIEIBEHD, 0283 (FrELTF
i EFERED,

4.2.2.2.350300..s0303: NWDAF &
BOFEMETTE, NOTE 1 B
notificationURI AI &M, DAMEJ4E
BRI ERTIETE

5.1.9 ¥i% API B T4 OAuth2 ZHY

HY SBI iRl 2, TS 33.501 Z3K

SBI &M ME; IBAHIKRLE

eventNotifications T #7115 &
(s0343..50367)

5.1.9 FlIH TIRAEKAL, EURSS &%
VG (s0565..50570), 1HJF A
HUERAT g E R RTINS
RURIN]; RFC 6749 10.3 f5H,
OAuth2 A& B A R IRIRSS A2 it
Fiik, ISR HoREIiE i S hi2
ERRG IR IR F i

s0383: JEFIHEH T
subscriptionld; s0340: JEAIAIEIX
1T RIZ8%E 1 notificationURI;
$0388..50390: 7H 2 FAHEIE AN BL
% 204,

$0300..50306 (FEBTHHT7EE, MM E
KIX) F150325..50327 (T RIS

B, 204) VERA TR MR, X
Fe A A 5 e N 22 P A S0 E
AAIRLBE,

ik

ts-33-
501:2875,
s0278, s0280,
50281, s0325,
s0327

50282, s0306,
50327, s0388,
50390

50325, s0327,
50386

50298, s0300,
50303, s0306

ts-33-
501:2871,
50343, s0340,
s0565

rfc6749:2879,
rfc6749:2827,
50565, s0568,
50570, s0303

s0340, s0383,
s0385, s0388

s0300, s0306,
s0325, s0327,
s0386

DFTERAFE: R R CE S RS R E bR,
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MRS Z 2R, BB

T TSR BRI (T 20 DIt A BETZRESIH, 3t 398 By, i — BT 7R 2N
VEBL, ENBEGE S, SREN LA, KT 24 B, %% 374 R, HIMELE B g AR IR BT 45 A TR

T BBRERIALZ T H AT,

B% sk E R LRI
P001 fc6749:2778- WA RIA HR 5| 5518 MA OAuth BT, A HEHE TR,
ES 2786
P002
P003 1fc6749:2790- Z01, Z03.10,
= 2823 malicious nf
P006
P007 1fc6749:2827- Z03, Z03.10,
= 2850 malicious nf
P010
PO11 & rfc6749:2859- 701, K02, network,
P014 2877 malicious nf
P015 rfc6749:2879- 703.10, Z03,
2881 malicious nf
P016 1fc6749:2885- TETEREIN Rl < ; A API H A Client Credentials $#4X (s0565), %12 Rl
= 2917 A h,
P021
P022 1fc6749:2921- RETEREIN T AR A AL FIEE E ] URL; A APT A,
) 2980
P029
P030 1fc6749:2984- RETEEA BRFTE S O ERAL AR APT RME,
2 3003
P033
P034 rfc6749:3013- 701, K02, network
2 3019
P035
P036 rfc6749:3023- D01, network
3028
P037 1fc6749:3032- IERHER AR T FE % P i e BB TR A R BRI, IERA RS TCIR
E=) 3041
P039
P040 1fc6749:3045- RIETEEIN B, BEUTIESRINE. SR AR, FRREE AR IR
= 3210 XEIETE RS IIRE, NeEasstEiRmE, mEA AP #iH
P062 A B PR HHAY Client Credentials 4%,
P063 ts-33-501:2491-  FLETLEIA UE 5% Z 815 5G A Z 2R IERIRRYME, 5 SBI 24T API LK,
2491
P064 ts-33-501:2495-  AEJEEIN UE/SUPI IAIE, ARSSMILZANRN 5G KR, Pn&nifeikia UE,
ER) 2517 ENINE YN &=
P074
P0O75 ts-33-501:2523-  TIEJEEA X} UE. AS/NAS HUEMEMsEREM, S TIRFEMS A M RN
= 2631 K FNERIEAE UE BREDNTRSHT, L5 K UE BiE,
P125
P126 ts-33-501:2637-  AIEJLREIN % 5GC/NG-RAN %], gNB. ng-eNB il FI/E1 FJE3R; 5 SBI 4347 API
ER) 2761 Jok,
P178
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Bk

P179

P198

P199

P213

P214

P215

pP217

P218

P220

P221

P222

P223

pP227

P228

pP241

P242

P254

P255

P314

P315

P318

P319

P337

P338

P369

P370

P375

P376

P380

P381

P394

ik

ts-33-501:2767-
2811

ts-33-501:2819-
2853

ts-33-501:2859-
2859

ts-33-501:2865-
2869

ts-33-501:2871-
2875

ts-33-501:2879-
2881

ts-33-501:2883-
2891

ts-33-501:2895-
2923

ts-33-501:2929-
2953

ts-33-501:2957-
3081

ts-33-501:3085-
3091

ts-33-501:3097-
3141

ts-33-501:3149-
3215

ts-33-501:3219-
3231

ts-33-501:6540-
6548

ts-33-501:9656-
10917

EH
AMEEFEIA

AMEEFEIA

BRI H R

BRI H R

701, D01, A04,
network,
malicious nf

BRI H R

701, 203.10,

malicious nf

AMETEEI

AMETEEI

AMETEEI

A IR H AR

A IR H AR

AMEEFEIA

AMEEFEIA

AMEEFEIA

AMEEFEIA

IR JEIR
AR (RRC/NAS) #1 SEAF LRSS ; XL EAR API
#J SBI 5%,

X} UDM. AUSF il UDR %£08ERIZOKR; P [ SR e ke
W, A ER UE PRI,

KTIBEREEERAIERIE, JEEERk DA At

NF R IATEMHONLUE M, 2B, BRI, A APT 2RSS
HEE, AL,

fililR NRF 7ERZBIAIRE % 2 AR

NEF Z3R M SCP 3K ; FnEREE—MHEEE S — 1 NWDAF Z A4
i SCP B NEF HYEfEiEMS,

a7 (IPX. SEPP) HIROMNMEG %2 4, E5HRE
s

SEPP. N32-c/N32-f, # PLMN MR IPHT IPUPS; FNEfEE—1

PLMN Z A,

4H% PLMN/SNPN 3k; iXJ2 M5 HES AV, FEA APT MR,

B2, Zen WHHIZE R & ] LB M,

AS/NAS fRIPRIEERRTFRIRTRE RS, SRS I SO AR FOE,

EF MR R 2 2R FREN.

5G-RG 1 NSSAAF %3k; 57K API 5K,

N3 P mE#EO B2 4,

EAP-TLS f{EF1 IAB Z2E K,
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B% Hak EN ASTE R

P395 ts-33-501:11439-  A{ETEEIA MBS B >] NEF E3R; 574K API %,
S 11901

P398

S 5TNZOIE, BIUR & B &

6 TR E RIS 57 MZ R REZR TS, 322 T A& xR 1o 5%
HZHIX NS 57T EARXME, SENT 2R, & 7RG FRAR 15 I, %IRRT 7 01, 15 #sRE MR
KRG B—TUE2MCEZ AT KT,

ID 2575l B BGahEXE ENdin A
S01 NF service consumer 2577 malicious nf
S02 NWDAF 2577 fwEXeiRs ZXHEENERECT NWDAF FHZERLERITTA; WRE

RS, EFTRIEAI UL E SO ARAE, T SCRRFE AN ISR
f9 NWDAF R AZRH AT —5%

S03 NRF S577 g LR g? RIMIRSS 3, BRSF, PTARBUIERELE HiH R

S04 UDM 2577 NEEEN F P R EEAEY J A UE 4T PrEiife 24k UE RE
HIRIZSPERE, BT SUPI 8¢ GPSI,

S05  HAh&TE NF 257 malicious nf

S06 HAh NF & 257 malicious nf

S07 OAuth2 access token 18 malicious nf

S08 scope nnwdaf- (1 malicious nf

eventssubscription
S09 scope nnwdaf- (1 TAETEEAN nnwdaf-eventssubscription:transfer Y| & 11T 555,
eventssubscription:transfer 155 T K HHERR,

S10  F /AT s fE AETEEA FPRIET PEURIET Nudm_SDM KB FERiFEE S
UE, %W & UDM &2 H,

S11  subscriptionld & malicious nf

S12 notificationURI LI} malicious nf

S13  notifCorrld =] WEHEEAREL AR R BRI R RERE; ERRPUEAAR
7, AN NMHREEE

S14  HEEH N malicious nf

S15 eventSubscriptions (1 malicious nf

S16  ITHIE IR LI} malicious nf

S17  ITTHIE R & malicious nf

S18 ITRMRAS & malicious nf

S19 JEXI {1 malicious nf

S20 notifFlag K7 {1 AETEE N notifFlag A& FIERECIKZSJE T EneNA RifE, Fmifkinifeik
AN HLEAEE,

S21  HAEAIEL (1 malicious nf

S22 T EdE & malicious nf
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TARVERAE S BB S AF FIESR

RfiFHONERE, EEERZAMERE; SMERMEXDLREE Nid®, BT IEasEIZK
i E PAZIERG R ER, ERBAZMETOERT, IEISE R MEE KB ERIRE A 1L
BB, 22 BTTRR A B A MM RS E RIS i

Wi LEEER R sk
network HAMY: ERERI, . BRMLIENHE,

AR —T7 R

malicious nf ‘B HCH NF &, PAK NRF AW, & (ESEEIIMEIMBREESRHEECE  t5-33-
A nnwdaf-eventssubscription YEEIFIE AL OAuth2  #EILEREATE NF X9HFK; 5.1.9 #EfE—  501:2883, ts-

il AR, R E R PALAE i & 438 H MIYE R nnwdaf-eventssubscription #7451  33-501:2875,
Subscribe, Update, Unsubscribe 7N @A, & ERAGEEE (s0565..50570), 1 TS s0565, s0568,
A DAMREE. ERRIEHIREINEAEE, ErfFE 33.5015.9.2.1 H¥EK NRF &% NF, F  s0570

ME & th g T 2 MEHIS —HRE D R NWDAF {0817 5 H AR E,

subscriptionld 8¢ notificationURI,

D network malicious_nf
201 | AYA &AL
703 TBE % AL
DO1 YT AL
A03 YT AL
A04 TER TEER
RO2 TER TBER
S05 TBE % TEER
S04 TBER TER
K02 |5 AYA RAT
203.10 BRAT. AL
uo1 | AYA FRAZ
uo02 TBE % TEER

JESCH H bR

HiGk: 609 MNESZEATT, 498330 1, RESFE source-delivery-01.json H, HAx: 11 DNEMMHE (Z01, 203,
D01, A03, A04, R02, S05, S04, K02, U01, U02) ; FrlAl[Al@: 3 1, HARGREFLEERRM, A -
approve-targets,

18 I EH SR L ERINE ({155 decisions: auto) FIANARE, (LIRS
« approve_package: fIt/fEJ S £ protocol-9d033e9fb7e29d6bc9a30e01de6b

AGREAMR: 2 DER 2 1NKEBD, 0.000 USD, HiA 422144 /> token, Hith 11079 /> token, 286 ),

KT USRI B
T E AR AR AR
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B His Ktk J B

50 701, Z03, Z03.10, plain_primitives SBI (XW[A] TLS) 2ufi ssUdA, (HFBARSAMBEA AN, OAuth2 &
D01, A03, A04, [N BRI =TT, TERASHISHAUD 73BT, (R ok AT AmT T
R02, SO05. S04, K02, R eVEsPiE e, FTER TR, AR AR B R
U01, U02 A XA by BRILZAN, SRR S AR5

LR

£ model.pv EEIE T+ AN HFR, 1ZERM % subscribe. notify Al unsubscribe 7ifE: SBI % sif® 4" (%
&, AR INE, ST RIEREITT) ; OAuth2 2R H NRF &4 3 H NWDAF %5 ; — /ML
e, DN— DRSS E RS NF,

PAREEICEUERARNL, BIERA N IR E RIDX R R AT RE R AOL: A AE— NF R 2R, (LMRIEAT
Rtz (201, IR NFRGERFEAKR; 201 PS5 EBEERNIR—FERIEH, Rz eIk UE
RE); EHZLINE, gEERNTRERE, HEMMERGEEAAS (D01, K02, U01); JHZEHE M 201
EHESM (A03); FRLE— NF FLHAREN S — 1> NF i (203.10),

KI—19948, ¥ 203, Z03.10 F1 A03 B % : NWDAF RE BTS2 0lE e ts, Kitks—
A Rl —VE A B A NE 1] UBTT H9EH B2 6121 subscriptionld, NWDAF IS HIBRIEE 1H 25 MA
FORMERAITT ], R SCARFEFTE SN (s0278, s0324..s0327), RFC 6749 t45H OAuth2 JToikiE % IEAR
S A SRR AN, R IEH FUE_EARIC NAIER, K4 TS 33.501 HERE NF #56E A TH
B BE: B EARSRIE—[FICs, HH1E Update FI1 Unsubscribe I HE{THE#G, %N EAEBRIATEIA
FRE: ICRNENEEE, ERREDERE, ER T =100 RNER R,

HAHPRWHRSE: AN HFR (A04, R02, SO05. S04, U02) {iEid alJAPEREIZ, KI2H ProVerif By G
W, TCIEFORIT R MIBREE e, B R e BG4 AR, A RREET . N —2 2Ea i
Al K IHZRERN NWDAF B2 =, ITHRPRSIRRERS(Z1, BEEXTER, EE —RERE. KESHTT
OB FGHATIRASH A, notes.md FICSK T ABIENE R FHI: BAAFF 75 = NF I, K& DM
MERE IS RN AR — NF RIENKEERNE SR, PUT REHME, K notificationURI B & [A]IX —[FI
BRACHRE B 1A) R s0303 1R1E, TR,
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