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Nnwdaf_MLModelMonitor_Register, _Subscribe and _Notify in a plain run

NWDAF containing AnLF NWDAF containing MTLF NRF
NF service consumer, uses the ML model NF service producer, monitors model OAuth?2 authorization server
input: NF instance identity, TLS aceuracy input: NRF instance identity, token
credentials, modelld input: NF instance identity, TLS signing key

credentials, ML models to monitor

Service access authorization

Nnrf_AccessToken_Get = scope = Nnrf_AccessToken_Get
nnwdaf-mlmodelmonitor, audience = »>
NWDAF

access token issued = issuer = NRF

access token issued subject = AnLF

< audience = NWDAF
scope
expiry
Register
Nnwdaf_MLModelMonitor_
Register, POST
Nnwdaf_MLModelMonitor_Register, POST .registrations
.../registrations = modelld, L
consumerld, access token
check the access token
signature, issuer, subject = TLS client
certificate, audience, scope, expiry
o 201 Created 201 Created = registrationld stored,
- Location header
Subscribe
Nnrf_AccessToken_Get = scope = Nnrf_AccessToken_Get
nnwdaf-mlmodelmonitor, audience = >
NWDAF
access token issued = issuer = NRF
access token issued subject = MTLF
< audience = NWDAF
scope
expiry
Nnwdaf_MLModelMonitor_
Subscribe, POST Nnwdaf_MLModelMonitor_Subscribe,
../subscriptions POST .../subscriptions = modellds,
- notificationUri, notifCorrld, access
token
201 Created = subscriptionId stored, 201 Created o
Location header -
Notify
Nnwdaf_MLModelMonitor_Notify, POST Nnwdaf_MLModelMonitor_
{notificationUri} = model Acculnfos = Notify, POST {notificationUri}

modelld, accuracy
anaFeedbacks = events, modellds

check the notification
notifCorrld and modelld of its subscription

204 No Content

< 204 No Content = notification stored
last check: the token of the MTLF has the last check: notifCorrId and modelld belong to issues access tokens for the
subject of the requesting instance the subscription nnwdaf-mlmodelmonitor scope
sends the notification, receives 204 No stores the notification, answers 204 No
Content Content
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An NF with a token of its own registers another NF instance's consumerld

NWDATF containing AnLF 2 NWDATF containing MTLF  NF instance of the attacker NRF
the instance whose consumerld is NE service producer legitimate NE, dishonest authorization server
taken input: NF instance identity, input: NF instance identity, input: token signing key
input: NF instance identity, TLS credentials TLS credentials

TLS credentials its own NF instance identity and TLS

credentials
a valid access token issued to itself for

the nnwdaf-mlmodelmonitor scope

Narf_AccessToken_Get = scope N AccessToken Gt

= ) : >

audience = NWDAF

access token issued = issuer =

access token issued NRF
subject = the attacker's instance
audience = NWDAF
Nnwdaf_MLModelMonito Nnwdaf_MLModelMonitor_
r_Register [forged] Register = modelld, consumerld

= ANLF 2, access token of the
attacker's instance

201 Created = registrationId, 201 Created

Location header

its registration records are not accepts a registration whose holds a registration attributed to issued a token whose subject is the
consulted in this run consumerld names ANLF 2; the ANLF 2 attacker's instance
peer is the attacker's instance

stores it and answers 201 Created

o B2, NFEH HCOEIDHEN NFSZ Econsumerld 5% W7 A07; Wi 714 a07_body_nf. *
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An NF with a token of its own registers another NF instance's consumerld

NWDATF containing AnLF 2 NWDATF containing MTLF  NF instance of the attacker NRF
the instance whose consumerld is NE service producer legitimate NE, dishonest authorization server
taken input: NF instance identity, input: NF instance identity, input: token signing key
input: NF instance identity, TLS credentials TLS credentials

TLS credentials its own NF instance identity and TLS

credentials
a valid access token issued to itself for

the nnwdaf-mlmodelmonitor scope

Nnrf_AccessToken_Get = scope
~ nnwdaf-mlmoc i

Nnrf_AccessToken_Get
»

audience = NWDAF
access token issued = issuer =
access token issued NRF

subject = the attacker's instance
audience = NWDAF

Nowdaf_MLModelMonito Nnwdaf_MLModelMonitor_
r_Register [forged] Register = modelld, consumerld
= ANLF 2, access token of the
attacker's instance

201 Created = registrationId, 201 Created
Location header
its registration records are not accepts a registration whose holds a registration attributed to issued a token whose subject is the
consulted in this run consumerId names ANLF 2; the ANLF 2 attacker's instance

peer is the attacker's instance

stores it and answers 201 Created

o &3, NFEH HCOEIDAHER NFS X Econsumerld 5% M77203; Wi 714 a07_body_nf. *

An NF with a token of its own registers another NF instance's consumerld

NWDATF containing AnLF 2 NWDATF containing MTLF  NF instance of the attacker NRF
the instance whose consumerld is NE service producer legitimate NE, dishonest authorization server
taken input: NF instance identity, input: NF instance identity, input: token signing key
input: NF instance identity, TLS credentials TLS credentials

TLS credentials its own NF instance identity and TLS

credentials
a valid access token issued to itself for

the nnwdaf-mlmodelmonitor scope

Narf_AccessToken_Get = scope N AccessToken Gt

- daf-mlmoc

audience = NWDAF
access token issued = issuer =
access token issued NRF

subject = the attacker's instance
audience = NWDAF

Nowdaf_MLModelMonito Nnwdaf_MLModelMonitor_
r_Register [forged] Register = modelld, consumerld
= ANLF 2, access token of the
attacker's instance

201 Created = registrationId, 201 Created
Location header
its registration records are not accepts a registration whose holds a registration attributed to issued a token whose subject is the
consulted in this run consumerId names ANLF 2; the ANLF 2 attacker's instance

peer is the attacker's instance

stores it and answers 201 Created
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