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NF service consumer

NWDAF containing AnLF, NWDAF containing
MTLE, or LMF

input: identity, notifUri, OAuth2
token

Subscription

Access Token Request = client

NWDAF IR {22

Nnwdaf_MLModelProvision: Subscribe, Notify, Unsubscribe

NWDATF containing MTLF
the model producer
input: trained ML model files, NRF
signing key

Access Token Request

2M:5#71: Subscribe — Notify — Unsubscribe

NRF
authorization server
input: client registrations, the
nnwdaf-mlmodelprovision scope

credentials, scope
nnwdaf-mlmodelprovision

access token

access token = token

A

Nnwdaf_MLModelProvision_Subscribe

Nnwdaf_MLModelProvision_

(POST /subscriptions) = notifUri Subscribe (POST
mLEventSubscs{mLEvent, /subscriptions) N
mLEventFilter} o
[notifCorreld]
[eventReq]
subscriptionld = new
store notif™" 51 roared = 2ed events
NwdafMLModelProvSubsc
_ 201 Created Location:
<

Notification

Nnwdaf_MLModelProvision_
Notify (POST {notifUri})

{apiRoot}/nnwdaf-mlmodelprovision/
<apiVersion>/subscriptions/
{subscriptionld}

mLFileAddr = address of the model file

the trained ML model file for the subscribed event

Nnwdaf_MLModelProvision_Notify (POST
{notifUri}) = subscriptionld

<

accept
check the subscriptionld against its subscription
store the notification

eventNotifs{mLEvent, mLFileAddr,
[notifCorreld], [validityPeriod]}

204 No Content

>
Unsubscribe
Nnwdaf_MLModelProvision_
Nnwdaf_MLModelProvision_Unsubscribe Unsubscribe (DELETE
(DELETE /subscriptions...
»
/subscriptions/{subscriptionld}) = o
{subscriptionld}
remove the subscription
the subscription identified by {subscriptionId}
204 No Content
<

holds subscriptionld and, per event, the
mLFileAddr
answers 204 to a notification and later
deletes the subscription

IHTHIFEREIILT R D2 204 T4

2 KW

stores notifUri and mLEventSubscs, sends one
notification
removes the subscription on DELETE

B 1. SRR AT AUE B P

B 72, DARERIER SR E

issued the token the consumer presents

o
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p S| PIBRYEA B 55 R

EEHEIN 2 XHREEAETE

i [

W HIER A03,A03.9, D01, A08 (M5 3°19)

i <iin ProVerif attack queries a03, a08; Figures 2, 3, 4 and 5

BT 20 Notify #2/E2—> HTTP POST, {HZR&7EH notifUri HHE32E, THPE#E K subscriptionld 5 H
FEEMETIER, (ERAEMANBSRIRZRET, R R ANERHE FAARIRAFE mLFileAddr, KL
223 subscriptionld A NF A] ARG — S50 AL, #5407 B e AIE, HAPRIRTTRE R, HRE S
BIIRE 204, BRYERIZHHEZ BT EI% A E MTLF IR IX,

BB RE 40 MSMEZED EN—NMIE; THRESH, tAFRZESH, subscriptionld AT M 201 Created
i . BB HIAS B 12X, notifUri A M\ Subscribe 17 3K 1328%,

W ERE RN 40 IETRE WS | S REBGEFIEEMN ML AR IS HA T arees, REEE MTLF M
NWDAF AL fiid iR, e Rttt Rt ROssa AR A8 & PX — i,

Any NF that knows the subscriptionId delivers a notification the consumer accepts, with a model address of its own

NF service consumer NWDAF containing MTLF NF on the SBI
the subscribing NF the ML model producer any NF that can reach the consumer's
input: identity, notifUri, input: trained ML model files notifUri
OAuth2 token input: the SBI

the subscriptionld, read from the 201
Created or from the notification
the notifUri of the consumer

Subscribe = notifUri, Subscribe [observed]

mLEventSubscs

201 Created [observed]
< 201 Created = {subscriptionld}

Notify [observed] Notify = subscriptionId, mLEvent,
mLFileAddr

Notify (POST {notifUri}) [forged] Notify (POST {notifUri}) =

« subscriptionld, mLEvent',
mLFileAddr'
204 No Content = acknowledgement 204 No Content [observed] -
of a notification no MTLF sent .
stores mLFileAddr' as the model sent its own notification of the same
address of its subscription subscription
no MTLF sent that notification the consumer also holds a notification it
did not send

& 2. {EfAIRITE subscriptionld fY NF #REFIE— NHTE SHZANER, FFHEH B CROBRIME, T A03; Hdi& i a03,



NF service consumer

the subscribing NF
input: identity, notifUri,
OAuth2 token

Subscribe = notifUri,

NWDAF BRIHR BLZ2 427347 Subscribe — Notify — Unsubscribe

A notification naming an event the consumer never subscribed is accepted for its subscription

NF on the SBI

any NF that can reach the consumer's

NWDAF containing MTLF

the ML model producer
notifUri
input: the SBI
the subscriptionld and the notifUri

input: trained ML model files

a notification body of its own making

Subscribe [observed]

mLEventSubscs{mLEvent}

201 Created [observed]

A

Notify [observed]

201 Created = {subscriptionld}

Notify = subscriptionld, mLEvent,
mLFileAddr

Notify (POST {notifUri}) [forged] Notify (POST {notifUri}) =

204 No Content = stored under the

subscriptionld, mLEvent',
mLFileAddr'

204 No Content [observed]

subscription

accepts a notification whose mLEvent' is

not the event it subscribed
the subscriptionld alone is compared

3. — IR TR

NF service consumer
the subscribing NF
input: identity, notifUri,
OAuth2 token

Notify [observed]

v

never notified the event mLEvent'

HMARIT R AERIEA, = PAHIT R4 X idesz, PEi A08; Bl i a08,

The mLFileAddr is substituted and the consumer stores the substituted address

NF on the SBI

any NF that can reach the consumer's

NWDAF containing MTLF

the ML model producer
notifUri
input: the SBL
the subscriptionld and the notifUri

input: trained ML model files

the event identifier

Notify = subscriptionld, mLEvent,
mLFileAddr

Notify (POST {notifUri}) [modified] Notify (POST {notifUri}) =

204 No Content = stored with the

subscriptionld, mLEvent,
mLFileAddr

204 No Content [observed]

A4

substituted address

stores a model address the MTLF never
published
the event identifier and the address are
not compared

published mLFileAddr

4. mLFileAddr #7854, {HEE 708 70 Hepysthht, M5 DO1; Bdi#& i a03,
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T'he accepted notification has no MTLF notification run behind it
NF service consumer NWDAF containing MTLF NF on the SBI
the subscribing NF the ML model producer any NF that can reach the consumer's
input: identity, notifUri, input: trained ML model files notifur
OAuth?2 token input: the SBI

the subscriptionld and the notifUri
the event identifier

Notify [dropped] Notify = the notification of the
P
subscription

Notify (POST {notifUri}) =
subscriptionld, mLEvent,
mLFileAddr

Notify (POST {notifUri}) [forged]

A

204 No Content = stored as the 204 No Content [observed] -
publication of the model .
accepts a notification for which no MTLF its own notification was sent, but the
run exists accepted one is not it

no sender is identified
& 5. $RZ @S 57 A MTLF (EANE1T, YEB A03.9; Kdi#if a03,

LB, 1EEE MTLE ) NWDAF 4@ AIA (subscriptionld, notifUri, ZFH{FFRIRST. mLFileAddr) %%
%, IFILIEBRE @R E 204 Z#, AHITFEER MTLF JIEIZ% 4, ExBRAIEE Lok
B R TPEZIE RS MTLF KIEZ [AA X R E RS EIRUE, [EFRED AT, HMm T idsm
BERRIFFAZ, FONBAAZ AT AEE notifUri B AT LRI 452 — 25 A N & 48 HAHZ O 19
TEH,

JH ProVerif E/%, ZBERBHABRRAIEIZAH: Nnwdaf MLModelProvision_Notify &K #4 H & MTLF
[} NWDAF X (subscriptionld, notifUri, S FHRIRAF, mLFileAddr) [I%544, NF AR5 20& fEAZ i@ AR [
204 Zfif, FHEITHFTER MTLF KUEiZ%4, GNHELL, notifUri 7 TEZKK N, KIIEFITCIEEETE
FE| AR, EEBRUEHIER ) ProVerif UEBH T a03: X TEARE A AIGRE, PRI B IEH ARy Al
PRI, HA 9 PMEICRIERREFAE, XEMEMPPIPRRE: ERAIXERIEBRERI P IER TIiX—IX
i, MARHEASTIAH MA@, BREHER: records/fixes/0044-fix-signed.pvs

2.2 T RSS2 R ] PR AL T 2L 1T 5

S PRSOITEA B 8955 5

PRI THE: XRRAE T 57, SkRERER
Hrie =

W RIS z03 (W55 37)

i ProVerif attack query z03; Figure 6

KT 24 % APL WEEANIRSS @ X T B—1) OAuth2 JEH, &6 R IFEHKEIRIERIITERE, i DELETE 1Y
JEITEE 12 HY {subscriptionld} "EALTT B, Rk, NWDAF &ML H/RIZARSS S AT NF BIBRITH, it
NF 25008 7%, BRE /R HEMNMEERENSEAIEITE, #5 — MEEREE RIS EMER.

WtiB T 4. — DN nnwdaf-mImodelprovision YRR OAuth2 15Af% ((EAA E4Z XA NF RS 7%
HERE), DAZEED subscriptionld, 5% fE Location SKAN 25 i@ AT AT DARH S (& Hi

YA RER 2 20 EATESRANAT NF #RRELR 1L 55 — M BB AT ML ARAUIT B, I B2 28 1% T8 28 35 AT
RURERIEE BT, 52 %5 RAES A A IEAEIA,
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An NF with a token of the service deletes another consumer's subscription

NF service consumer NWDAF containing MTLF NF on the SBI
the victim, owner of the subscription the ML model producer another authorized consumer
input: identity, notifUri, input: the subscription records input: its own identity and
OAuth2 token token

an OAuth2 token for the
nnwdaf-mImodelprovision scope
the subscriptionId of the other consumer,
read from the SBI

Subscribe = notifUri, Subscribe
mLEventSubscs, token of the victim

201 Created [observed]
< 201 Created = {subscriptionld}

Unsubscribe (DELETE

/subscriptions/ Unsubscribe (DELETE
{subscriptionId}) [forged] /subscriptions/{subscriptionId}) =
-~

{subscriptionld} of the other

consumer, its own token
remove the subscription
the identity in the token is not compared with

the creator

204 No Content [observed]

v

its subscription is removed at the MTLF removed a subscription created for
no further notifications arrive another consumer
owners are not compared

6. 1A RSS2 R NF iIBR 15— 2B RIT B PR 203; i if 203,

PER, 1EEE MTLF f9 NWDAF £XT I BIFTH X DELETE AT FKATHIR LM AR NF 543
SAEZAT R SO TR, AFERIRE 403, fEZBRIER EERE: TR RMUIT FTE &
RRZNEWRERIE, EFEEIEZEL, HAEIDRERRR A,

JH ProVerif 2%, ZIELEFCEERPI—DNEIAAF: 5 MTLF i NWDAF 10T B AT A 35 RIZ AL
DELETE: Eitfrtn2 AR NF S50 51T RAIERE (BIAXAIE POST WAR—77) BG M T
£, MAEEZAE#EH nnwdaf-mlmodelprovision 1€ A2, TEME MG IS | ProVerif IEFH T
203 IZBGETEARE A TRE, PMXEY normal run 5RERRIRE], HFE 11 FOICRNERREFAL, XN
R ERRE: ERAZBREBERPERR TX—%dE, HFARHERS I AR, B2

records/fixes/0035-fix-owner.pv,

2.3 CidsRIEATR 8 BOF Y PR HE R 5Z

E S PRSI A B 1955 5
EEHEIN & NRBEREEH

Hrif i

BRI A04 (LEE 371)

i ProVerif attack query a04; Figure 7

K% 71 4. NwdafMLModelProvNotif 747 1H 2% & A E I 745, nonce S(EF AL, T notifCorreld 52
AIERY, EANFR—IT & AEAEAAER, Fitk, 78 SBI RidstH)— 4@ AR AR POST [F—1
notifUri, FHAF 058 — SmidE Al

BB RE 4 ERFEEO ER—DE, DU — SRS R Al,
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RGHRER ST 20 MBS REX A — IR ATRITE), EHITAEM BERIXEH P B (AR
B, EFTIgmR) B SAEIFARR MTLF &R RHE R,

A recorded notification is posted again and stored as a new one

NF service consumer NWDATF containing MTLF NF on the SBI
the subscribing NF the ML model producer any NF that observed a notification
input: identity, notifUri, input: trained ML model files input: the SBI
OAuth2 token one notification recorded on the SBI

the notifUri of the consumer

Notify [observed] Notify = subscriptionld, mLEvent,
mLFileAddr
204 No Content
[observed]
204 No Content = acknowled >

Notify (POST {notifUri}) [replayed] Notify (POST {notifUri}) =
. subscriptionld, mLEvent,

mLFileAddr, unchanged

204 No Content [observed]

204 No Content = stored again >
stores the same notification a second published the notification once
time

cannot tell the replay from a new
publication

Figure 7. ELICSRAVIBRIHFHR POST JAZAiEHTIE A, £ A04; attack query a04.

LB, £ NwdafMLModelProvNotif A —/NH & MTLF ) NWDAF NEZ@EAIER,. HXEMNT
FEIME—AOME GEXIFS S8 nonce), FF1ETH BegiE 40 HAH B w2t @A,

J ProVerif E4%, RKZ: %EKA NwdafMLModelProvNotif ZI 7 —/ M@, i@ s 7 RA
P FBOUHE,, R EEIFIBITE,.

2.4 HPHIBIT R @AW A7 i

E S PRSI A B 1955 5

AR 2 XREREEE

Hrif i

W RIS S05 (L5 3 °19)

i ProVerif attack queries s05, s05b; Figures 8 and 9

K% 7112, DELETE £t & MTLF i NWDAF &BBRITH, F£PA 204 #iiA, (HIEZEE IR RFE notifUri
FFAR, HiZmAER A A e MERIE L5 X ERBRIT IR E A, 25 B N IBIT B — S8 AR E A
DELETE f5— 458N, ProVerif 2IIK 788 k#5352, JBHIBHERE,

Yk BERE 4, FERSAED EN—NIE, —SKEBITRIVEZE B A, DA EH W

subscriptionId,

YL B RER 2T 20 TH BB AETE RAZ L RO B K A 2 SR 5 A7 (9 B IR R % A, HODUT RPE N A RTIR
A R RAEITE, HEREIERZRRT T3,



NF service consumer

the subscribing NF, unrolled to three
steps
input: identity, notifUri,
OAuth2 token

Subscribe = notifUri,

NWDAF BRIHR BLZ2 427347 Subscribe — Notify — Unsubscribe

A notification is stored after the DELETE was acknowledged

NF on the SBI
any NF that observed a notification

input: the SBI

the notification observed before the

NWDAF containing MTLF
the ML model producer

input: the subscription records

unsubscribe
the subscriptionId and the notifUri

Subscribe

mLEventSubscs

v

201 Created [observed]

Notify [observed]

accept and store
the notification of the subscription

Unsubscribe (DELETE
/subscriptions/{subscriptionld}) =
{subscriptionId}

201 Created = {subscriptionId}

Notify = subscriptionld, mLEvent,

mLFileAddr
Unsubscribe (DELETE
/subscriptions/
{subscriptionId}...

remove the subscription
the subscription is gone

204 No Content [observed]

A

Notify (POST {notifUri}) [replayed] Notify (POST {notifUri}) =

204 No Content = stored for a

subscriptionld, mLEvent,
mLFileAddr, unchanged

204 No Content [observed]

subscription it has deleted

received 204 and has deleted the
subscription
still accepts and stores a notification for
it

Figure 8. £ DELETE #HiiNG, —Z@XIWFEE, TER S05; attack query sO5b,

NF service consumer
the subscribing NF
input: identity, notifUri,
OAuth2 token

Unsubscribe (DELETE
/subscriptions/{subscriptionld}) =
{subscriptionId}

v

removed the subscription at the DELETE
holds no subscription for that identifier

A notification for the deleted subscription is still accepted

NF on the SBI
any NF that observed a notification

input: the SBI

the notification observed before the

NWDAF containing MTLF

the ML model producer

input: the subscription records

unsubscribe
the subscriptionld and the notifUri

Unsubscribe (DELETE
/subscriptions/
{subscriptionId}...

204 No Content [observed]

Notify (POST {notifUri}) [forged] Notify (POST {notifUri}) =

204 No Content = stored after the

subscriptionld, mLEvent,
mLFileAddr

204 No Content [observed]

unsubscribe

deleted the subscription and answered
the DELETE with 204

keeps listening on its notifUri and stores

a notification for it

Figure 9. 6 EMBRIT FIREFI #4552, 1R S05; attack query s05,

removed the subscription at the DELETE
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3 KAt PR

G—1THER R — RIS ProVerif HIME, S5 ProVerif M 73 #r & FIPMRLE AR, HE DA SRR 2
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ID PR BoErieEE 4531 Wi XRRECE

A03  JEFNVGERLRG RIXVLEL, THIRE R SR, BEA DR T E I AVAREEE -
FIHRAEEIZTT: ZISTTHIE P BLATRYIT A SRk, @RI 1M
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B IR FRNRAIAILIZTT, [F—IBERREsE & 52 I anaEsl, (1™

)

A08  JEFNFEILECA ST, HZREESZAEA], H subscriptionld, FHfE TC E DAY AR S
FRAS mLFileAddr S5 BON E 28 B 7E LT B Hh 48 Y notifUri 5 11K
mLEventSubscs, HARBEE A H AT 7 B H 03O E, %)

D01 JEFNERADR N, HRE RN R ERE N AT PR EEN— E D AYAR -
IRELSE A%, JEKNEAR (subscriptionId, eventNotifs, mLFileAddr) 5 (1 NK
RIER—B %)

701  PAEREAASME, TR, FE MRS BRSO 7 AT w =2

18, REEERTRERAIRS#HRE RN, i nnwdaf-
mlmodelprovision 1 FIEU A R RN A R 32,

703 ZMMYPEFIHBEN, R TRSE R ERISEA, TREAE THOL & T
THAMITE], HAE R S B HAMSZ LRI, G274
)
So5  JBITEJCHEH, TEFRMLE SOACEIRIT (MBRITED) ZfE, HHRELR L KN VA
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)
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A03.9 WHEZNEAE HIZIR, HLE GRIEZIER, EAERT TR T K AV
H—IRESLEHZTT, H subscriptionld 554 —5, RS
i)
U0l RIBATHIJCHEAL, ITEAOIELNUE, HIRE BT 1% Jc AL ® B

subscriptionId HIEA]; 232 BB EIARR B AL EITT 58 1

FITER R [ R 0 2 B [ 2

i) % (&Y

Q1: subscriptionld 587  HEIEMSKEIENSE T H CRFERITFMRIRTE, X0 MMEREE S TEER L A08.8,
. notifUri, TTRISME 32, BRELZAN, XPCCBCASZERYT: RSSO EE— NF AT DALEEZREHEE EAIE A8, A03
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fin) Bl fied
Q2: B I@AIN MARITH &, IBRIZRFEEEEE notifUri [ HTTP POST, MEAHET RIRKE, KILHEEER  A03.9,

VEFARMEREENF  ZANERRATOH MTLF RI%; CIdRAERNE AT DO HTE ], A03, A04

Q3: XMITPIRIEARMS RIS 403 5 500 ZIX3ITHY, WSRHIAEE X G AREEA, BREIAES: U1,
IEIEAB R RO E QUM AR RTT FARRATHE SR, BRICIAME R XN R S H A08.8

IR E MTLF, RO EARTE SRR R AE Rl — 2 AN B2 AR RIS Lo

4 AR iR R

X H g RZ IR ERVEEIR e B RTRUE BT B A B AR S AUV BRI L R A T AL R
REgA T2, A RATASEEL,

AT TR, AR A S L A

AR B RN R E A I — @i, Bty (TLS, TS 29.500 28 13.1 %) TEHITHISCARZ
Ak, REEE, FERGENEHETEE B ZHIER (IhIER 201 Created) HIB T BB =Y, FF
FUHARIC,

BRI NF 517, NRF [WEM7ERS O LIER— 8 LM, R R Mgk EE S5 e
FUNF ZR—PNRdEE; BN AR 5500 — Mz,

OAuth2 R K& . RIAE P i INIEH — NMEH S O f B — RS IERBIE % SRR, TS
29.510. 29.500 F1 33.501 AL A M,

PSR B R A . BT mLFileAddr, N, TER AT NEGERMEET SR Z 4, H TS 23.288
% 6.2A.0 FKRIAERIAL,

HERE 7T - MNE%HE S — IS MTILF I NWDAF [ifif2, ADRF, BEH#S], #ifitk= g, 78
e, PUT B, B @AM 307 #1308, expiryTime AR Z<I A ia] U5 #R A0S 2
THARESZ— N2 MMIE; model.pyv BlE T EMAEZ, bounded.pv EIHFEHE B EI =20, HBEFIRM
ER FUX P IR, IRSH EID T T IX S 2 AMIE

5 EICRATA A :

S05 Y& MR AL A — IR (% D)o

ARV EMERIZ 4, DU A ARERRRE, WK A,

10
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Bk A BARTEBRINIR

R H O IE S A RAME, MARIESRIESR: REERNMBERET 4. RBREIE
2o, REATZIEAEREM, DARERZRIME.

A03: JE IS fir 421X VLAL

HERE FRIEZ —5E M, #FEE—DILE RS 21T %I T HIE 25 LRl iiT big Kbz, Hisxl

HHY subscriptionld, SRR SIEREET A A HE—.

HEREREZ T HEIFIFHEA MTLF ZIEAEA], RSS2 0 - H1IE subscriptionld HY NF A] PAAITH 285 1Y

notifUri %1% — 2% A (L R A ARIR AT BRI I @ A, 1M 208 STEMEZIEAIFFIRE 204,

o G5 ARG (LA I TRRIA: 2 AT

o MME & IXEEEMRSSH AT MBI R Z IR FEZ IR, CRARPRIAR RS S, HRFRA A
7&?0

o XiRHERRIA: &

o MHE: RFSMZORBEGEWMEN —DEE, AR HRMERORT, ; HIE Ay (@R
f] subscriptionld 5 HAFH Y subscriptionld AT EEER, FITCHEHAM; SCARUHE HLEA T 20

o RO JEAING RS E SR E A IETT SR, XRKBER R, Mk ERAN 7 INIE A
NF, TiAERTIT A MTLF,

o N—%: G4\ ENR ARG ME AT HA MTILE KB RIE T ; &S M E R E eI,
N AERRTEH R

A04: BRI SZM IR

TH BB A — 1T PR R GBI RZ,  #O IR HE — IR RIRE R A IXI81T, F—EMAREREE RN

HTHIE A,

TESRAESR L R BIERTA] A RS, FEF E o mdE A, RO TH B AR T 28 5 H T LU o B 2 19 1

fafE, 1M 288 AR IE AR 0 BRI AR A 77 RIEEE RN TR I T

o SR ARG (UMD [BIE TRRRE: 2; rTAEARE

o PME F: HEBBOI P EERSED, ST RURR,; SENEBRT I B E AT A EE AT, AR AR
FRIX o

o XHRHERIE: &

o AR Wi AT DABREBOF R GEAT, BRIE B @ IE B AR VFIX — K 5 notifCorreld ££ XA HIZ AIIERY,
TZI0 R RPN BRI

o RO [A SRR A I B B OB X TH 28 2 A rl RS M AR i

o N INEZFRIEAIRMEEMETERE, RaEinalT R EER,

A08: JE A1 BEULAL H BT B

THPE 2R, H subscriptionld, FHARIAS mLFileAddr 555 BOM B 7H 28 (£ 1] [ HH 45 Y notifUri
5 mLEventSubscs, HARBCZ A HAMTT s =LA H AR (E,

subscriptionld RREHIZE RN FEIT 1, EFAFRIRNMRBRIRIIES R ST BB, Kt — e R S
AN AR A Y R TS 2BOZT P32

11
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o SR AL (A ABED; BIE TR Z; ATAMEACRE

o HME RS FIRIIIGE RAEE—F: PR E, B R E,

o XHRHERIE: &

o AR THZRE (LR subscriptionld; JXJESCARTUBAACAYEREILEE, ; ARSSAZ TR PR32 (R 1P,

o RER: SCARULIATH P # 2 45 2 WU FE A PRI FT mLFileAddr 517 B EAT ELEE; AR LR H AL L #
subscriptionld,

o N2 FERITER LB B O UR BRI WRLE B S5 1T BT LU, R E R TT .

DO1: JEFIE 2 H S

TH 7 5 12 32 1 2508 FAT O B P LT e $8 4 35 i — IR B SE & %, JE A1 (subscriptionld, eventNotifs,

mLFileAddr) 5&IXN—%

TE I A A AR I TR B IATE 28 3 IR TR AT DAY e, TH R SO E, 1 niE R i — ik,

AT HAM, R 2 oA X 70 MTLF & AR FRRIHEE S B NF 5] A BRSER ik

o R AEr (AN ; BB TRRA: J2&; ATH

o UMH & IRFSEFEERNHFER T RS20 o ¥ H 28 38 8 E M 21| B3 IR BRI,

o XHEHERIE: &

o ARYE: AN EARBET 2R, OARTE API B AR R, ; BRI A Bl o
T AL,

o R{: mLFileAddr 275 NAE API Z52 2 F2REME LRI AR : TS 23.288 553K 6.2A.0 AT AR B 1Y
432 TS 33.501 B % X,
o N HHERENEI, FEXHHEERFEZETTEEE S,

701: BAEREARS

TR O, B, MBR S B ZREEZ R RE, RAEMEERTRARNIRG AL, B E nnwdaf-

mlmodelprovision 1 F A R RN A #4452

(T KA R AUIR 55 28 W% AR S5 VR F IS R A R, 28772 75 74224 5Z Subscribe 8, Unsubscribe; A7

RARIE RSP, X BI%IMEME—ILRTT, miE{e] NF #REIRIS LR,

o ZEH: a7 WEIETARME: 2 "THEEHRY

o WME K BRI T SIRATRNZ (s0339 & s0342), FH e 2R MR X2 —REi,

o WHRHEMIAR: B, XRATARLIE: main:19218, s0339. s0340. s0342

o {fHE: NRF [0 _ERMEIERZE LD, KIHAEERRX 7 BN NF 54, ; SHEEEaEE g 5
I FIVE IR E; TS 33.501 FUIFH R U IA A g EAs

o RO SRR CIHA. AR, BFURIAIE) AERT AT SCARTE FEIN

o N MERILEFH I TN, SHHEE T2 H 203 A1,

Z03: gk 2 H IR
FEAS T R e — BRI IRAN, RESH FHAIT (R, EAhiE 2% & oy sl HAt 2 (R4 40k,

RSS2 A PUET BEAZ 56 AT NF 2 MHBRSS — 1 NF AT, AP A BIRMAEAN, Btz
M1 EMEEBRIFRIRTT & AR 1B 55— INH B RO TT B

o SR AL (A% BB TRA: 2, ATH

12
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OME & IR BRAORIT ISR, KadiE A 2 R A i SEdR B Al il N5 SORsfRad 7 R, (EOR PRI
Ho

XA ERRE: B

fAE: WGBTS ERZUNF; BAH NRF FUERIERTTE L, ; D5 NF L& i
IEFNEBHE RPEER, REENSKSIE 2 S rmiIET .

KRR BRI A N AT TH 283 [AISF R S M2t A R R e AR A

N B PUT R IPRI ARG, FEONRAE S DT B AT S E i TR A

S05: IBIT fE JCid Al
TERRMIEHE BRI HURTT (MERITIR) 2J5, THZRE NSz 1% subscriptiond HUHTIER,

DELETE #f#fiiNG, £/ 75 BICIIT B, B2 H 0 2 37 A IRTT A8 R, DT s T A AR
A, HERFEIMREHETERE LR ATH,

SR ARG AN ; [\ TR 2; ]l AEARE

fE F: XESCRARRERERE, CAERTBTHRR; RIS fa RS AR,
iR e A

A5 11 22E1E bounded.pv FHHRIT N =20 ; ZIEPEH A IXEBRIEIR, ; IRFIAE AT B i (R
TRAPFE LT BP0,

R SORRUEIATH 28 N EMIBRTT B @ AIan T At 2,

B WIAHERE R SRR I AT EMERTT BRI,

A08.8: dH E T H ST
MR ERZ @AY, subscriptionld, notifUri 5 S FARIFT Y H B &G RITF, mdEE AT (el H s

14:0

TH B8 R HAE B Y AP Y subscriptionld X R AIEAT,  HIZMERBEN ZIGH KL, HIZFHFA
fEHIZIT BIAE MTLF 17 AE: BIREMN A B RZ 0/, [k NF AT DALETH 28 577 MTLF MR A HIFRIA

?q:o

£55R: Holds; 2R AI% TR #Ror; iR AT

PHEMR: OB AT ST B FRIRFFRIALFE 7T 2K AL A BR 7 2 (&= 7 4.

D1 iy S B NE A

s BARLEIE SR A R — (518 L, RN Al DA ; 1 TS 29.500 FIEHITRIT |, MR 47
BN BE A FHER) MTLF, ;{82838 SO BN HELEL subscriptionld, AIJEHA;,

AR R subscriptionld £/ T MTLF Ffr QI TT (AU ASRR S M AR RE . AR ME— A& SR BEALR
AP HIE SR R IZ— )

B AT ERE R S URE R S H AT AT RHK, FFOR T RIS LY,

A03.9: BHEZIEANE HEKIL
HPE IR ISZIEA, AR ERMT PR E B — IR BB AIE1T, H subscriptionld 5 HF—%,

BHEZ KB FIAR LN B MTLF REMBEATIZAT: %M BRI NF WWEER subscriptionld K ARIERT, {H
PR R RS2 O HAE R A A

R AL (k%) BAEE TR 2 AT

13
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frEF: 5 A3 HFREIORIFERE, IXERIANGELBANB TR M RR,; IR T MAREE
& A

D1 iy S

fif: BRIFRRIRSS LR IRZ AT, APL R ARERIETT 1.

ARG BB SR ERIRTT, SRR,

N EAINUE RIS A, U0 A03 HIEIATIA,

U01: JRIBGT B Jei@ i
TR RNE, THPEE 2% 1% subscriptionld HIEK]; 252 AYE HIA AT B BINTT [ 61 2,

TH 2R A2 H N 201 Created HHLEIRTIT BIFRIASE X B AR, PRI E AL BN RIR I B KIZ A & S 2
WHREZHEA], OMEERERN STEARAL, PRIRTHR S EAE T MTLF QAT RS 155 — Mg, £
AR AR ROR 1 HARAZ (R I RS TE R

Z5R: Holds; JEREIE TR #Ro; iR HAT A

P EAR: EIUERARER 72 SSHUN HAC BRI A BN B A BT 3, A GZRYER 72 kR m ), H
SRR AR H R B TR AR PR,

D1 iy VS

fRAE: RIGMAR 403 1 500 AR UL 1 DRI A, ; 58 AR L P A B R AR AL SR
A B —REZ AP EIEIX W)

AR RIBENL 403 F1 500 ARBCERE, FIHIZ T KOS I R4 H TR 58 R SROR 3Z (R
INEHERNIE Y/

N2 XF 403 #1500 MR K HOG T 2 1T B 1L SR A R TR,

14
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Bk C: FESKMIMEIHERIE SR

UERAE X A BARAYIE S BB, BRI FAIIE R, Z2ERE TR, DARSIRBE Ko i
FRHRBEHAIE

Hbx g0 B Al X Biki F5K

A03 none a03 (holds_in_source) 1 attack

A04 none a04 (holds_in_source) 1 attack

A08 none a08 (holds_in_source) 1 attack

D01 none a03 (holds_in_source) 1 attack

7201 proved z01 checked 2 proved

703 none z03 (holds_in_source) 1 attack

S05 none s05 (holds_in_source); s05b (holds_in_source) 2 attack

A08.8 proved a088_own checked a088_real (model_artifact) 1 proved, 1 attack
A03.9 none a03 (holds_in_source) 1 attack

uo1 proved a088_own checked a088_real (model_artifact) 2 proved, 1 attack

BEREK, fan B A TIRAERE, BARREEEH B IR

Bbi  J5k yiiE b #if puiidd
A03  THEREREZINELIER, #ZH MTLF NEOEMITRZER,  network attack a03
H subscriptionld, FHFRIARFRIGA IR (holds_in_source)
A04 (TR SRS I@ANE S MTLF I —4&AFIEA]; SIRAYE  network  attack a04
HITRERE RO E I H @RI R (holds_in_source)
A08  WHESZIMANM subscriptionld, FEAFFRIASFHI mLFileAddr J8 T9H  network attack a08
%% N H notifUri Al mLEventSubscs SJZERITH, WA EHAMIT (holds_in_source)
B LAY
D01  HEREIRZAEAFZ MTLF & 1%RIARS, subscriptionld, network attack a03
eventNotifs A1 mLFileAddr ¥ A4 ZE (holds_in_source)
701 F5K 1: MTLF #2521 Subscribe #7 NRF JJ nnwdaf- network proved z01 checked
mlmodelprovision 7t FI%5 A F 177 7] 4
701  F3K 2: MTLF #3521 Unsubscribe #47 NRF 4 nnwdaf- network proved z01b checked
mlmodelprovision YU B2 4 (7 [A] 4> gt
203 H—MITE. —DNERE S E— MREEREIEN, FEEFAT  network attack z03
B—MTH. B—NHETERS —MEE (holds_in_source)
S05 £ MTLF FRYJCH T BERFEIT R DELETE 2 J5, AE#32(T  network attack s05
{AT#E471% subscriptionId FY @A (holds_in_source)
S05 £ MTLF RUIACEE T REFRIEIT MY DELETE 2 )5, FAE#ZE  sbi nf  atack s05b
A5 IZ subscriptionld @] (EFF: IBITRI—Z%EA], WA (holds_in_source)
DELETE J5—4%)
A08.8 AT 2: WHESZIEFIHY subscriptionld J& T MTLF S i%IE%%  network attack a088_real
FOERITE, MARBET S —HEENTH, A ETM KA (model_artifact)
BERIIT )

15
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A03.9

uo1

uo1

uo1

F5k

fER 1 THERERZAIE RIS Y subscriptionld J2{H 27 A< 5 M
HE CRIT PIa ARG

GRS B FIER X LI 2838 BT THY MTLF B — (R SERREA IS
1T, H. subscriptionld FIFFFRIARFAHA

Tk EREEZNELBNEE T ERINITE; QlERE
403 B 500 RYIT [RIZKIZE A 7= A e 2 iE A

fRIE 10 JHEE RN SEAIER 8 T EAE 201 Created HURENN
subscriptionld, Rlj& T EAIEARIIMEIE, iR Tl E
403 BY 500 91T 15

st 1 (MEAGEEE) : BB 2N E KBRS THAE 201
Created HFUYXZNH subscriptionld, BlVJ& T &R A AIH A G173

Ydi®

sbi nf

network

sbi nf

sbi nf

network

1%

proved

attack
(holds_in_source)

attack
(model_artifact)

proved

proved

# i) X

a088_own checked

a03

a088_real

a088_own checked

a088_own checked

16
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Bisk D: b B AN
—/N LLM 47 S R SORITE URR, FE45 AR PE R4 ProVerif; 55 3 5eRIKA M8 AR IERI 2319
%%O

ProVerif+ Agent 231 session-20261114T182235, 2026-11-14, IRZ: B5€K, %Y : deepseek-v4-1-flash-
261017, #¥K: 63, UEHARS 4 #), SEPRFER 12 708, Z&H 0.108 3T,

ProVerif: JZ1T 100 {RUFAH, 100 RHIE, 0IRILEZR, 37, 1ok 29 NMEE,

it A2

17304 NWDAF U424 : Subscribe - Notify — Unsubscribe

JAs 19.8.0

SrHiGH [E7E Rel-19; —MHBEEM— MTLF 185, (HHE#% mLFileAddr J@%1, /5 ADRF,
FL. 8. BRI ENY B, Sl s —oa@m, BITEAM B .

AEEFEN AR L, ARIESIEN A M e, B NN E B RIA S, ATk
notifCorreld B modelUniqueld 3T @MEFEE; IRITBEINER@EREL L. SIS EITHFRE
PWESEFSEE SRS TR, SOERARIARR RS 3 50 RITERT, RREfsRRE, 52
B ETER RS NF S ERHESIL R,

JRsC 342 numbered passages (87586 bytes) from the sections listed below. A reference such as s0001 in this

report is one of these passages

The sections of the documents the analysis is built from:

SCFi at] b

main 4.5 Nnwdaf_MLModelProvision JR5%

main 4.5.1 AR 554k

main 45.1.1 IR

main 4.5.1.2 RS54

main 45.1.3 M£8T16E

main 4.5.1.3.1 W8 B 2 AT IEE (NWDAF)

main 4.5.1.3.2 NF 55 1H 2 &

main 4.5.2 kg5 451

main 4521 Bl

main 4.52.2 Nnwdaf_MLModelProvision_Subscribe IR 55 #51F
main 45221 MEIR

main 45222 PANEE SR

main 4.5.2.2.3 TR IEANT B

main 4523 Nnwdaf_MLModelProvision_Unsubscribe & 555
main 4.52.3.1 ki

main 4.5.2.3.2 BUHEAFIEANT B

main 4.5.2.4 Nnwdaf_MLModelProvision_Notify iRZ5 451

17
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SCFi 4t b

main 45241 HEIR

main 45242 KT O F SRR

main 5.4 Nnwdaf_MLModelProvision k%% API
main 5.4.1 515

main 5.4.2 HTTP HI{sE

main 54.2.1 HEIR

main 5.4.2.2 HTTP frifEk

main 54221 R

main 5.4.2.2.2 R

main 5.4.2.3 HTTP BE X3k

main 5.4.3 HR

main 5.4.3.1 BRIRLEH

main 5.4.3.2 HIH: NWDAF ML AR AT 7
main 5.4.3.2.1 iR

main 5.4.3.2.2 B X

main 5.4.3.2.3 GRbRIETT 14

main 54.3.2.3.1 POST

main 5.4.3.2.4 BRR B SARAE

main 5.4.3.3 B B4 NWDAF ML AR T
main 5.4.3.3.1 iR

main 5.4.3.3.2 BFRE L

main 5.4.3.3.3 GRRbRIET7 1

main 54.3.3.3.1 PUT

main 5.4.3.3.3.2 DELETE

main 5.4.3.3.4 BR B E AR

main 5.4.4 TCRPIRTRRY E 2 S AE

main 545 TR

main 54.5.1 iR

main 5.4.5.2 EEA

main 5.4.5.2.1 iR

main 5.4.5.2.2 BlEE

main 5.4.6 By

main 5.4.6.1 MR

main 5.4.6.2 SE L EdE T

main 5.4.6.2.1 515

main 5.4.6.2.2 A NwdafMLModelProvSubsc

18
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X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

]
5.4.6.2.3
5.4.6.2.4
5.4.6.2.5
5.4.6.2.6
5.4.6.2.7
5.4.6.2.8
5.4.6.2.9
5.4.6.2.10
5.4.6.2.11
5.4.6.2.12
5.4.6.2.13
5.4.6.2.14
5.4.6.2.15
5.4.6.2.16
5.4.6.2.17
5.4.6.2.18
5.4.6.3
5.4.6.3.1
5.4.6.3.2
5.4.6.3.3
5.4.6.3.4
5.4.6.3.5
5.4.6.3.6
5.4.7
54.7.1
5.4.7.2
5.4.7.3
5.4.8

5.4.9

bri

21 MLEventSubscription

N

zs
2% NwdafMLModelProvNotif
2% MLEventNotif

2 FailureEventInfoForMLModel

27 MLModel Addr

H} | HE

ok

A1 MLRepEventCondition

2% InputDatalnfo

2% ModelProvisionParamsExt

A1 AdditionalMLModelInformation
7 MLModel Adrf

e
ES
28 TrainInputDatalnfo
g

=

Y InferenceDataForModel Train

faf AR Y

M4 FailureCode
K2 MLModelMetric
M2 VflTrainingStatus
M2 PositioningCase
FHIRACEE

fikk

PIEER

B2 &R

RS

LR

VRS0 AR SCR R i E I B Y . [ Rel-19; — NMH R #F M — 4 MTLF 84t & ., FH AR
mLFileAddr JEH1, J5M ADRF, FL. {&iff, BASLELEMY R, Seieibel#iTr S —oo, BITHE
POELVAINE S/

X SRR PR R
TGS B2 H0, 0B R R PR U B 5 SOhR B SO B H B BIBRIREAT T IR, AR, SEARPER

FERFBIPE DAR SRR BRI Y o0 A B B2 A BRSO R S A7 AE

19
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ID TIFR MR XA ik
A03  EAISRMREILEILEL  NFIRSHBEWE: TREZNE—% BRI subscriptionld (s0109), F4%  s0065,
JEH, #ZHES MTLF [ NWDAF S HEASRRTT (s0111); XITH 50108,
X EATAEAIT AR, HEE  BIWRAE Location SkHHET 501009,
EAT A A Y subscriptionld F1ZEf  subscriptionld (s0065), XA TIX 50110,
FRIRTFo RN B KR, (HIHE AN FE. s0111,
50123
A04  JEETRBHEZ MR HERE I RS ZOREN R SCRERE R EFEEAIFEE 204 50024,
[FERIEAT, EIdRANERIAREW E K (s0123), FHAEHT—XIE, EHMESK 0109,
FAEHIBEIEESZ, HAAEMNEA (s0024), {HAE s0110,
NwdafMLModelProvNotif (s0109, s0123
s0110) HEA E SUEFIFSS . nonce
ST L T B A,
A08  JEFIFERULELASITE  HZREWE: @RI notifUri FRIFIEXIIIREUTT (s0041), s0041,
subscriptionld, FHAARIRFFFI mLEventSubscs FRIRFTIT [ 1S4 s0042,
mLFileAddr J& T& H ST FH AR (s0042), JEKIEEIR subscriptionld 0108,
notifUri 1 mLEventSubscs, MiAES (s0109) FIFMF (s0111); XA AE  s0109,
—/MT B85S — N E A, ViR £ Lt 4o s0111,
s0112
D01 JEFIEFEESH HREWE: CEXENEE JEHNIESCAE s0108 = 50112 HARFEXE 50108,
MTLF ZIEMJAR—2%, subscriptionld, X, {H#EFMEE (s0123); ANIEXA  s0109,
eventNotifs 1 mLFileAddr ¥R ; &6 RIRE A ) e B M BORTR R B s0110,
TARTR AT (ERRAE AL TS 29.500 58 13.1 55 (58 948 17) 4iE  s0112,
WA SR BRIPFELRE, TMEAXHERE 50123
Mo
701  BEAEREAMSH HAEY1EK77#5E NRF SN nnwdaf- 50339 fg H I Al“AI {5 B OAuth2 VF#% 0339,
mlmodelprovision 7EF#25 & IR B, 2RSS 884 NRF, s0340 & 0340,
OAuth2 AR, NF ARSSIHERE 50342 A HARIERF R —ARSEH s0341,
X} Subscribe, Update, Unsubscribe 1 18k, &L S HIHTI1E TS 0342
Notify B35 [AIA 4% F o 29.510, 29.500 1 33.501 A1, RLEA
SRR
703  AIRYPE B HEIR HEE—MTE, HE—DEREGMEL s0342 $5HIZ API NEEPARSS E N — 50342,
FE—MNRERIFRIIN, FREFT TERB, “TERFRTIRIERE T 50188,
Nnwdaf_MLModelProvision APT %5 falfiN{EAIK”; DELETE %&£ URI  s0192,
—MTH, B—MNEHRER S — Mg A H {subscriptionld} #rIH (50188, s0095
&, 0192, s0095) ,
sos  JBIT/EJCiEAl NWDAF FRIACFR T HIERIT [ 50096 % 50098 H 3k NWDAF MHIERITE]  s0095,
DELETE ZJ5, FHEE#TIZ J¥M% 204 No Content; XHIXEHEK  s0096,
subscriptionld FEAHIMCIE, SLHE  CEBRIEA, tEEREEBER  s0097,
EG R IZIT RHE A AL, oo ELIBRIT BRI IE SR, 0098,
s0109
A08.8 EAIETEHHITH HBREWE: CEZIEAHEIZ  Location Sk subscriptionld JR[EIZA61]  s0065,
B HCOIEIITFM subscriptionld #1 - BT HIMIHZRE (s0065), JEAIEIAE  s0108,
BT RSN, mARs —A4 (s0109); R FERIETRERKLEE 0109,
HZREIT B, TR T BT bA, s0111
A03.9 PHEZRAAIEHLLE WRERZNE—FKER, NN T  Notify RS5#(EH NWDAF A, A 50103,
BRTITFER MTLF I—RSEFRIERIZ - AT RIS & S8 (s0103, 0108,
17, H subscriptionld FIEAARIRFFAE  s0108); BB AEWEIN FEE @S] s01009,
EiS (s0123), EHMERIFRE, s0111,
s0123
U0l RIAT FEJCIE TH 2R AT HE T O R Y s0065 {##F subscriptionld ] 201 50065,
subscriptionld F3EA] (VFL 4 403 Created BNME—KINZEER; s0068 F1 50066,
Forbidden, ML ###URA] Fi2H 500 s0069 Z5 H AR, SCRAI% A HATE  s0068,
Internal Server Error), H&—#&#HE  BHEUAEIRE N B MRKEIR s0069,
2B RN B — R B B 7E subscriptionId FJIE ], s0123
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INTERA AN FEE: RS B CE SRS IR B AR,

S5TNZOIE, BIUR & B &

A TR E RIS 57 MZ R REZR TS, 316 T, A& x & — TR 1 I 5%
HZHIX NS 5T FARXME, SENT 2R, & 7RG FRAR 4 T, IR 12 T, 15 HsR B MR

K B—TUE2MEEZ AT KT,

ID Z570d Xl BEhE & A VERIJRIA
S01 NF fR&5iEZHE 257  sbi nf
S02 NWDAF (& 2577 8 X EHRSE 1% MTLF () NWDAF J&C B AR AR, an SRt & il
MTLF) f2#t# B, BRI TR SN RS E, X IE 2 S AR
BREHERRII R SFIE N . TR SCA I A X ARSI 35 HE AT
FEER; BRI GIERIEZ R (TS 33.501 Fffs% X, 51H TS
23.288 £ 6.2A.0 5%).
S03 NRF 257 HWENEIWRSF  NRFERPRSS (s0339), WMRKHERH T, SNSHEEE
RN, A 201 F0 203 4% X AsF, HIA HAMB R &SR
EO
S04  subscriptionld 18 WiHH B TF|EZL  subscriptionld ££ 201 N/ [ Location SkFI14g 5B A& (s0065,
s0109); MILEELZEE, FIFRAE RS INTI R,
S05 notifUri & WiBEBALEZL  notifUri £ Subscribe ERIAH (s0041), F4E SBI _L#{IEEG 6
BRI EAA S BRI 47,
S06 mLEvent SRR {H WiiEH A E|FE% mLEvent {E Subscribe &R AEAIF (s0043, s0111); BTE SBI L2
NI,
S07 mLFileAddr & WiHiE S AEEZ  mLFileAddr ZBHINEL (s0112), FFLE SBI LI, HIETIE
#2 D01 A1 A08 fITke3& 1Y, 1 D01 EZ R ER LG EEERIE,
S08 JEFINE LI WHEEAFESZ BHNAE mLFileAddr MEAFRRAF (s0110 & s0112); 'BEAE SBI
b, HEMZE R TE ARG .
S09 mLEvent LIz WHBSAFELZ  mLEvent FRIRFFE SBI L2 AFFH (s0043, s0111),
S10 JEEIEfA & WHEBBAFESZ  BHEME SBI F HTTP POST JIESC (s0108); MIZEEIRENE,
S11  OAuth2 i[A| 4 f# i) sbi nf
S12 nnwdaf- {8 WHES AR ESZ  EFEAFR nnwdaf-mlmodelprovision & [E & H A F F4F 5
mlmodelprovision (s0342); FEEFTHLEEEE,
FHIER
S13 1T IR & sbi nf
S14 Y[R 4k & sbi nf
s15  ITFPIRA & WHBEBAEEZ EUEERFEMITIIRES (FFAEMRLE subscriptionld, PAKMMEREAI
DELETE, 50064, s0096 = s0098) RZZAR4%E M SBI 12ELH
subscriptionId 1 notifUri S AIMEAAZRIG; S05 [MIATZ IR LA
o, MAREREE,
S16  FHIRNMA LY LIz WHBSAFELZ  HH problemDetails 5 [K 5B 403 F1 500 (s0068, s0069) i

S A BEIE; 50 BARESRRICAR R IX 73

TR PERAE S BB A AF FIIESR

WiliBEF P& RE, HERTEAZMMORTE;, 8MERMICREEFT—PREERMFT, $T
RO UERH SRR BB 26 DM R E S “IEE S RMEME IR E RIS B 45, %A MIE
A RS EIRIEOUE, BB ILSRIE AN 2 STTh R T 8 AR N ME R E F B A 1o
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NWDAF BRHR (A2 45347 : Subscribe — Notify — Unsubscribe

Wit A et i
network X% B EF. HURRENE, FRGER—
o

sbi nf  TEARSGSILEEO _EEN NF BRSSEBEN—MIE, DA s0339 ¥ NRF 1E ARG 41 OAuth2 0339,
NRF FR1G1), 78 25 B — il nnwdaf-mlmodelprovision [ ENZAWILH], s0342 f5H1% APT NEEAS 50340,
HR OAuth2 Vil 4 R, BIE. FEA. ERRIESK SBIT RESEX TH—EE, RERERNEE 0342
B, FHrPLEATI&fT Subscribe/Unsubscribe, IR, AT EARANA NF A2
JEET T T B — MR,

ID network sbi_nf
A03 ENpAvA NI AvA
A04 ENpAvA ENpAvA
A08 KN AvA BN YA
D01 EN N AvA ENI YA
701 ava | AvA
703 E I AvA AL
S05 ENpAvA BN AvA
A08.8 | AyA FRAL
A03.9 EN D AvA ENI YA
uo1 FXAL | AvA
WSO H b

Source: 342 units, 87586 bytes, frozen in source-delivery-01.json. Targets: 8 approved (A03, A04, A08, D01, Z01,
703, S05, U01); the questions asked: 3. The list of targets was approved as drafted, beforehand, with --approve-
targets.

T8 FIEHSOFTIRBRIME ({55 decisions: auto) fHAIIRE, HLARELN
« approve_package: fit{fEJH SZ 4 protocol-8c6f560bedbfa26c000a198dd5f3

X EFIRE 1 iER (1 REB), 0.000 USD, #iA 55291 /™ token, #iitt 4125 4> token, #EHT 156
(S

KT UEHI SR L]
e S05: fE ProVerif HEE, M &E NI EHAREE T changing_state

— R (xor. dh_algebra, other_algebra) M ProVerif HRIZAIR E RE 99 T HIHR/E: HEIFES
FRVUERHZE N BE 55 E IERH, 7RIS RIS e R &, — NiEtis 7 A2 {E (changing_state)
GETI ProVerif BAILE R A2 E 2 fEAFRSZIMIERARS, EALESRIMNRE T e R 2D Tk,
Tamarin+ % [FAE AT IX LEHE1 T AR,

B IR A

XER R E X RSO B B2, ANZIUEAERHIE R, ProVerif R /2”3 ProVerif 1£f&IT AR K E]
THEERESREIPIE, FHXEPERZATRER; SN2 SRR AR, RBEERZHIR RIS,
EATTETRAT LN NR T HIEE, AR UIAEE TSN, FFAERERTE,
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{iE] HiHERRE fl 2k (O] e 5%
ITHIE3%: subscriptionld, HE& MTLF  HHXT /subscriptions FY POST filf7 TR R EITT 0064,
notifUri fIEIT UM mLEvent [ NWDAF  (s0064); HiXf FRAL T R FTFAETT R s0077,
£4 (32f75)  /subscriptions/{subscriptionld} i PUT  notifUri FIZEF (s0108.  s0078,
BXIFERAFE (s0077. s0078); H s0110); 24 DELETE Z[iX 50095,
DELETE #B% (s0096. s0097) i, ‘BE#% {subscriptionld}  s0096,
EHIZITEH (s0095) s0097,
50100,
50108
TH R E N HIESNIT R Id 5% NF R%5#H  FEIR[EIHF {subscriptionId} FJ Location — AMUE: {HEREIEWENE 50065,
i) [ 201 Created I (s0065); SCAKRVE — HINAZAEEIFEIE 204 50098,
BH DELETE fJ 204 (s0098) &GS (s0123), &AH U s0123
Ay subscriptionld 5 3:ME 5]
VT BT s
subscriptionld REHIEN  HIRMETEIERENSL (s0065)  EEFBRTES 50065,
FRFRIA (s0109), FFHTE 0095,
7, HEE DELETE 1 PUT 1Y s0098,
YERHIT {subscriptionId} #${%E% s0109
HIATAR (s0095, s0075)
ProVerif
B &R B PR 2
replay B A04 75 KM 1. {HBRETT I, MTLF jdid SBI &JXH@H] (s0108), /2. W& IoHx
ProVerif 2% K] POST, HHEHT subscriptionld, event fl mLFileAddr, %5
iR S, BEVIEE A A (50109 = s0112), /3. Wi BHIRINIE

PR POST ZIMHIFIAY notifUri, /4. 1 B8 1 HAZME N HTIE R 1
204 (s0123); FICRATIESC A EATARPEREX 7058 GRS 55—
VA_'O

desynchronisation fik S05  JE: 1. JHPEIT ), WEIH {subscriptionld} fY 201, FHe52—Z%i@A
ProVerif £ (s0065. s0123), /2.JHPR# K% DELETE
bounded.pv  .../subscriptions/{subscriptionld} F& %/ 204 No Content; 2t/ ERLR
FEUET ZITH (s0095 5 s0098). /3. W7 MERF A RRIERA: B85 %E
s05b T, HPEEETALRSRIE A — K@, /4. — MR
subscriptionld FJIEAI# POST i notifUri; {HBREHEZHFHE
(s0123), ProVerif f£ M E B 2| =200 N3 TIX—1817,

no_rollback_on_failure A& TR A 52 DELETE 2 DEFIRIEE (s0100), ITTIMRE; A%
BA LR RFIRNIR BRI, R 2E BRI,
update_before_check A& UL {XAE POST B2 S5 A #EIT IR (s0064. s0065), H PUT {XAE

R AT A B2 e (s0076 % s0078), ShAEIC 03 2 Ri#
7, 140 s0339 1 s0340 AT ER,

repeat_one_time_action A& Il FHEARFIEMITFIESE T DELETE, S14%6 5.4.7 LA HTTP $81R1E
% (s0100); IAREEAZE HERERE O &AM IRAIHEE.
race_between_sessions A& PN E PR E A B2 & BN E subscriptionld (s0065), Higft7y

¥4 {subscriptionld} ZIKITHH (s0095), Kit—P<=1ER) DELETE £~
fil R 55 —TEIE SR, SIEZ RIFEZEREZRSM, BbE 203, MmN
TERAYE S

distinguishable_failure ~ A& FH FRATTISE X BB R RBRA (403
VFL_MODEL_TO_BE_USED_FOR_ALL_EVENTS #/l 500
UNAVAILABLE_ML_MODEL_FOR_ALLEVENTS, s0068, s0069, ¥
A 5.4.7 MRS, BE%A B RERENPERM 4, BZERR
TSR B SN BT AT CR A B

wrap_or_window REI subscriptionld &G Wi, WHEREESEI; expiryTime (s0050) ZEH4EXf
N, A BT, BSXARRIE RIS & A,
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IHTE N PR E TR
S Hbs RHE J

30 SO5  changing state, S05 WIATERR T REFRIT I 2 R B4 2 ITHIRES (FTE/EMER) 2— 1Rt
many_sessions HI{E, model.pv &t 7 ‘&, i bounded.pv ¥4 EJEF, HAth BFRE RAETEEERIIHEZEE M
FRAL T 2IEHIBHI ST Z AR R SE R, ProVerif AT EERNSIGESHEE %

VeI

AT model.pv f1& NF RSG5 #E. & MTLF Y NWDAF 1 NRF, PAA & 8K Subscribe -> 201
Created -> Notify -> 204 -> DELETE -> 204 J21T; bounded.pv 141 %% # BT 2| =/ MEAHIG I, AN XA
HIRES, 2F+1PMEREEEE, B8 NMORNE R RLESOR FEFEAE,

EANL: 7201 XD F K EIPIERT  (Subscribe 8% Unsubscribe R E£FH NRF A% ARSS 0 FI2S & 194 R
AWFEs2), BEELA — D RBAIA IEE T, A08.8 1 U1 fEIXAFE—FPfig st PAIERA . IHZR K@M
Z|'"EAE 201 Created HUKFY subscriptionld, HAMFTH BFRAKIL: A03. A03.9 fl D01 (JHZREHEZ T —
FEE1HA MTLF ZIXRVEA], H mLFileAddr f£&), A08 (FHFRIAFFARSGITHELED, A04 (CRAVE
HIBCEBOT MG FTEAD, So5 (TERFAEA Eth2antt), PA 203 (ARSSLDHEMIER 75 —HeE T
). A08.8 Fl1 U01 HYSE —FhE IS @ £ A1 28 B B I8 KAV IE N ML AR, A& 5 2 2 FE 1R IX e
N EHOLSFAEREY), AR,

BIRIUR P U A g B AHELE notif Uri BYIEANIE SOHI T L T TEPRIBAIZER BN, #XT T
BHE XN DELETE RITHFRIZACE LI, MAMER FIEERESRE, BHMEEAE, HRFRITEMRAE
RIS W, RIEBA B,

HARWPHZE : BN T RS D00, HAEM TLS, OAuth2 LRSS, At
T B AE NN B H B B RE SRS ICIR S X o, 2101, PUT 3, B ABAN 403/500
RIGFAR AL, IR KA AT TR 24 B I BIET,
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