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MFAF configured notification and fetch: configuration, fetchInstruction notification, fetch

DCCF MFAF analytics consumer
NF service consumer that configures the producer of both services notification endpoint of the configuration
MFAF

input: access token for
nmfaf-3dadatamanagement

Configuration

input: stored configurations,
collected data and analytics

POST
- POST {apiRoot}/nmfaf-
{apiRoot}/nmfaf-3dadatamanagement/ 3dadatamanagement. ..

<apiVersion>/configurations =
MfafConfiguration(messageConfigurations
{correld, notificationURI})

201 Created

v

create and store
create configuration
transRefld = fresh

store

201 Created = MfafConfiguration

A

Notification about data or analyti¢s

Location .../configurations/{transRefld}

input: access token for
nmfaf-3cadatamanagement

POST {notificationURI}

POST {notificationURI}
NmfafDataRetrievalNotification =

NmfafDataRetrievalNotificatio

n

correld = configuration correld >
fetchInstruction{fetchUri, fetchCorrlds,
expiry}
store
store the notification
204 No Content
< 204 No Content = 204 No Content
Fetch
_ POST {fetchUri} (Fetch) POST {fetchUri} (Fetch) = array of
h fetchCorrlds
lookup
find data by the requested parameters
200 OK = 200 OK
NmfafDataAnaNotification(anaNotification >

configuration created, Location received
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s | dataNotif | dataReports)

configuration stored, transRefld assigned
data found by the identifiers and returned
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notification stored
data of its fetchCorrlds received
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A second NF holding the fetchCorrIds and any token for the service scope is served the data

DCCF MFAF analytics consumer Adversary
configurer producer notified endpoint an SCP that handles the notification,
input: access token for input: configurations, stored input: stored fetchInstruction then a second NF with its own token
the correld, fetchUri and fetchCorrlds of
nmfaf-3dadatamanagement data

one notification
its own access token for
nmfaf-3cadatamanagement

POST configurations = POST configurations

MfafConfiguration{correld, |
notificationURI=consumer}

create configuration
transRefld

store

POST {notificationURI} = POST {notificationURI} [intercepted]
(correld, fetchInstruction{fetchUri, -

fetchCorrlds, expiry})

learns the ids
correld, fetchUri, fetchCorrlds

204 [forged]
< 204 = 204 No Content

POST {fetchUri} [forged]

< POST {fetchUri} = fetchCorrlds
200 OK = anaNotifications 200 OK [forged] .
dataNotif | dataReports .
served a fetch of a party that is not the receives NmfafDataAnaNotification with
configuration's consumer the other consumer's data

[ 2. £ fetchCorrlds FIARSSTERHER LM E A NF 215G 2185, £ A03; KdiE i a03_owner_ctl,
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The data of a configuration reaches a second NF that holds its fetchCorrlds

MFAF

producer

input: stored data and analytics

POST {notificationURI} =

analytics consumer

notified endpoint

input: stored fetchInstruction

POST {notificationURI} [intercepted]

Adversary

a second NF with its own token that
holds the ids
the correld, fetchUri and fetchCorrlds of
one notification
its own access token for
nmfaf-3cadatamanagement

v

(correld, fetchInstruction{fetchUri,
fetchCorrlds})

POST {fetchUri} [forged]

A

200 OK = anaNotifications

200 OK [forged]

POST {fetchUri} = fetchCorrlds

A4

dataNotif | dataReports

its data is kept from it

receives the data or analytics of another

configuration

3. RERL B EIE = 2)IEH A H fetchCorrlds FYE — 4> NF, £ K02; W di# 18 k02_rogue_ctl,

DCCF
configurer
input: access token for
nmfaf-3dadatamanagement

POST configurations =
MfafConfiguration{correld,
notificationURI=consumer}

The data of a configuration's fetchCorrlds is returned to another NF

MFAF

producer
input: configurations, stored
data

POST configurations

POST {notificationURI} =
(correld, fetchInstruction{fetchUri,
fetchCorrlds})

analytics consumer

notified endpoint

input: stored fetchInstruction

POST {notificationURI} [intercepted]

Adversary

an SCP that handles the notification,
then a second NF with its own token
the correld, fetchUri and fetchCorrlds of
one notification
its own access token for
nmfaf-3cadatamanagement

POST {fetchUri} [forged]

\ 4

POST {fetchUri} = fetchCorrlds

200 OK = NmfafDataAnaNotification

served a fetch of a party that is not the
configuration's consumer

200 OK [forged]

v

the data of its configuration is served
elsewhere

4. HECE fetchCorrlds AT FIEIEHHR EIZE 75— NF, MEF A08; W71 a03_owner_ctl,
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The MFAF serves a fetch for a notification made to a different consumer

MFAF analytics consumer
producer notified endpoint
input: configurations, stored input: stored fetchInstruction
data

POST {notificationURI} = POST {notificationURT} [intercepted]

Adversary

a second NF holding the notification's
values
the correld, fetchUri and fetchCorrlds of
one notification
its own access token for
nmfaf-3cadatamanagement

(correld, fetchInstruction{fetchUri,
fetchCorrlds})

POST {fetchUri} [forged]

A

200 OK [forged]
200 OK = NmfafDataAnaNotification

v

POST {fetchUri} = fetchCorrlds

A4

accepted a fetch for a notification it made the values of its notification are used by
to another consumer another party

[ 5. MFAF RS — M & BB AHREUIRSS . 1T A08.11; i # i a03_owner_ctl,

DCCF
configurer

input: access token for
nmfaf-3dadatamanagement

POST configurations =
MfafConfiguration{correld,
notificationURI=consumer}

The configuration, notification and fetch are chained by values, not by consumer

MFAF analytics consumer
producer notified endpoint
input: configurations, stored input: stored fetchInstruction
data
POST configurations _

POST {notificationURT} = POST {notificationURI} [intercepted]

Adversary

a second NF holding the notification’s
values
the correld, fetchUri and fetchCorrlds of
one notification
its own access token for
nmfaf-3cadatamanagement

(correld, fetchInstruction{fetchUri,
fetchCorrlds})

POST {fetchUri} [forged]

A

200 OK [forged]
200 OK = NmfafDataAnaNotification

v

POST {fetchUri} = fetchCorrlds

the three steps are not chained to the its configuration's data is served to
configuration of the consumer another party

A4

6. BCE., JEAIFIIRIURERETT AR 285 FRIGEER, M0 S04; B a03_owner_ctl,
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A second NF redeems another consumer's identifiers with the service-wide scope
MFAF analytics consumer Adversary
producer notification endpoint a second legitimate NF with its own
input: configurations, stored input: access token for (oken
the correld, fetchUri and fetchCorrlds of
data nmfaf-3cadatamanagement

one notification
its own access token for

nmfaf-3cadatamanagement

POST {notificationURI} =
(correld, fetchInstruction{fetchUri,
fetchCorrlds})

POST {notificationURI} [intercepted]

v

P POST {fetchUri} [forged] POST f{fetchUri} = fetchCorrlds,
- own correld
200 OK [forged]
200 OK = NmfafDataAnaNotification >
served another consumer's data to a its token for the service scope was
party whose token carries only the gh to be served her s
service scope data
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DCCF
configurer and deconfigurer
input: access token for
nmfaf-3dadatamanagement

Deconfigure = DELETE
.../configurations/{transRefId}

204 No Content

input: configuration, stored
data, fetchCorrIds and their

200 OK = NmfafDataAnaNotification

Identifiers keep returning the data after the deadline and after Deconfigure

MFAF analytics consumer

producer keeps the ids

deadline

POST {notificationURI} = POST {notificationURT}
fetchInstruction{fetchUri,

fetchCorrlds, expiry}

POST {fetchUri}, inside
the deadline POST {fetchUri}, inside the
deadline = array of fetchCorrlds

200 OK
200 OK =200 OK >

POST {fetchUri}, after the deadline [replayed]

A

input: stored fetchInstruction

MFAF FC &id 51 5 KRR 22204t

Adversary

the same identifiers, later
the correld, fetchUri and fetchCorrlds of
the notification, kept after the deadline and
after the configuration was removed

POST {fetchUri}, after the deadline

200 OK

= same array of fetchCorrlds

Deconfigure

200 OK = NmfafDataAnaNotification

served the same identifiers after the
deadline and after the deletion

204 No Content = 204 No Content

POST {fetchUri}, after the deletion [replayed]

A4

POST {fetchUri}, after the deletion

200 OK

= same array of fetchCorrlds

deadline passed, configuration deleted

v

still receives the data of the removed
configuration

& 8. fEAR L HARR 2 J5 AKX Deconfigure 2 J&, PRI SFFSHIREIEIR, R 204; Wi 204_delete, z04_expiry,
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DCCF

configurer

input: access token for

An updated configuration leaves the old fetchCorrlds serving pre-update data

MFAF

producer

input: configuration, stored

nmfaf-3dadatamanagement data
POST configurations = POST configurations
MfafConfiguration{correld A,
notificationURI}

POST {notificationURI} = (correld
A, fetchInstruction{ fetchUri,
fetchCorrlds})

POST {fetchUri}

analytics consumer
keeps the old ids

input: stored fetchInstruction

POST {notificationURI}

POST {fetchUri} = fetchCorrlds

200 OK

200 OK =200 OK

PUT
configurations/
PUT configurations/{transRefld} = {transRefld}
MfafConfiguration{correld B,
notificationURI}
update and store
store correld B
200 OK
< 200 OK =200 OK

[%] 9. BHHT 5 B E S [H Y fetchCorrlds k&R 58 3 i 1 5 dE,

\ 4

POST {fetchUri} [replayed]

MFAF B &5 5 R Z2

Adversary

the old identifiers after the update
the correld and fetchCorrIds of the
notification, kept across the update

POST {fetchUri} = the old

200 OK = NmfafDataAnaNotification

200 OK

fetchCorrlds

with correld A

configuration replaced, old fetchCorrlds
still served

A4

receives pre-update data after the update

PERR S03; W diZ 1] s03_updates

IH



DCCF
configurer
input: access token for
nmfaf-3dadatamanagement

POST configurations =
MfafConfiguration{correld A}

PUT configurations/{transRefld} =

MfafConfiguration{correld B}

A

After an update the consumer accepts pre-update data as the data of the configuration in force

MFAF

producer
input: configuration, stored
data

POST configurations

POST {notificationURI} = (correld
A, fetchInstruction{fetchUri,
fetchCorrlds})

PUT
configurations/
{transRefId}

200 OK =200 OK

K 10. EH )G,

analytics consumer
cannot see the update
input: stored

fetchInstruction{correld A,
fetchCorrlds}

POST {notificationURI}

store
store correld A and the ids

POST {fetchUri} [replayed]

MFAF BC &5 5 IR 22 291t

Adversary

the old identifiers after the update
the correld and fetchCorrIds of the
notification, kept across the update

POST {fetchUri} = the ids of

A

200 OK = NmfafDataAnaNotification
with correld A

configuration now carries correld B

200 OK

accept
correld A matches the stored
fetchInstruction

accepts data with correld A as the data
of the configuration in force

TH PR AT RE 4 1 L T E B B R RE R 3, TER S03.13; Bl

correld A
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R
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ProVerif attack query r@2; Figure 11
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A duplicated notification is stored twice by the consumer

MFAF analytics consumer Adversary

producer stores every acceptance duplicates the delivery, for instance an

SCP retry

nothing beyond the network: the notification
is delivered twice

input: configurations, stored input: stored notifications
data

POST {notificationURT}

POST {notificationURI} = [observed]

(correld, fetchInstruction{fetchUri,
fetchCorrlds})

store and 204
store

POST {notificationURI}
[replayed] POST {notificationURI} = the same

notification again

store and 204 again
no message identity to compare

stored the notification twice for the same
correld

B 11, EBEE B FI I SR AR, BT RO2; B r02,
LB, o MFAF J@51IN_EEEARIR, HESEEEESZ correld FEZERBAIRITILR, HEHES
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H32j81T, H fetchCorrlds 5 MFAF IRTEIZIE KA & HiFH
fetchCorrlds —5%,
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(AT AR ESARE X B 15 SR FPHE R Y fetchCorrlds, A2 HAD L & ak Eifth i)
consumer [ fetchCorrlIds,

701 FARIEREE A, FIRECE. @A Fetch BRIEWIERS, #AM L [pavA H =

FAER T (NRF AEAZEUIRSS &) BRI, ZREA R
A5 A S OHAIE 2 DU A 52 (R 1R F.

703 GBI id,  —A> consumer IS5 correld/fetchCorrlds 2 ¢ TR H THIE
AEF T B CHIELE 5 BEAR(E; WEE REHIS: consumer FYEFATEL an
KEEFRIRFEE] S —A consumer 3853 —ME1E L, W)

704 T IOTERI Y id BUAEHTEMN%E.  1E Deconfigure 4E3 2 f5, B Tt THAL  H RHE
fetchInstruction 1Y expiry £I{#1Z 5, {HHIH correld/fetchCorrlds HJ#T Q@1
Fetch IR A1 4548, &)
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ID PEIR fEEiitss 458 i CHREES
S03 HACE )G IR IHE DS, BlEEHAR G, T IHECER o AEANL H AHE
fetchInstruction 8¢ |H fetchCorrlds ~REfE MFAF [0] 2 [HAC B KA SR [E] an
[HECE AR, i)
S04 B, GRS RO, BT B FH Y fetchCorrlds SR HIEET TG AEANL H AHE
[ B MR — consumer A2 ERIARIERT; JEEINBERY correld K B L E an
BB MRl — consumer BN HIALE; =DM ZAIATELER consumer i)
oL E B,
R02 IR 22—, [A—12%E MFAF B [E —i2% Fetch 13K, 7 THOL K FAE
EEETERN R Z RO 732 — IR, an
i)
RO3 R 2HPIT IR, [F—BEIEERE (F—4A fetchCorrlds XN, J¢ [pava i &
F—IREED) 1EIEETERIN R 242 R — IR LM KEREIER; KRR A
g, W] DURBEIGRAF N,
K02 BROOTHIE SR E T UL,  MFAF J@%15 Fetch M g Ry G ENpAYAR:S AHE
Mg, HECE A E R consumer BE AN A WL, HALETE NF an
5N TE e S Witi)
A08.11 id R BNWHERINIE & .  consumer 2B HIH Y correld 5 JC AL AHfE
fetchInstruction #f¥ fetchCorrlds, XM ALE M ENIZ consumer $5E M an
notificationURI 5 correld; MFAF %52 Fetch #f fetchCorrlds X M. W)
BoNTEl— consumer 25 B AR IR,
Z01.12  HURIEERIZAL, IR Fetch #EHIRRS, BRDMFAERNERZEL JC [pava A p=s
B, SIZIRIEERAVFR]; AVE S IAIEA & DABEL
S03.13 [H¥R2 A HEfAimEid vy, MEENEMZE, ETIHREDN Jc P H THIE
fetchInstruction B%|H fetchCorrlds ~REf#H MFAF iR A [HECE A, an
HABE(H consumer 18 HEHE X /EHTHL & IIEHRREZ, W)
AR IR S 2
fi] R [l e
Q1: notificationURI/correld/fetchCorrlds ~ TEBAD consumer NHE, 40ERAL: BB HIEEEMWANEL - A03, A0S,
S5¥ARBRBCE S E B correld, ‘BEBEATFINY fetchCorrlds 2 HIZB A, # consumer ] A08.11,
RREAL: MFAF AU RIZXEEARIRAY NF 1R EE80E, Rkghenz Koz
XEEAE, A REBERERCE,
Q2: Hft 57k NF [ fetcch SR 2GR E & HE—IINEIRSZGE R nmfaf-3cadatamanagement, S MEHE  201.12,
BARRRL AL T NF ZREEESHIUE, T MFAF %6 55 # 15K 77 5 fetchCorrlds 703, A08
#J consumer HE1TEEES, RERA IZTEREINE S ERIXLEARIA,
Fetch BRI,
Q3: IH fetchInstruction 5 HGECEM & BHSBHCFEHEIECE, (HIH fetchCorrlds HPAFTH, MiiHBE#E  S03,
B TIRIE TFEEHHCOWIES R TEMBURIECE, RILHEIRSBORMEIHEY  S03.13

VB AT 52

4 AR B R

XL REN PRI ZER  E WA UE TR E R E TR L 74 RAERMT 2, HAPHHER

MNERABILE, A RATAT LI,

AT TR, AR A8 s L R

o TLS $EB NS —XN MK INEE Z B — &KL INER NS {E1E; SBI B S EBURY. IEBAFE L
SCP il SEPP #&12J& T TS 29.500 1 TS 33.501 FYRELE, AERANEEIN,
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OAuth? SRR SG SR — 54, AHMEAHTRE; LA, AR RIER
MEREALEEIN,

£ bounded.pv H', BLEETFHIHIEIT N create, notify, fetch, update, fetch, deconfigure, fetch; i
=B EHE U EE SYEEIA, 1 model.pv SEREME T B HTAIEH

MFAF WHTERCE., T8RS CAZ LR 2 AR SO AR i SCIUE ; BADh B MBS H — S8R, If
FRIRE IR,

=77 (SCP. EHEM. FRIHER) FKEOXLEARRPEE N — MG E NI AE; XA S 2
AAlRE, TESOF ARG LR,

Individual MFAF Configuration [ 58 #1 S5 HFR{XH transRefld briR, JE AR HEATMAATE BAGE; X—K
FAIRSH AL RBRELEIRFIA, RIS RIR S,

ROMEMAT M. B, BRARBIEMMER, WARSEERE IR R ERE,

E EICRATA A

Z04. S03. S03.13 HYZ AR T AL i — b faifk. (Y% D).

BN FRAEWAIERE (3% C): A03: a03_notify, A08: a08_cfg, Z01: z01_cfg, Z03: a03_owner, S04:
a08_cfg, A08.11: a03_notify, A08.11: a08_cfg, Xf & BIX M — DRI EIR; WA E,
LA R PRI S5 1 T R ERAE B B AR AR A AT REAS RO L,

ML FOE AR TIARDE, (BRI, TR A,
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Bk A BARTEBRINIR

PANZ 7 B O IR R SRR SR, AR IERA R EE : IR A P BORIRE T4, X — AR
fatt 2. ERRGRBMENETEH, DAREAZRINME

A03: JEA S BRI A %1k

£42Y4 analytics consumer $%32—%% MFAF J@#l, #B7#7E MFAF J—{XE K217, H correld 5% consumer BL

EH correld —8X; &4 MFAF #%52— (X Fetch, #{fZ7E1% consumer I —IRE LB T, H fetchCorrlds 5

MFAF I ETTEIZIB A & HAY fetchCorrlds —%,

BEHSEEHENWEIE: consumer #2Z W EF, & JERKE MFAF N5 {7 PLIZ consumer 7y

notificationURI YR & E 3L & 1Y fetchInstruction; [l MFAF #2521 Fetch, tEJEIEMIXE—SIEH], K

BENEZH TG WEFA fetcchCorrlds, WERLREMARSS ; A4 7 —4&H, HAPE =D NF

% —2%% consumer MBI ARSS o

o R AEGL (1 kW) ; BEEE TR #5r; ATHEARY

o UMEH: = PNRIEZRIEN R % RTE M L8 B AT AL, HEFA fetchCorrlds NZ 5 77 %A HIR A,
X E2 BAntE SRR R AL,

o Y EGHAMER: R, RIS SZ: ts-33-501:2873, ts-33-501:2921, s0120, s0121, s0122,
s0124, s0140, s0395, s0398

o IK¥E: TLS BOEH X NF Z AR —SRINIENNESE, DR 28 2 3 PR RE IR BN RE D 18 & 46 1
N NF BUTHE; JERIE MFAF IEERECR I REBIHE SO, 58 24 NF H AR B it 25 /1
BFRAIXE id

o AR JEKINY correld, fetchUri F1 fetchCorrlds BE7SEIAHIER] consumer ASMIZS 575, JRSCRIEEIR

o N—2#: TS 29.522 8¢ TS 33.501 F & T #ER] A /R fetchCorrlds FYFRIA, Al SCP #&42 ¥ Tamarin+
Agent 58 AT DUE I

A08: B ulfi i H B B @AY id

consumer %37 fetchInstruction H1FY fetchUri 5 fetchCorrlds 3 BB B BB A W AYARRIER]; MFAF j&
B AR A B T8 SR FPE T 1 fetchCorrlds, A~ & H AR B 5 H AW consumer [ fetchCorrlds,

consumer 1] PAKHHE fetchUri 5 fetchCorrlds >R H H S EC B (U@, -t a] DU B #5517 B & 3% id BY%L
5, {H MFAF =l —4H id PR IR B A EMFA XL id Y NF, Rz REE 2 e 2 AR K
consumer,
o G ARG (1 k¥R ; BEREE TN : #5; ATREARE
o MMEH: consumer —Ipk 7 ; HERAIXLE id 25771 21% consumer, MFAF — {7,
o XHEHFRGAHIWRIA: T, TR RS rfc6749:2879, ts-33-501:2921, s0366, s0374, s0376,
s0398, s0429
o MXHE: TLS #2884 NF EH5; MFAF % SR URIEMR IR EHEE ;7158 > NF MEERiX 2t id
BA— Mt mAFHESGES
o ARk JFXJEREREIL fetchCorrlds — XM 8 E F3HAS consumer, ARAEIH
o N SRR, B{—Nik MFAF 7% fetchCorrlds FftJ& consumer YA, 7] DUEIS

13
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A08.11: id & EIPH@EANTITE %5

consumer %52 1B H 1Y correld 5 fetchInstruction H1Y fetchCorrlds, X W HCE M B A% consumer & & 1
notificationURI 5 correld; MFAF %321 Fetch [ fetchCorrlds %I & N [A]— consumer 4= I AR B A,

consumer %52 HY 18 H14% 7 B9 /2 PAE N notificationURT FY AR BC & HY correld, [RIL7EEAIKIE LECE S
consumer NEEERL, SRT MEAF SR AEIFRA IXLEAR AR NF N Hs A& Y Fetch,

o SR ARG (1 k¥R ; BEEE TN : o ATREARE

o MMEM: TIKMEEERSY, B MFAF HARSS ©MEAIN consumer, #UELA,

o XHRHEREAERMRIR: T, FHRIERIESC: t5-33-501:2921, s0140, s0395, s0268, s0398

o {&4E: TLS %8 XT NF B8, consumer PRERTFIXLE(E 2 AMRTEIEIEA]; Uit sl 5 [R5 s R IX L8 id

o R BE=J7UAFRIE correld 5 fetchCorrlds AN1E Tz JE S B ITIE R A

o T MERHIAAERAE TS 29.500 58 6.10.9 5% SCP SHEMIKEE, AILUEIL

Z01: FEATRAEARHE AL

RIRBLE. A Fetch BRIEHHRRS, HMFIERINEMR (NRF MEAFRINARSS #8) BRI, NIZBIEERL

(IVFR]; B BANIEAR B PAF= A SZ R 4P H3E

MFAF f#ERIR Configure FIE RS IIEFIR Fetch, Z REBAE RAUIRSS A8 % NE B R M), FAHZRSS

JEEIRITT IR FiE HAARSS S NF KA SWARSS. (& TLS BRI S AR B,

o S5 oz BAEMBEZE TR 2; ATH

o MMEH: fE—MESHIARN NBLIET ) AN T ESCHIRILE]; ESERREDETEE RS
R, XET 203 HYLHEL

o XRRHREEHEAMRIR: B, XHEFRIAIE: main:1982, main:2634, s0304, s0305, s0426, s0427

o IKHE: SRPCEBINIANARS AR, HAATIETE MFAF H; 2R ER 515 KRG S i T
B ARG SZARAR A

o« =% TC; PHBSIHEESZAET OAuth2 Bk, EH5RWK

701.12: [P R 2L

IR Fetch $EPHRRS, ETIFEERNERBER T, SIZIEEE VAT AU S IAER 2 DAEEL,

Fetch FON AR nmfaf-3cadatamanagement 2577 H047; £ TLS INIEEFAA HMARS S NF 26

#u, MFFAIRSIIEEINGTE NF WSS ZEHLZ Fetch AT Y 2L

o SR por; BEME TAR: J2; ATH

o UMEH: TR Fetch MIME— B IFAIZIRS ISR, IXIEE B —TuRE AT LI,

o X ESHHMEA: B, WP HIME: main:2634, main:2640, s0426, s0429

o KR SHUZFRPIRS S EARIENA S, REBSHIEH, ZARSERMN; BT TLS [FiESHE
VA= Lis

o N FWMAEICTHTFIE—2 TIE; JERESEN BRI, HXAHNERESREN

703: ML id

— consumer {5 correld/fetchCorrlds HEEF T & H VR &5 B dRE;, WEHEFEENE consumer
A AT B SR ERARIRFZ 2 55— consumer 5855 — MEVE B,

14
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L5 correld HXRRERSE ) — 1 consumer |: %A fetchCorrlds FfF A EUEATESE, 1MH —MAIRSS K

O ATE NF A5 RFFAIXLE id WSk, —BHERE S —55 consumer AN id, BB EX

consumer FYEHE, [ MFAF M\ ANI41E K77 SECEHATEEEL,

o SR AL (1R RARIE TRE: E&Ror; ATHEAGRE

o PMEH: BT S fetchCorrlds EAREE45 5 — 1 NF, BVEHIZIMIENSS R, XReg T EEHARP
Wio

o XFRHREAEARIR: . FTRIERIESC: main:2640, rfc6749:2879, s0040, s0395, s0398, s0429

o fHE: XL id HERE BB EE SR TLS #2684 NF 8, FUChisa B IRyERE, Hit
AR IS B AR A A

o KRR FEEAEHH MFAF J& S0 15 3K 775 fetchCorrlds FITJ& Y consumer #817 Lb#E, %A HAHIX
LEE R IR I 2 — IR

o N—: —4¥ fetchCorrlds #f 7€ £l consumer FYFLN], BE#Z3Z2 E A1 bearer {H, 7] PAE L ; Tamarin+
Agent A] DU ER EATTHY SCP B{1£

Z04: WA id A SHEM N

£ Deconfigure 2302 J5, =X fetchInstruction 1Y expiry E|#H 2 5, fEHIH correld/fetchCorrlds F#T Fetch N F
IR [E 5 ARE

fetchInstruction FHHEAF HARR £ SZERHR A 2 HARR : MFAF %15 SR AUPRIRTFER BN BRI N 2, R [RAER AR
WFEMIR 2 5. 7 Deconfigure MIBRAC & 2 f5 1 2 FrELR [FIEHE, R X EEEMDBECS LT
fetchCorrlds F<%%,

o S5 ARG Q%) BEEE TR 2&; AIAH

o MMEH: TERAFSCE SONMARNFEIS G EMPRERTE, FHEH TEHIR0 AT BRI # I 20F,

o iR EEHHIERIR: NI, FTKIERYESC: main:2461, s0398, s0076, 0122, s0123, s0124

o KHE: ECEA AR =XEO (bounded.pv); HEHIBAEEGK; RCATE bounded.pv H7; HARR
PR —2, [RIHEE R 8E =R RIS 2 G

o ROt FSIM AR Fetch 1F expiry 2 J5 (AL B #MBR > J5 2K MFAF 2712

o N 56 4.3.2.2 kKT expiry K7 PAN Deconfigure X AR ZHf fetchCorrlds 2N FRIR AT DUEE; &
ZERFC IR SR fE A VR R IBE

S03: =i B 5 ePRIHEdE

BLEEIAEM G, T IHECER fetchnstruction 8¢|H fetchCorrlds NREf#H MFAF [0] 2| [HEC B IR S8R A 1H
BLE R AEE,

HH B MEFENEE, EA2BELELHIIARIRETF: IHEY fetchInstruction {/yR]4k&E(H H, FHIR B8 HT

AT R DA BRI correld, A — S8 HVIEK], #E5HTHY fetchCorrlds, A ELL consumer [A]R{HERE,

o R ARG (1 k¥R ; FE TN Z2; "TH

o UME T BEETRRIERIRIBERTREAATS R TS, TR SO & A 248 AR,

o XREFZEAHRIR: I, ATRHERIERSC: main:2362, s0059, s0060, s0062, s0124, s0395

o {4 bounded.pv ¥ — BB MINEIT N create, notify, fetch, update, fetch, deconfigure, fetch; R
FRARTFEEECE A, RIS A N Hd S A HERRTE bounded.pv Z 4h

o fFE: HEHEGELLBUHHATERN fetchInstruction, X AAEH

o N BLKECERRAT NIEHIF Fetch, L2 BHBIRIE BE#H = SCHTY fetcchCorrlds 3%, A REMFR
IX— ]
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S03.13: [HIH2 A RETFTiGEid S

BLEEIAEM G, T IHACER fetchinstruction 8¢ |H fetchCorrlds ANRE#H MFAF JR [0l [HEC & N UEGE,
NBEMH consumer U IHEHE Y (EHTHC B I EHERE =

FHr 25, consumer {& ¥ [HEC B Y correld #1 fetchCorrlds, F'EfTEEL, WE|TEIH correld WYIHEE, FF
N ER AR B R BEE R Z, MM i 2 X PR IR AT B BC B correld, TMIXIESZ consumer E.48
FrARIE,

o SR ARG (1 k¥R ; BEETRA: Z2; ATH

o UME H: BERIAXN consumer 1 5 HEHTHIFVEIE 5 Y BTEERTCIEX 7, MR SOFARM MIX— o

o XHRHTZEMRIA: I, FHRHEAYERSC: main:2362, s0395, s0124, s0059

o IXYE: BT —IREHM —IR G EEUEL; consumer 50 N 5 E 77 % fetchInstruction HY correld #E4T Lk
B, 10395 FTIR; FAXHEHEFRTE bounded.pv Z Fh

o fF%E: consumer %A TAANRIZISHIH fetchInstruction 15 5 HIAL B &40 ZL
o = FIANECERA, sESRERGAEFIEH, AHELL consumer 73 HFH 25

S04: FCEL. JEAIS Bl HEASCHK

B B A FH (Y fetchCorrlds >R B 3@ HIFTEX A 1A — consumer 48 s EIARGEH]; EEIHT B correld 3K H EL &
[t EE MRl — consumer BENZIUECE; = PNHTELZ AIANTEFERS consumer BUFSHL B VA F

TEHA™ consumer PNER, = EREREAOCHR : @A N H B ER correld, #HENIFRRE consumer
RIEMIRRIRTF. B8 consumer I, IXF&BEFUZRMERLE: 565 — consumer ARIRTFI— 77 thaES 2RSS, A
XTI E 2L E

o S5 ARG (1R BB TRRIA: ERay; AOREEHIAT A

o UME H: IXKBEEROECENECL, FELEZ RN, IXIEZ 203 f1 A08 AR HIE,

o XREHEEHRIA: R, FHRENIR: main:2362, s0035, s0047, s0052, s0122, s0124, s0395

o K#E: BAF NF ZEEH TLS; MFAF 2L EHEE, SMHECE —FBH; IR S

o REE: BoE. HiEHSHEGEZ RGN AR B E

o F—%: F—A)EHH MFAF WA fetchCorrlds S ECE SCBSRETAT ARG IALRE 5 ] DATE 1% Bk

RO2: JEHIE S HHEZ—IR

[A—I1Z %8 MFAF J@X15K R —iZ %8 Fetch &K, fEIEETERINZEZHHEWTTHEZ —IX,

JEEIBR T H correld Z AN A HALE 6y, R E—I@EI S XIS W RIREZHEZ M, RO RFEIX

FEEZAOARERAE: SBIE N CFFEMARY, XGERHIEMZEER, (HICTERH B ZE B — 7 1 E

iﬁo

o R AEGL (1R ; BIE TR 2, AT

o MMEK: ZIMBEAFRE T XEERN, HIZEWEGHILZBURTERZ, MESAREHIAN,

o WHRHRAERIA: RIHEf, FTIERRSZ: ts-33-501:2865, s0140, s0395, s0148, s0149

o fHE: AR TLS MR AR ALFE SCATER T SBI B R, R IZHm @ EAEE FRERENASE —
UR¥%%Z; consumer 178 A B AEUE(AT Fb 4%

o . HEERBELSENBHEAE (SCPHEIR) NEANER S HITTERIN

o N—4F: X scps HTTP Zid#n] DAHPHE B B G REWS L ; API A G A RILEE RN
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RO3: NI 2 #iT— IR

[ —IZ S EERME  ([F]—4H fetchCorrlds XTI —IREED fEIEETERINE 28R — IR L2 XEIER; &

KATPAEERE, A] DR [EIERTEM R,

EUBGEE CAZ BRI SR, TSGR, Rtk ES PITIREEREGE, MFAF FIRESARSB8), ROk

IR EMR A EIVER, X IER XK K,

o SEHL: RRSZ; WIE TR J&; BRI

o OME K ZMEFRAL 2RI R —RIEEG (UWE s R FIE A B INME,

o X ESEHIR: &, FHXIENIESC: s0122, s0124, s0374, s0376

o {ftHiE: model.pv HEMELE REME — KRB, KR Z IR EZSEAI PSRN, EEREUE
T bounded.pv H Z04 F1 S03 YT TG

o FRRE: BUTDAEE Z/DIRAEIHA

o N FIATE WM S LA, #ukNE 2 5 EE BEUE T 204 K70

K02: Z P00 H{i i 5 mf WL

MFAF J8 15 Fetch Wi R A (BRI AT 45 R, FOREL B a7 1Y consumer BB MM WL, HAth&

% NF 55MBB & N RERT S

W L8 AR L TR RIS BARE S M SR . J@RNFNECELA . 7E MFAF 5 consumer 2 [l B[ (RT7.  F56 IZIEAIFR

IRFFREE AN A RS TUER &% NF — BE2IbRIAFFHREIR IS IX S8R AR, RSN EZT

A4k,

o S5 ARG (1 k¥R ; EIE TR Hor; AREMATH

o NME HF: BERIINIEME S EBURT fetchCorrlds PN, R SC A IR H B,

o XHRHIZRERRIA: M, PTERIEIIESC: ts-33-501:2915, s0124, s0140, s0376, s0429

o IK¥E: X NF 2B TLS, HILHMGE; BdE2 B, RN HAAHATHENEE; fRiR
FFpitt E&4A 5 — > NF

o REE: JFESONUERT PASEAE fecchCorrlds HFEARTE, KRIHEEHRAIHLE MU T IXEEhRIR AT ROHLE 1

o N BARIRTFHE R consumer, BfHEE—IXME(HH, RIRJEERNE
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Bk C: FESKMIMEIHERIE SR

UERAE A A BARAYIE S BB, BRI FAIRIE R, 2ERE TR, DAREHREE K i
HHPHAE,

Hb g9 % #Hil X %k Fk

A03 proved a03_notify 1of2 a03_owner_ctl (depends_on_ambiguity) 2 proved, 1 attack
A08 proved a08_cfg 1of2 a03_owner_ctl (depends_on_ambiguity) 2 proved, 1 attack
701 proved z01_fetch 20f3 3 proved

703 proved a03_owner 1of2 a03_owner_ctl (depends_on_ambiguity) 2 proved, 1 attack
704 none z04_expiry (holds_in_source); z04_delete (holds_in_source) 2 attack

S03 none s03_update (holds_in_source) 1 attack

S04 proved a08_cfg 1of2 a03_owner_ctl (depends_on_ambiguity) 2 proved, 1 attack
RO2 none 102 (depends_on_ambiguity) 1 attack

RO3 proved 103 checked 1 proved

K02 proved k02_secret  checked kO02_rogue_ctl (depends_on_ambiguity) 2 proved, 1 attack
A08.11 proved a03_notify a03_owner_ctl (depends_on_ambiguity) 2 proved, 1 attack
701.12  proved z01_fetch checked 2 proved

S03.13  none s03_accept (holds_in_source) 1 attack

BT, MBS A TIRAER, BRI S RANESRIER:

Hbs 3K G % i X
A03 24 analytics consumer $5 — 2% H network proved a03_notify none

correld I fetchCorrlds i) MEAF @A,
MFAF FfiSEm) e k% A IX EE(E AT 108

s
A03 Fetch FITARSS FIAT S 2 % AL E Y ids disclosed attack a03_owner_ctl
consumer; Bii& LA —&EHR (depends_on_ambiguity) (a03_owner HYXS
correld, fetchUri Al fetchCorrIds, Ra#E i)
A03 Y4 MFAF 5% —" i A fetchCorrlds [ network proved a03_fetch checked

Fetch i, ‘B IR MLE KXIT —5%
T IX L fetchCorrlds HIEAN, T &
# consumer 1E/2 EIEAIIRTR,

A08 consumer FT#3Z ATIEHHET Y correld K network proved a08_cfg none
H—441% consumer %41
notificationURI HYAL &,

A08 MFAF HEHHEIR A1 451X 2L fetchCorrlds ~ ids_disclosed attack a03_owner_ctl
FhEECE FH5E M consumer; W& T FF (depends_on_ambiguity) (a03_owner HIX}
H—ZIEHIHY correld, fetchUri Al fa#IA)
fetchCorrlIds,

A08 — 77 W EER X N F %5 B 2 network proved a08_data checked
Fetch AR fetchCorrlds, M EH—
Ak
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201

701

703

703

703

204

204

S03

S04

S04

S04

R0O2

R0O3

K02

K02

F5k

MEFAF #5241 Fetch 21, AIRSS
AERAIE KRB A T EXT fetch ARS5TER
(scope) HIVIIAIZ

MFAF f7#%41> Configure Z /i, #BI7)
BB 77 NF 258 180 Bl B AR S5V
(scope) HIVIIAIZ

B 52 RPETE NF LIEE SRS
MERIETERE (scope) MEBH G FKM
15 R A THC B SR B IE

BN E G FEEFARSVERE (scope)
G725 NF TCiE R X E IR 5 —1
consumer FJEHE: T RS E EIKE
HIARZEIEHFINY ids

—™ consumer Ff correld I fetchCorrlds
TEB —A NF 54t ARBUHE R E5E ;
Wi B FA — SN correld.
fetchUri F1 fetchCorrlds,

Zh. correld BY, fetchCorrlds JCi%68 FH T
55— consumer fFCE B — MEE:
WEIXEE, — S 2R,

1E fetchInstruction #7 FUEE I R Z J5,
{# FHIH fetchCorrlds Y Fetch 1% [F1%)
*EO

BoEweMIER/E, A IH correld F1
fetchCorrlds ¥ Fetch AR [FIEHE; Bdi®
R IX L HFRIART

BB B IR B B B EdEE, H
fetchInstruction Y id TEIEE#E A, Wk
FILEFA XL HARIRTT,

JEHIHETT Y correld 2K B %1% consumer i
41 notificationURI IVACE, [KIACE D
BEFIEA A S1E consumer Z [A]AS
yo

5t B8 7E 1 consumer R [FIY consumer
KB AR EZECENEEE; WEHEIE
FHE — 2511 correld, fetchUri 1
fetchCorrlds,

W BB R — 77 & IE Y
fetchCorrlds, [KI fetch BB~ 55—
/™ consumer [ fetch 22X,

—ZkIZH MFAF IBHIEZHHEZ —IR: 5B
CIRBOERR S AR

— B fetch E2H PN R EHRKH
RO eI E AR AR
ARV, R EEAEIR [FHE F AR,

AMNERBL TG AT TCIEAREEEIR] fetch M
N FHET Y analytics ZXHEB A HT4E SR

HAth &% NF # IR fetchCorrlds
HIEHR; WEEERE — K@
correld, fetchUri I fetchCorrIds,

Bli#

network

network

rogue nf

rogue nf

ids disclosed

network

network

ids_disclosed

ids_disclosed

network

ids_disclosed

network

network

network

network

ids disclosed

19

proved

proved

proved

proved

attack
(depends_on_ambiguity)

proved

attack (holds_in_source)

attack (holds_in_source)

attack (holds_in_source)

proved

attack
(depends_on_ambiguity)

proved

attack
(depends_on_ambiguity)

proved

proved

attack
(depends_on_ambiguity)

i

z01_fetch

z01_cfg

z01_fetch

a03_owner

a03_owner_ctl
(a03_owner FYXF
Ra# i)

a03_owner

z04_expiry

z04_delete

s03_update

a08_cfg

a03_owner_ctl
(a03_owner FYXF
Fa i)

a08_data

102 (103 X HEE

#)

r03

k02_secret

k02_rogue_ctl
(a03_owner X
HEA i)

none

checked

none

checked

none

checked

checked

checked



MFAF Bi & f 515 2R

A08.11

A08.11

A08.11

Z01.12

Z01.12

503.13

F5k

H—ETE NF R ERZIEAR
fetchCorrlds #ilit 5525 T I A REFREUEL
E: (VEIRSSTER (scope) HARELLE
1925,

— consumer fIT#%5Z /Y correld 1
fetchCorrlds 3 H MFAF £ %1% consumer
&4 notificationURI B ARG} BC & Pl & 1%
JEH,

iz sz B Is EI B F— 1734 1% consumer
11 correld An44 X S AELE

MFAF FUOBBEA[F—A consumer 4t
ARSKIBAESZ Fetch; WHiBELRFE —4%
JBHIAY correld, fetchUri A1 fetchCorrlds,

i TLS INEHRFA 5 — DRSS 2
Y NF KIZ A2 HdR A Fetch: {(UEE )
INETCEE R R

HAEY =TSR fetch IRSFTERE
(scope) WA HEAAT Fetch: NRF %5
KHIIRSS TG (scope) BEEEMIHIE
F o

[HEAETCIEC Y 1F 3 9 E Bl B R k%
%2; WHEXFEHE correld 1
fetchCorrlds,

Bli#

rogue nf

network

network

ids disclosed

network

rogue nf

ids_disclosed

proved

proved

proved

attack
(depends_on_ambiguity)

proved

proved

attack (holds_in_source)

i

a03_owner

a03_notify

a08_cfg

a03_owner_ctl
(a03_owner FXF
Ra# i)

z01_noauth

z01_fetch

s03_accept

none

none

checked

checked
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Bisk D: b B AN
—N LLM SMH7 USRI BB, FHES MR ProVerif; 5 3 SHi0 S SR IEN 3340
HiFEE,

ProVerif+ Agent 2 1ifi session-20261114T230127, 2026-11-14, IRZA: B5EK, B : deepseek-v4-1-flash-
261017, ¥4 43, UEAAZS 2 7D, SEPRFEN 16 43#h, AR 0.130 USD,

ProVerif: J&1T 7 59 MER, 58 NEHIE, 1 MEERE, 28, Kx7T 38 MHEIE,

Tt a
P MFAF Pt & 3815 TREL
fA 19.7.0
S MriaE —/]> DCCF BLE7#. MFAF, —* analytics consumer; SLUNERSHIE, BELE - fetchInstruction

JEAT - H fetchCorrlds HY Fetch - BNz, — M 5Lk, FLELBROAMA, TRELZIIANTE
FE/YT 3ca Subscribe #1E; HERR_EiiER S K2 A4 P,

AETEREIN FEFEANMEAREN T AL 2SR 724, WHERERmmRL FloL, TEREERM
YOI, EAEFAIUE PR AR RG], EE Rel-19, A BIXSIMNEMSS KT E SHEE Y
RS AT NF; TLS MBS i @2, &75 NF AREEREAM NF /Y TLS &8
OAuth2 subject/audience/scope/expiry & TLS S5 E KT EL; NS5 scope 1~ HBNEF T
TEFRE R, HUARARERAIE MR, ARRRESEamE LR E. BnEiEE APL it
1, TR7EH 56 L4,

JEiSC 477 MRS ESCHAIT (195817 7)), KA FEAIHAIEY, AMR &P s0001 Z2KH95 g2
Hrp =gt

AT TR IR A SRR =T
XA =4 t) i
main 4.2 Nmfaf_3daDataManagement Service
main 421 AR5
main 4.2.1.1 MR
main 42.1.2 AR 552845
main 42.1.3 2% ThiE
main 42.13.1 HBEAEZRIEHCYIRE (MFAF)
main 42132 NF RSS2 H
main 422 MRS 15AE
main 4221 515
main 4222 Nmfaf_3daDataManagement_Configure JRZ5 11
main 42221 MER
main 42222 MFAF HI#J4GEHE
main 42223 ¥ MEAF HYBCE
main 42223 Nmfaf_3daDataManagement_Deconfigure AR 551
main 42231 MR
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X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

ey
4.2.2.3.2
4.3

4.3.1
4.3.1.1
4.3.1.2
4.3.1.3
43.13.1
4.3.1.3.2
4.3.2
4.3.2.1
4.3.2.2
43.2.2.1
4.3.2.2.2
4.3.2.2A
4.3.2.3
4.3.23.1
4.3.2.3.2

5.1

5.1.21
5.1.2.2
5.1.2.2.1
5.1.2.2.2
5.1.2.3
5.1.3
5.1.3.1
5.1.3.2
5.13.21
5.1.3.2.2
5.1.3.2.3
5.1.3.2.3.1
5.1.3.24
5.1.3.3
5.1.3.3.1

5.1.3.3.2

b

Ik MFAF LB
Nmfaf_3caDataManagement Service

55 ik

IR

MR 552844

W2 e

HRMEZIERCIRE (MFAF)

NF fRS51H 2

MR %5 10

515

Nmfaf_3caDataManagement_Fetch IS5
R

M MFAF #a 2R sl 737
Nmfaf_3caDataManagement_Subscribe JR55#5#/F
Nmfaf_3caDataManagement_Notify J{55#1F
ipa

KT EIT BRI A]
Nmfaf_3daDataManagement Service API
515

HTTP Y

ipa

HTTP hrifEbRSk

R

A

HTTP HE bRk

g o
B =

=

: MFAF it &

B
B

GRIEARIE T 12

POST

VHIR € AR

RIR: B MFAF FiE
R
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X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

ey
5.1.3.3.3
5.1.3.3.3.1
5.1.3.3.3.2
5.14

5.1.5

5.1.6
5.1.6.1
5.1.6.2
5.1.6.2.1
5.1.6.2.2
5.1.6.2.3
5.1.6.2.4
5.1.6.25
5.1.6.2.6
5.1.6.3
5.1.6.3.1
5.1.6.3.2
5.1.6.4

5.1.6.5

5.1.7.1
5.1.7.2

5.1.7.3

5.2

5.2.1
5.2.2
5221
5.2.2.2
52221
5.2.2.2.2
5223
5.2.3
5.24

5.2.5

b

PRURBRIETTI%

PUT

DELETE

TESRIRBRIRAT H T S HRAE
A

A ET U

iR

sER R

ElE

b
2

. MfafConfiguration

b3
2

. MessageConfiguration

2

MfafNotilnfo

. MfafTransferInfo

b
2

2

TargetMfafNotilnfo
faT BRI R S MO
515

] BRI Y

A B 1B A B R S & 1 e 2
IR

FHIRAL T

kR

PSR

[ 5 1R

LR

e
Nmfaf_3caDataManagement Service API
515

HTTP A

LilRen

HTTP FrifEbrsk

iR

Eae Sl

HTTP HE Xh7sk
TERIRGHRA B E AR
A
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SCFi 4t b

main 5.2.5.1 Wik

main 5.2.5.2 MFAF @1

main 5.2.5.2.1 Bt

main 5.2.5.2.2 E#r URI

main 5.2.5.2.3 PRifETT A

main 5.2.5.2.3.1 POST

main 5.2.5.3 FREUEF]

main 5.2.5.3.1 Bt

main 5.2.5.3.2 E#r URI

main 5.2.5.3.3 PRifETT A

main 5.2.5.3.3.1 POST

main 5.2.6 By

main 5.2.6.1 R

main 5.2.6.2 SE I EE T

main 5.2.6.2.1 15

main 5.2.6.2.2 A NmfafDataRetrievalNotification
main 5.2.6.2.3 287 FetchInstruction

main 5.2.6.2.4 2871 NmfafDataAnaNotification
main 5.2.6.3 Tl R 2R R S s

main 5.2.6.3.1 15

main 5.2.6.3.2 T B dE 28 Y

main 5.2.6.4 TR 8 B SR B P A SRR R Y
main 5.2.6.5 TR

main 5.2.7 FEIRAC R

main 5.2.7.1 MR

main 5.2.7.2 IR

main 5.2.7.3 NS R

main 5.2.8 Rtk

main 5.2.9 7

BB, GRS B AR SRR P ENLAREE . — DCCF ECE . MFAF, —|* analytics consumer; E
IR EEUE, BLHE - fetchInstruction JBK] - #F fetchCorrlds 1Y Fetch — BN, — /N Fif&tn, BlEd R~
AN, RERFHTFELER 3ca Subscribe #1E; HERR FIFREE N E Z=A0H,

X SRR PR R

TGS WA, 0B R R PR U B 5 SR B B AR B P H BT TR AR, R
NHINB ARSRIFRNE, S92 0 HIEsE, R M AR B AE SRR SEAF (s
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ID TaIFR PUE XREAB ik

A03 TS B Rl A AE the analytics consumer, JEHIHETT correld DA fetchInstruction 50139, s0140,
assured that a notification it (s0140-s0143, s0395); Fetch #H71% s0141, s0143,
accepts carries the correld of JEFIHSERTFEHLRY fetchCorrlds (s0120-  s0120, s0121,
its configuration, and the s0121) ; MFAF HEIERNSEEREIE.  s0122, s0395,
MFAF, assured that a Fetch ~ #& (s0122-s0124), s0398
it accepts carries
fetchCorrlds of a
fetchInstruction it really sent

A08 B [\ FH L B S id the analytics consumer, fetchUri ff MFAF 1£ FetchInstruction ' s0366, s0398,
assured that the fetchUri and 43¢ (s0366. s0398), M /& 5iX4EEL  s0374, s0376,
fetchCorrlds it accepts come  [F]SCBEFRIARFHE SCH E 7B R s0124, s0120,
from the notification for its (s0376. s0124), s0121, s0395
own configuration, and that
the MFAF returns the data
of the fetchCorrlIds it
requested and not another
configuration's

701 MR A the MFAF, assured that each B> API I3/ [RIER W] DA OAuth2 &/ main:1982,
Configure, Notify and Fetch Ui fEHEIZAL, NRFE 2RSS, HZt main:2634, ts-
it performs or accepts is FEHTIZARSS Z AR 33-501:2875,
authorized by a token the (s0304-s0306, s0426-s0428); & NF  s0304, s0305,
NREF issued for that R BRI A B NIHE. (ts-33- 50306, 50426,
operation's service 501:2875), s0427, s0428

703 G RR e id the analytics consumer and ~ correld B NF RZSTH P& 1ERE, @AY main:2640,
the MFAF: a consumer’s FEERARI (50040, s0395); 1fc6749:2879,
token, correld and fetchCorrlds & MFAF ﬁiﬁiﬂ"]?ﬁ%, 50040, s0395,
fetchCorrlds cannot be used AREHHIHEHE (s0398); ZARSGSHE —  s0398, 50121,
for another consumer's MNEE, BB EERIE P E s0429
configuration or for another (s0429); RFC 6749 f5it, BRAHEL
operation AT AL B IRARSS dR B ER A P i R

B2 IR R ALK
(rfc6749:2879)
704 T HHEEGERY id BUREME  the MFAF and the analytics ~ fetchInstruction $#H7 — /N AEFISHART 0398, s0070,
(IR consumer: after the B, VENER A EE A AR LB ] s0075, s0076,

configuration is deleted or (s0398) ; Deconfigure MillR1Z MAEIR 50122, 50123,
the fetchInstruction expires, (s0070, s0075-s0076); MFAF FJ Fetch s0124
a Fetch with the old correld 23R 51 AR I HAIN Rl s fc &2
and fetchCorrlds returns no ~ AFTERIREEE (s0122-50124),
data

S03 EHCE SR IHEdE the analytics consumer and ~ FEHTHRIEZ L H transRefld FRIRHY s0059, s0060,

the MFAF: after an update
of the configuration takes
effect, an old
fetchInstruction or old
fetchCorrlds cannot return
the data of the old
configuration nor make the
consumer accept old data as
new

25

Individual MFAF Configuration F 577
fii (s0059-s0065); JF LA E AL E
IRA, A E AT BRI R 2 AR Y
fetchInstruction ZSRXAIHLN] (50398),

50061, s0062,
50064, s0065,
50398



MFAF Bt I8 A1 5 IREUN &2 2 74

ID (5] PiE XRIE LB ik

S04 BoE, A5 EA5E0CHE  the analytics consumer: the R & AIEACE (s0035), MFAF fH 50035, s0047,
fetchCorrlds it uses come 171# (s0047-s0052), FHiZACER s0052, s0120,
from the notification correld & 1%XJ@%] (s0140, s0395), TH s0121, s0122,
generated for its WHETAIEZIEA] (s0148-50149), FHH 50124, s0140,
configuration, that HA Yy id $ATERE] (s0120-s0124), 50148, 50149,
notification's correld comes s0395
from that configuration, and
no consumer or
configuration is crossed with
another

RO2 BRI Z R —IR the analytics consumer: one  JEFIXH correld AR, FHER THEFR ts-33-501:2865,
logical MFAF notificationis IREFE (s0395); THEREEREZMITE 0140, 50141,
accepted at most once #IZIEA] (s0148-s0149); SBI{E4 M s0395, s0148,

KAFEMIRY (15-33-501:2865), 0149

RO3 BRI Z AT —IX the MFAF and the Fetch N BRI CEARIART (s0374),  s0115, 50122,
consumer: one logical fetch ~ MFAF fRIFIXLEARIAFFR B EZMEVEL  s0124, s0374,
operation has at most one #8 (s0122-s0124); JESIZAVRRET 0376
security-relevant effect; a BIVER, WA R AIXEEFRIRAT L REfH
retransmission or a cached H—ik.
response is allowed

K02 BHR OO HIE 8 n] UL the analytics data the MFAF 811 B [H] Wiy 7 $E0 450408 124 21| B 12 719 ts-33-501:2915,
holds: the anaNotifications,  notificationURI DAM &R (50140, s0124, s0125,
dataNotif and dataReports of s0144-s0147, s0376); JEHINAFS SBI 50126, s0127,
a fetchCorrlIds are visible JEFNESK (s0339), SBIJEEZHIEME 0140, s0144,
only to the consumer named &% (ts-33-501:2915), 50145, s0146,
in the configuration, not to s0147
other legitimate NFs nor to
the external attacker

A08.11 id 4P ERIHHEAINIE & the analytics consumer, JBAIR XA E Y notificationURI, 3 s0039, s0040,
assured that the correld and %7 MessageConfiguration ¥ correld 50140, s0141,
fetchCorrlds in a (s0140, s0395. s0268); JHZEEFfiE  s0395, s0398
notification correspond to ZIEHA (s0148-s0149),
the notificationURI and
correld the configuration
names for it, and that the
MFAF accepts a Fetch only
for the notification it made
to that consumer

701.12  B[EESRIZAL the MFAF, assured that a Fetch J& T Nmfaf_3caDataManagement main:2634,
Fetch is performed only for ~ API, a0 A OAuth2 $%4Y main:2640,
a party holding a token (s0426-50427) ; 1% APT HUEN—E 50426, s0427,
issued for the fetch service, [, B RIRHEIRIERAITER s0429
so that identity (s0429),
authentication alone does
not retrieve data

S03.13 [HIES T REMZIG T EHT the analytics consumer and BT HRIEE 2 HH transRefld FRIRMY 50059, s0060,

the MFAF: after a
configuration update takes
effect, an old
fetchInstruction or old
fetchCorrlds cannot make
the MFAF return the data of
the old configuration, nor
make the consumer accept
old data as the data of the
new configuration

Individual MFAF Configuration }¥E.1%
fif (s0059-s0062), LA 200 OK 5X 204
No Content /% (s0064-s0065) ; JF L
WA E XA BRARS AT, MEE N
TE BT IH#E AR SE A A fetchInstruction 2
RAIFIN] (s0398) 6

50061, s0062,
50064, s0065,
50398

26
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T A AN TR R AYTE B O SRS R E .

MR ERIR, BERAM

i TSR BRI R (T 20 Bt ARETIREBS W, 3t 398 By, 0 & X — B 1 R 2l
VERL, ENBEE S, SREN LA, KT 16 B, %E 382 Br, HIMELEBes HARIERY B T 454 TR
T B BRERIANZ AT H AT,

BE Hisk EN ASIERE R
P001 &  rfc6749:2778- BEERRIR BAR OAuth2 ‘Z2H ER5 I S HaA— M M EIMEE, EX AR E
P002 2786 R TR,
P003 &  rfc6749:2790- TIETEEIN BRSO R B T OAuth2 JE4% (TS 33.501, TS
P006 2823 29.510), LS EKEEE, HAERDHT; BB IZFELEH S S
KF1TLS &AL,
P007 rfc6749:2827- 701, 203, rogue nf
2829
P008 £  rfc6749:2831- RETEEN AR SS 2 AR IR AT & AR BRI, TR,
P010 2850
PO11 rfc6749:2859- ATETEREIA Vil AR AR RZ 8 T OAuth2 5 TLS &k, T~2ARE
2865 H 5 PEURAE
P012 rfc6749:2867- RETEREN A AP AMER B B E i SRR A
2868
P013 rfc6749:2870- 701
2872
P014 rfc6749:2874- 703, 701.12
2877
P0O15 rfc6749:2879- 703, A08, rogue nf,
2881 ids disclosed
P016 &  rfc6749:2885- TIETEEAN TR, FAGS, EEM URI B, RIRFTE & O A& API
P033 3003 A PRI,
P034 £  1fc6749:3013- AETERIN TR MR e B I R AT S5 P EE ) OAuth? 5 TLS ERLRi R,
P036 3028
P037 £  rfc6749:3032- RETEEN EIEME N 04, REFEHE I EEN SR, HEhrRIERmmes
P039 3041 {H,
P040 £  rfc6749:3045- RIETEEIA ML, BEUNIERIE, MaEhEE. REEA. FFEE T
P062 3210 WE e 8T Web Z s, FFEAR NF 2| NF [ API 2R
P063 ts-33-501:2491- V& AERRIAR HFR AT EIE RIS AR R M ETESR ), Rtz
2491 BUS A AR LR N A
P064 &  ts-33-501:2495-  AAEJEEIRN 5G AKA F1 UE 5% 2 [RIFTIAIEFIFZAY, 24 API fifs.
P072 2511
PO73 &  5-33-501:2515-  ALETEEIA . APEBIEAESRP. SAEE,. HRFA. gNB 5 ng-eNB 2
P212 2851 K: 5G ZEMBAMFZLE S, TS5 EHEER,
P213 ts-33-501:2853-  AAETEEIN X} UDR fEE3K, UDR 2T Mrimfe < SNIEHRF i,
2853
P214 ts-33-501:2859-  RLEJEEIA EERXXISY; BBEE DCCF. MFAF FI{#H 7740 Ttk H gEidit SBI
2859 HiBEEX,
P215 ts-33-501:2865-  R02, R0O3

2865

27
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Bk

P216

pP217

P218

P219

P220

P221 F
P222

pP223 £
P224

P225 &
pP227

P228 &
P234

P235 &
P237

P238

P239 £
P240

P241

P242 2
P303

P304 &
P312

P313 &
P318

P319
P337

P338 &
P375

P376 £
P398

ik

ts-33-501:2867-
2867

ts-33-501:2869-
2869

ts-33-501:2871-
2871

ts-33-501:2873-
2873

ts-33-501:2875-
2875

ts-33-501:2879-
2881

ts-33-501:2883-
2885

ts-33-501:2887-
2891

ts-33-501:2895-
2907

ts-33-501:2911-
2915

ts-33-501:2917-
2917

ts-33-501:2919-
2921

ts-33-501:2923-
2923

ts-33-501:2929-
3055

ts-33-501:3059-
3075

ts-33-501:3079-
3091

ts-33-501:3097-
3141

ts-33-501:3149-
3231

ts-33-501:6540-
11901

EH

701

RGP

A03, Z01

A03, 203,

ids disclosed

701, A03

AMETEEIN

701

701, 203, rogue nf

AMEFEFE

MEFEFE

K02, R02

AMETEREIAN

ids disclosed

AMETEEIN

AMETEEN

AMEFEFEN

AMEFEFE

BRI H R

MEFEFE

AIERA

B FERINERK, SRR,

NF FLE S SUEBRIIEA PR NF ZIE, RIERT AT RIRIEN,

NEF [N YIRER SR, TRANIE,

SCP 5 NF Z B EATERER IR (LSS FTIE 2 /Y SBI &ALk,

SCP Uit s I [RIHEFRZ AN SCP AR HIRIERTT, JB T AR Z SN E 5

IDE\iO

BIFEEE, SEPP 5 N32-f B3k, ANEFTIHTH PLMN HNIRAER,

SEPP Z[i] N32-f 2 [ _ERIEIERT, TAERFEN,

IPUPS FIUH & MIZSARIASL, NERRIEA,

ER M A el AR ATECEE, A APLIRARRI I,

RAN FI NAS IS5 e BIE R BRI E LR RIERE: AR NIRRT

SRR, R B oA R R

N3. EAP-TLS ZZbRiHE2FA. IAB 1 MBSF %K, RLEAT M HI AR
WO

PERLH 3, BH&REM

MU M — 13 Z 2 MIERAE P B SRR, RN 32 5&0%0E, D EUelig&d 7 —i: AT
XHEE, SEGFHRERA R, BE T 10 54, BaE 22 &, UREKERE T REE N AR,
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FH  HREATER TERMRRPEBRS S AR

K01 %H /e AETE AN AWFEOE R MR 2 TLS 21EF1 OAuth2 TSR, HAR
PEMATSSEE TS 29.500, TS 33.501 Fl TS 29.510 H&k; Ififs
AR EATE AR P A

K03 HMRE FEHEATXME RN SRIREFIAR AT X LR TEMEELR; SCRH P RME T E R AR AT
XA, TARAR AR A 25K DL Ko2 $2HH,

Ko4 AR, HrSRESE NEH RN E EHBER, TR HRSTES IR,

D01 {HEZBIESEBIERIFHLEME  A03, A08

A0l  AIE S5 (Aliveness) A03

A02 5 —EMEIAIE A03

A04 AT —FMEIALE R02, RO3

A05  BRUEHIAIE IEH RFAENEL TR, R A HINET MG,

A06  EAEHARMIA & AR 2TERH, R HIATC AR,

A07 B EHE—EAGE 203

RO1  IAIE/BkiEcHT i1 RO02

RO4 IHESEZINT @ %4s i RFEARE TS, HZE S H .

RO5  HikEI, 2R IERET & AFAR AR AT AR RRAS, BRI,

col  HiFEREE (FS) RIEH NN ZTEEY, KA A AR TGRS,

Cco2 HiEAMEE R (KCD eI TR, RIS S 78 M,

Co3 CHIEHAZS it eI ARARRE L RTEZ MR BAIRE, it 8% 0 B A A

Co4 IR HRIRASHEINE  EH ARIAEAE XN B B 7 RS 50

cos FEFL2E (PCS) & AFARAE ORRFC SR T, IR S 2 2 A A,

Co6 TR ERERIHIANE  EH AARA T S e AR B A 2 e

C07  PiELT AT eI RIS, R % i FE A SR,

Co8 IREFBRM B  TEH AWAREE AR B R RV RFHRY, 55 CIG R IE
TEN TLS 5 OAuth2 H4k,

202 FHERRTY K A08

205 WP BIRSZERE 703

SO1 /il nonce ME— & AFAR A TAEAT N EAE G E nonces

S02  EEfE EMAELRT SR R02, RO3

S05  RIESIHRAELRRL 704

P01 HfEANE AETEEA SEAE TEMRL, RREEREAYE, B82577%
EARIRY NF,

P02 RIERAREE AETEREIAN RIEAFRBNEE TN XRIAAR, H correld %1% 1
KIRB TR,

P03 PSR AE R AETEEIN BemelFH P Bl SE A 2 A5 P TR TR LR, SCRAARIEILA R,

Vol AR HRRE UERARR AR T SRR AR R ZIEMEMEIR, JCIRmIERA R 2 o

V02 JCARFUHISES UERARR AR T TEEHURIEMEMER, JCIERAIERR#RER .

V03 ZBRVRIRM UK HERABR AR T VRGO R B,  TCIEAIERA AR
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S 5TNZOIE, BIUR & Bk &

6 FACREE R MR E R EINZ 57 M2 (RIPEVEDZ TS 8, 3k 22 IT; Mo & — Tk Al IR i 4%
HZERIX NS 5T EFRARXME, SENT 2R, & 7RG R 15 I, &R 7 01, 1B HskE MR
K B—IUE2ZAHEZ A& KA,

ID Z5HJ77{E A BahE & ABEIEIR
S01 DCCF 257 e EHRF fit B g P B RSN E Y notificationURI 1 correld; 41

REeREsE, EHCEENSIERSRATEENMNE, A
R S A RS AL B A AR AT AR BT K,

S02 MFAF 257 e EHRF R EHE ] MFAF, EASFEFEEAEM fetchCorrlds; A%
TFEXT MFAF 45 5 M B e AR IR

S03 analytics consumer 257 ids disclosed
S04 NRF 2577 HWEXEET  PWERHRAURSS 88T DOV R FARH] scope R L, [t
Z01 F1 Z01.12 4258 SURAY,  SCRRt AR B4t H A P
Ko
S05  HAth&TE NF 257  rogue nf
S06 correld & ids_disclosed
S07  fetchCorrlds (] ids disclosed
S08 fetchUri (1 ids disclosed
S09 notificationURI & Wii#E S AZIHEZ  notificationURT SR AL EHEE VIm £t WEEZ e, BRTH
HOLET SBIRHLINEE 2, B{TEEZ,
S10 transRefId & ids disclosed
S11  OAuth2 5[4k & FOE N ARTRRSE FrA S NF DI M — 77 AT DU 581 NF, [ E 5N
FEE SURRL; SRR NS SHIR— P X e 325K,
S12  J%% scope nmfaf- = rogue nf
3dadatamanagement
S13  JR%% scope nmfaf- TN rogue nf
3cadatamanagement
S14  expiry (1 WHEEATNEL  expiry /& fetchInstruction FPHEHT AL LN A]; #6 B FR 710K

HHUER —FREH 2, M ZIMFAREZL, X—KEH

ids_disclosed 78 #.

S15  BCERRA {H RGFEFASES RO E XECERA; EHTMREE TR EE B

ids_disclosed 78 #.

S16 AT 2 I & ids disclosed
S17 Fetch i& 3k 545 & ids disclosed
S18  HXEURIESLH & ids disclosed
S19 anaNotifications & ids disclosed
S20 dataNotif (1 ids_disclosed
S21 dataReports (1 ids disclosed
S22 fetchCorrlds X M AVEHE (H ids disclosed
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TARVERAE S BB S AF FIESR

Wi TS R S B ATRE ; B E REEH A — i 50 Nl SoThs R IEas R 1% K
mBE R PZERIESR; “ERFRZEREIZGEERE T, IEESE N 7RI 5K A D5
BRI, SRITEFRR AT B B MM RRE % i

G E] Fhf 4 g Ak

network N4 B, EF. BRFIRIEHE
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