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Configurator (DCCF)

creates and later updates or removes the

configuration

input: NF instance id, access

MFAF configuration transfer: Nmfaf_ContextManagement_Transfer with an existing configuration
Source MFAF Target MFAF NRF
holds the configuration and its invokes the transfer and becomes the authorization server, issues access
transaction reference holder tokens

input: configuration store, TLS
credential

input: NF instance id, access input: signing key

token for
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token for
nmfaf-3dadatamanagement

Configuration exists

assign a transaction reference id (s0049)
transactionReferenceld

201 Created 201 Created = MfafConfiguration

resource URI = reflds

Transfer

nmfaf-contextmanagement, TL...

Access Token Request = grant_type
= client_credentials

Access Token Request

scope = nmfaf-contextmanagement

Access Token Response Access Token Response =

S sign((client_id, scope, client key),
NRF key)

ContextTransferReq (POST
/nmfaf-contextmanagement/

vl/transfer)

ContextTransferReq (POST

A

validates
check access token and scope
check the consumer signature
check reflds

performs the transfer
newReflds: reflds -> post-transfer
resource URIT

200 OK (ContextTransferResp) =
(configs{reflds ->

/nmfaf-contextmanagement/v1/
transfer) = (reflds)

200 OK
(ContextTransferResp)
»

MfafConfiguration},
mfafTransferInfo{mfafld,
newReflds, tgtMfafNotilnfos})

removes the Individual MFAF Configuration
(s0112)
delete refIds

remove the Individual MFAF
Configuration of the transferred reflds
(s0112)
report the transfer as done

hold only the pre-transfer resource URI
of its configuration

-

creates the Individual MFAF Configuration
newReflds
notification binding kept

issued the token the source MFAF
validated

create an Individual MFAF
Configuration under newReflds with the
notification binding received (s0112)
keep the configuration under a new
transaction reference id
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AWM FHE: XRAET 5, SRRERR
e =

W RITE 201,504 (L5 37%)

JSL 50110, s0112, s0332, 50362, s0365

i ProVerif attack query z01 attack; Figures 2 and 3

KETH 20 &5 NF A5 —HREIECE VA Nmfaf_ContextManagement_Transfer [N, S Z|EHF M & :
J& MFAF 515 [ REAITER], $RENERATa A IECE, TE configs HIR[EI'EIEMER B CHIEIA, WM
EIFRE 2O IXALERE RS, 2 EHEEER MFAF, ME—RLRIP 2L AT IR URL AATE reflds
SRR

Y EwRE 4 — B B G FRIENETE NF L6, IER—1HTF nmfaf-contextmanagement 71 [l [ 5 %%
NRF Zh, AMNZECE LR TR URD (B reflds {8, SRAGHRGHRTGE), EFFRERH. THEME
Al —75 1B BE, ARSI IR,

YGEEREET 4., BN ZEEENFEE . EREENEMEANYE (notificationURI, correld,
mfafNotilnfo), [Miji MFAF MilfR B CHEIA, T 2ECEEE S MRIEE N —TT RS2 1T,

A legitimate NF that knows the resource URI takes another consumer's configuration

Malicious NF Source MFAF NRF

legitimate NF with the service scope holder of the configuration authorization server
its own NF identity and TLS credential input: configuration store, input: signing key

an NRE token for TLS credential
nmfaf-contextmanagement

the pre-transfer resource URI
(refIds) of the configurator's

configuration

Access Token Request
grant_type = client_credentials Access Token Request

scope =
nmfaf-contextmanagement

. ess Tokel S p =
Access Token Response Access Token Response

-t sign((client_id, scope, client
key), NRF key)

ContextTransferReq = (reflds =
the pre-transfer resource URI ContextTransferReq [forged]

»
of the configurator's
configuration)
validates
check token signature and scope
check reflds

no check of who the requester is
200 OK (ContextTransferResp)
200 OK (ContextTransferResp) [intercepted] = (configs{reflds ->
<t MfafConfiguration},
mfafTransferInfo{mfafld,
newReflds, tgtMfafNotilnfos})

removes the configuration
delete reflds

holds configs, newRefIds and accepts the request on the token and
tgtMfafNotiInfos of a configuration it the scope alone
does not own removes the configurator's

Individual MFAF Configuration

2. AIEYEJR URI BY574 NF BUES —HEREECE, TER 201; Y& 201 _attacks
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Ownership does not survive: the configuration continues at a party the configurator never named

Source MFAF Malicious NF

holder of the configuration egitimate NF, not the configurator

input: configuration store and not the appointed MFAF

TLS credential input: NF instance id, TLS
key, access token
its own credentials and service-scope
token
the configurator's pre-transfer
resource URT

ContextTransferReq
[forged] ContextTransferReq = (reflds of
the configurator's configuration)

validates
token and scope only

200 OK

(ContextTransferResp)

200 OK (ContextTransferResp) fintercepted]

= (configs, newRefIds,
tgtMfafNotilnfos)

removed the configuration although the configuration of another
the requester was not entitled to it consumer is now held by this NF; the
configurator was not consulted
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Network attacker

drops one message
everything on the network
nothing else

MFAF B & R &%

Dropping the 200 OK leaves the configuration deleted at the source and absent at the target

Source MFAF
holder of the configuration
input: configuration reflds
with notificationURI,
correld, mfafNotilnfo

ContextTransferReq
[observed]

Target MFAF
invokes the transfer
input: NF instance id, TLS
key, access token, reflds
from mfafTransferInfo

ContextTransferReq = (refIds)

e

performs the transfer
check token and signature
newReflds = post-transfer resource
URI

200 OK

(ContextTransferResp)

200 OK (ContextTransferResp) (dropped]

= (configs, newReflds,
tgtMfafNotilnfos)

removes the configuration
delete reflds

answered 200 OK with configs and no configuration created

newRefIds a retry finds no configuration at the
removed its configuration; the source

transfer is done from its side

4, 7 200 OK {HBCEAETRACHMIER, 12 HARRbEE, PR Uo1; Y& iH uol,

ik, REREMEEEFARICYES K, BEENERRIHEEEWIACIE, FXMFE reflds Y E S L HITER
DIAHIAIHY newReflds M TR EE, MMEZKAIMA A] IS EE R, REEIZMIAZ A k&G MERE
}ﬁo

JH ProVerif E1%, ARIGE: HPRIZSRERESCELZMOIRE, MU — G HE : %2 0% MFAF fR ¥
MCEEFH P AR, MIXRZAEATIRAEE; ZaHRIER 2O — DN AR RAR I
REMEIARSEIN S, IR, BERISCFRA R SRR ) s AME AR, BRI R

A,

2.3 BEEBEIER G BRHACE I N

et PMSCHLTEA B 55 550
TR 2 XA
Hrif H
W RITE X02, S04 (W5 3 7%)
L 50055, 50071, s0112, 0234
i ProVerif attack query x02; & 5 F1& 6
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Z K, 1H newReflds R HILTEVE T MY consumer FTUREIRMME B (s0234), AIEIXECE Y configurator
545 B |H ) resource URI, ‘EfY Update 1 Deconfigure 15 K8 & 3:1% URI (50055, s0071), Tfii% URI fE{T-fA]
Ho 77 E IR

Bl T2t o0 ATREEATE ERBENEBRIRE: ZEE X RO — kA,
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Configurator
created the configuration
input: NF instance id,
access token, resource URI
of its configuration

Nmfaf_3daDataManagement_
Update = (PUT on the

After the migration the configurator's URI no longer resolves at either MFAF

Source MFAF
holder of the configuration
input: configuration refIds,
notificationURI, correld,
mfafNotilnfo

Network attacker

reads the exchange, changes nothing
the migration request and response,
which carry no new reference for the

configurator

ContextTransferReq [observed]

performs the transfer
newReflds: reflds -> post-transfer
resource URI
200 OK (ContextTransferResp)
= (configs{refids >
MfafCe

MFAF L& R SLfpZe

Target MFAF
appointed MFAF, invokes the
ransfer
input: NF instance id, TLS
key, access token,
mfafTransferInfo

ContextTransferReq = (reflds)

200 OK (ContextTransferResp) [observed]

mfafTransferlnfo newReflcs,
tgtMfafNotilnfos})

removes the configuration
delete reflds

Nmfaf_3daDataManagement_Update

pre-transfer resource URI)

HTTP error response

HTTP error response = no

holds only the pre-transfer resource
URI
Update and Deconfigure are refused:
it can no longer manage the
configuration it created

5. 1 X2 E,

Configurator
created the configuration
input: NF instance id,
access token, resource URI
of its configuration

Nmfaf_3daD:

configuration with that URI at

the source

configuration removed; the old
resource URT is unknown

The configurator keeps a reference that no longer resolves after the migration

Source MFAF
former holder

input: configuration store

configurator [ URT TEM 1> MFAF _-#5JCI5EM#AT.

Network attacker

the migration exchange

ContextTransferReq [observed]

PR X02;

200 OK (ContextTransferResp)
= (configs, newReflds,
tgtMfafNotilnfos)

removes the configuration
delete reflds

Nmfaf_3daDataManagement_Update

Update = (PUT on the old URT)

HTTP error response

HTTP error response = no

its configuration is no longer
reachable by the URI it holds

configuration with that URT

200 OK (ContextTransferResp) [observed]

creates the Individual MFAF
Configuration
newReflds kept
the configurator is not told

configuration created under

newReflds, notification binding kept

attack query x02,

Target MFAF
appointed MFA
input: NF instance id,
access token,
mfafTransferInfo

ContextTransferReq = (reflds)

keeps the notification binding, under
anew URI the configurator does not

know

& 6. configurator £R B3 15 | BTEIER 2 J5 ETCiZ T, ME S04; attack query x02,
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ZANBEE TS | 224
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e

BN B ¥ MFAF E22UE (1
TargetMfafNotilnfo H; B LEJ MFAF TEIEAZHARILR B — 45 MIH resource URI Z[#t URI HY%6 & 105%,

A N H /ALY —75 (configurator), JXJ& T#THY

H—1TH 2 — 5423845 ProVerif B9,
5 EE IS SR 5 AT

PHE WUR SR A
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BB 1 K A A — reflds 5 H, HIZBLEM notificationURI,
correld, notifEndpoints 55 mfafNotilnfo 5 MFAF ##45 RECE —
B tgtMfafNotilnfos FFELETE SKHPEX H reflds, {£Mi N FHELE
newReflds, EHN correlds

D01 iERSWIN EATESE, BAR MFAF #2098 g D AYA Hh 7
ContextTransferResp #%f W Ji MFAF RYELSZ %, H reflds,
configs, newReflds 5 MFAF SERRHA BB 3 JH MFAF 5%
H% ContextTransferReq #BAT A HAR MFAF B ESLA X,

RO3  HRRWEHZEZRE—R, MNE—EEEHERE (F— reflds & I TESRAR R 7
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701 HRBmMARLSHEEN. SRR MFAF SPUTHVERE (MERABCE . HRAL = A
FFIR[E] configs) #iA AR MFAF 61, H NRF %K IA X502 (1 7™K
h, Hi%2 R scope 7 5% nmfaf-contextmanagement; {4574 1% o)
scope &% NF R RETEHICHERA ECE.,

A03.7  WARFEH SrefldshE, HAR MFAF BZRERIAN 57 MFAF G [ava R
ESIBITIEVR/ B AR MFAF 575 reflds E—5

A08.8 SIS —31E, EAR MFAF #5217 newReflds 5HS G D AYA Hh ia
1K H[E— reflds ¢ EH X, H. notificationURI, correld,
notifEndpoints, mfafNotilnfo 5 i FHLE — £
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X01  BCEPBECAH P EARILE., SN OGRS T SRIERmN Y T Ava Hh =
#J configs (notificationURI, correld, mfafNotilnfo) 5
bufferedNotifs, tHICIEISFEITE KA reflds: (A HH P45 B i35 3K 5
I BUEER MREBIX L N A

X02 ERGECESRWHAN, TG, AIZIZECER NF service Jo EN D AvA H =
consumer {/5HEXS B FHE DA Update 5% Deconfigure: JR A #H 1L a™x
5/ B AR MEAF fEXER 505 CAIH URT ARG SR E &, sE s Gi))
resource URI X454 AL E

XHREIHMmERRE R ERA, HaofrE i iR (W D) : X01, X02,
FIT A2 1) K o i 3 Y [ -
Jin) {5 |l e

QL B L’ 5E/HE
bR MFAF S 1348E

RRRL, MARR—IMT, NEHMHE,

B, EON Mg R AN N 4E5E B H AR SRR TR MFAF, RERIEARE 5,
IR E FIRLFRFFA R reflds MIAE; HAERTH CERFHIEAHT resource URL A A03.7,

A03,

Do1
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A —2E X02

Q3: IERRIMG RIS 5 WIRNAREFFHNER A SAEEABT il &5, (HIRCEMER TiXEE, Fit  uol, X02
REBCE ETERE R SERBECERR, MARAIRERIREG SRR BRI RO H T A5,

4 AR iR R

IXHAYERZ SR ERVEE R B AME IH BRI E S T T H ABURRERGA 2, HAP B2
BRI, 5%EIIER.

HIMTEMIRE, AT AESEINE:

PR NF ¥iig i (AN TLS BHAR A TEAN &0 _E & i A K HA B AN 44, S0 490E H NRF B4 1%
FRAREL, AR, UEBACEANIC B E R R B,

OAuth2 2R Fim &7, scope F% P BRI 4 7 BH; audience. I, claim P LSS TE K AY
LSHIEHARER, NRF EHE—A[FHPHMELE,

FIRIEBR—NECE: Z22H1E (configs, reflds, bufferedNotifs &5 1.N N&H) PASEAANIR N A ERHY
BB BN A A,

BRI NIELAE, A2 HTTP JRZSASH] ProblemDetails, RIS # (GEIRDESSE
TR FTHEA resource URI 7#1E) TEIRSHAEHICEIE, KRTUERH,

TR AER 307/308 EE MMM, (% Location FEH SCP 24 A% 3gpp-Sbi-Target-Nf-1d) AREAR; 1%
TS 33.501 5.9.2.1, [RIFEZBEEERANAIAIE, KL HEE RIERIE KL T A3 HriTEE,

i B N & /& T & BH {H ; MessageConfiguration . notifEndpoints 1 MfafNotilnfo ¥ & I
notificationURI/correld 47 P, @EFI#LE AR (MFAF £ consumer) NEFTEEN FIEZ M,

£ bounded.pv i MFAF R EIMA (BLEFTE, AREEMER), BirEAsl—2, KikEKRNIET,
{E[R]— URI NEFTAIEAIECE DA 21 consumer [F]INIER AT H %A,

73 25 51 PLMN FI > MFAF Z IRV EHE(E; 18iF. SEPP FIS UL SR AL

=

B EICFEIINE:
o A08, RO3, S04, A08.8, U01, X02 [EZEMHTHI i —abmitk (s D)o

BN IRE I RYIERT (Ff5% C): A08: a08, X R&EMZIXFIEA— MR HAZHZLE; AT, W
A ARG R X A PR E B 5 IR E R A A REAN AT,

BARMEFUEAMLERTARR AL, F2RERRYE, TSR A
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Bk A BARTEBRINIR

R E M UERA S A RAMEEE, NRIESRIER: REERMMBEWRET 4. RRIET 2, GBS
MR, DA ER ZRINME,

A03: Sz IR 5 H 55 VUL

£524 HFR MFAF #5552 — 0TI, (200 OK H.& configs), #RTEAEIR MFAF f—IRESTRIBTT, &1

J& MFAF 515, HFR MFAF 543, reflds £E& 5N MECENE E—2

Hir MFAF HATEE AT FHEAIJE MFAF BiSE&IE T IZBCE. H reflds tHF. NAMERINAEZZAE, X

— R S ERIREEE ST, IZRUERIE T B NF 2| NF 29 Aa) TLS, VR AR HAZH TS 33.501

A1 TS 29.500 FLAE

o S5 AZ; [MIE TRRRIRRIE: & AR

o MMEH: XBIZBRIEMZORIE, EARMMEEHEGEN NG NMERER, (28R BB Fr e L
3Lk TLS,

o XHEACEE: &, AMERES: s0110, 50112, s0332, s0335

o KHE: TLS $ZEBINMINEME M LB AL, WA S H NRE S4 MM E, ; BRish
(discovery B(IEFS) HIETR MFAF HIAH, BB, ; BIRITE—PMILE,

A08: TERSPR B 5 AN ] RS

H AR MFAF 232 51> newReflds % H # 4T B 15 3K # [ — reflds 55 H, HIXHE &M notificationURI,
correld. notifEndpoints 5 mfafNotilnfo 5 MFAF £ AR RECE —3; tgtMfafNotilnfos HYFEAEIH K-HELH
reflds, EMN A B H newReflds, WNE#N correld,

Hi® MFAF A IECE (R T IR MFAF £5A FEAIZERNZ, ¥ URL 5F0E KW reflds 25 BHEXN N, )
WARIEERZ, ERKTREARMAEREE A E,

o 59 pOZ; BAEEETAN: 2 nTHEARRY

o WME A KAREE AR —EESESR (s0234, s0237) FUUEEH, I TR,

o XRRHEEAH: B FTHERIRSC: s0231, s0234, s0237, s0335

o K¥E: JH MFAF #4000 HOR B AU HEIEEHINESSF id, miX—mESOFRFE (s0112

FRETE 2R E 0 BL, s0234 FREBAE=HEE).; HFR MEAF RYIEFRIME B3R DAHT URT N RNEH,
HANZEHN correld; MLETEEHY S notifEndpoints A< PRI,

DO1: i R 5 Wi v H A H I
E ¥r MFAF #2352 19% D ContextTransferResp &AW il MEAF fUESE A )X, H reflds. configs, newReflds 5
I MFAF SCRres A RUELE —8 TR MFAF #5218 ContextTransferReq #5045 H AR MFAF Y HESIE X,

5 MFAF #5232 115 KSR B i S A0TE 8, EAR MFAF 8232190 B RSk B SRR,
REESIEARE TR J5 MFAF HANEEHE B, NHIEIXARE 2SS A NBUERLE,

o AR BN BEMEIZ T 2; THESHRE

o UME H: EHEMER T ESSMIE T, RAER T AL, X A BRI,

o XHHEAFA: A, PHKIERYESC: s0110, s0112, s0362
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o IX¥E: TLS Ufimidg IR AL ; HPE B0l NRF L1 HIEN, 5 TLS B imE 4 Ui, ;
EA A N2 577518, TAE HTTP RS,

RO3: #BRWEH R 2 K —IR

KR —B T BARE ([Fl— reflds 25, [F—7/HFR MEAE Xf), 78 MFAF FAR i EREI1E 5 B AR MFAF

FIRECIERIEHS R 28—k, G Ke[EE, ERMESEEE MR ES I,

ERITHNZITH, TLIRE R EZ /DR, Ji MFAF £ 2MiER—IRECE ; 2B IRiEREA E EREE M

a4, HIRRE TECE, SLSMIBRMIR, IR AR TIX— 5,

o SR FERNRNL (BMUERIT R 2 4); 2E0IE TR &, ATHEAEREY

o UMEK: M EZ—RIFETMERA S mARERIIEES, BAFERFZE LI,

o XHEHEAFH: &, FHRIEMES: s0112

o {&X¥E: bounded.pv KRB N, HIREH N—F; SEBINMIABET,; 8§ MFAF KEH], Kt
PNE K TT e e RS o

o AR HENM 200 OK 2 =f# HAR MFAF 8 QIR —%IR, RIEFOE: BIsUEF— DR,
T E A R 44 B2 Rl —/1N8T URL,

S04: iIEF AR NE BT A Y

H#Hr MFAF LT ENENECE, HORJEAE (reflds 15 1A TR G TR IR ) . Gl 2% AL & /Y NF service
consumer £ 177, PAM notificationURI/correld 4f7€, S5I1TFEHTIE MFAF _ERUAN WECE —2; TR AN E
AV )8 1A

TS IEC B 5 H notificationURI Al correld MR E S DAMREE, RItECE T RECEENAELE ., 1E NI AT

BAPCREEMRY . ANEITFERT URI IUATE NF SINENIZECE, HEMTMIRZ EREESCIEEIIE,

o ER: AEL QN RBEBE TRE: #5r; AT

o ME & BXS TSR ER CEHYE) SAEEN CGHERGEE DA DA | a1
o

o XHEHEEHMH: &, FMKEMIJESC: s0035, s0055. s0071, s0112, s0234

o A AN KRMAEREER FRFIEZ: 55 =S modelpy ¥ reflds KA EHE, AWNERLE
bounded.pv H1, ; Update 5 Deconfigure # #4577 |H URI &ZiX— 4% Update 1H 5., & HEBIIL AL
il

o AU RURLM MFAF SN MIEC B & REAHFEC BB : 68, FHE BIRAL, M SCRX HFAR
o ; FEEE MR S NE RS R S E . R IR — NI E,

Z01: HREHARS A

FRMEIR MFAF SAATHERS (HBRAHUEL B )R [A] configs) #RA HAR MFAF $#A(1. B NRF &G %

A, HiZ2 R scope 7 35 nmfaf-contextmanagement; {354 1% scope [157% NF NREITB H AU A

HIRCE,

TEPAT RIS ES T A IR DS scope RIARCSISIEE, AHIEITFEHET URL BUETE NF HBH IR, #FH1IEH

BHWECTTEMAZIE: WRGIERN, FIEIRSH NF ICFRATE A AU & R RS XL &,

o G AL AR BEEIB TR Z&; rTAEALRE

o ME & UEBARIARIPE B ARSI EIE A AR, X ERmEE TR HEE; AT scope
FINHEAR T BIX — 5 e
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o XHRHZEAA: R, ATRAERIESC: s0362, s0363. s0365

o {KHE: reflds WA RAIEMINA T HIECNINBEE B refid_known W Hi#H, X2— MK
%, MAEESCATR, ; DK T84, FIRS scope; REMEZAR, WIS EM,

o ROt HRBEGTE API ZAMERIPUTII ARG E, FoCBERZE SRR L,

A03.7: Wi 1) B 57 5 refIds S €
H ¥R MFAF 252 11T 3 5 7 MFAF B E S22 TR/ B AR MFAF 535 reflds L —%

W Rz sz B 5 B SEIRIRIZ TE D MFAF B3 F1 reflds 35—, RE A TMRIGRELL LSk &
B BRI 5 — IR EER B ) — N IRHINE R

o G5 oz, BAEBEZE TR 2; ATHESRE

o UME " 5 A03 HEIFIRTIERH, 6P R S5 reflds S67E FRIR,

o XREHREAEHH: . FMKIEAYEESZ: s0110, s0112, s0332, s0335

o K¥E: 5 A03 MH[EI TLS BAMKAI S E, ; BIRER—MELE,

A08.8: 5| 5 it s Wi — 0Pk

H ¥R MFAF #£52 %& D newReflds % H 5 & K H1 [d] — reflds & H XF ¥, H notificationURI, correld.
notifEndpoints, mfafNotilnfo 5 ¥R ACE — 2

BAPAEZHHT URL E S il K reflds 2 BN, 85w M R BIEAEAR, X —X B MFAF £RIE,
FOR [ A R 32 B A5 A

o S5 Bl BAEIE TR 2 ATHERRE

o UME H: XA SR AYUERR, MU EEAIE T i,

o XHAHEEFN]: G, FTRIEAIESC: s0234, s0237, s0335

o {#E: HAFR MFAF J@ 115 B DA newReflds N8, HANJZBLET DA correld M, IXIEIFES H L correld
KRR, MABEITMETZEM), ; notifEndpoints 55 MessageConfiguration A< FFAH S,

U01: Jo s

IR BIIHES MimEIER (RimMER, BrrmlE) £S5 il Mo LMz L —%, +~

H B B AR 2T 23 — Ui AT AR AN AN R 52 R Al T o

IR MFAF TEM Z 1A —2 PR AL E, Rk 5 & RS E AR TR g MBR. 76 Bbrim MR, %E

EHi, EREERME, TSI IR AR, R R EREN A A TR E.,

o R ARG (N ; BERE AN 2 FTH

o UME & (NEMKSBEF R ERECE R, X SRR R SRR A f6R,

o XHHZAEF: B, FHKIEIESC: s0112, s0113, s0349

o K¥E: HAMOBR K EGHE EFFM N RERS,; FEASHEH, FXHARAEHMIATE, ; BREBE—E
B, IR BIAgs It e,

o REL: BB NEIER AN, BN HIERPEH BB, W EAEN R,

X01: AL ENAFEE PRI

ANES IR 268 X575 TeIRAS T FE N S A configs (notificationURI, correld, mfafNotilnfo) 5 bufferedNotifs,
HICTEASRNE KA reflds: ATAaT H 28 P o 3 AR Y BB A AR IX LE A

11
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gk, HEEFFE R MR B E BTA S AL E N A M E@EAgE, hICiESAER R EIE URL

TX RAT I R N B IR 52 BRI 22 Pl 3-8k )i e FR A DR 75 544

o SR o7 BEMZE TR 2; AITEACRE SRRSO M

o HME B T ELONAIRIEF T R BUERTE R AR/ (TS 33.5015.9.2.1), FHRIIZRIY
SHRIREA—FEA] 5,

o BEESRHUN]: &, FHRIERIESCHIT: s0335, 0231

o RIE: TLS HUEBONE G S E HRONIEINE ;S s E 9N W A7 ARG 5 WA BUEPCER BN %
5 FBIAERT ST N,

o FEfEpo: CRAPRVSRE R IIR T RS2 id KR al g, TSGR RESRIX — 5 GRE RS, W

R EEE,

X02: RGeS Or B HA

TG, GIIZECE M NF service consumer {SREXTE T4k, PAEHRAT Update 8¢ Deconfigure: [ k&
1EJ5/ B AR MFAF (EIERS 517 LAIH URL WiZACE SR RSS, SCEHUHTHY resource URI KIXLA AL E 5.

TG, EESNHAEAE R HHY Update X4%F MFAF 1544, KOVIZFCECAEARE, A E4]

FRIGHIFECESHHTH URL, TR, F—iERSwdE2, X2 RE#,

o G5 ARG (WA BERIE TR 2; AT

o A H: BiRH TUATEEY consumer IR [A] newReflds BV G, MR XFHRITILIX — M.

o BOESRRPUI: Ao FHRHERESCERIT: s0055, s0071, s0112, s0234

o {4 bounded.pv KJEXRIF N, HIL AALER—XIBITHBERZ A SEIAHESL, ; Update #73
BRN—2EE, EHSEmMHERRSEALH; 55 4.2 TRYEIRE B AP 7£ HA 7 A EAEAE RN,
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Bk C: FESKMIMEIHERIE SR

MFAF FLE SRR 2 2 ohT

UERAZR AT BARIE S IREIRYZ,

RENZEANNEW, BERE T, DRSS Ko iE &

M HIHIE,
Hin g0 LS i X Bali F5K
A03 proved a03 checked 2 proved
A08  proved a08 3of5 5 proved
D01 proved do1 checked 3 proved
RO3  bounded Z{LAIEEFFEI2 103 checked 2 bounded
2
S04 proved a08 checked z01_attack (holds_in_source); x02 2 proved, 2
(holds_in_source) attack
701 proved z01_tok  checked z01_attack (holds_in_source) 4 proved, 1
attack
A03.7 proved a03 checked 2 proved
A08.8 proved a08 checked 3 proved
uo1 none u01 (holds_in_source) 1 attack
X01  proved x01_bind checked 2 proved
X02 none x02 (holds_in_source) 1 attack
BT, #omENFRIFROERE, F5RFRNEZORBIEAS:
Hbn 39K ki % #if i
A03  Hir MFAF #3200 MEHFECER 200 OK, #X M network proved a03 checked
I8 MFAF X ESEZRIEHIZTT, 5 MFAF &), BHin
MFAF &1}, reflds FIfC & NI,
A03  H#F MFAF 2 &8 MEHECER 200 OK, #EX M. malicious nf proved a03 checked
i MFAF _EXHESCRIERIZTT, S0, reflds FINE
tIHEIA, RMEM L dE — A B S iR RS T
SRR A NF 20,
A08  HIR MFAF #5251 newReflds 25 H, #XIMWHiE malicious nf proved a08 none
REYE— reflds 5 H, HIEBEHIECERE TR MFAF
FirHsBC B 1Y notificationURI, correld, notifEndpoints
1 mfafNotilnfo, RIEERIZEHH— DG B & FEHEN
HE NF 20,
A08  HiR MFAF PUTHI RO OR B L FI@E RIS 2, refid known  proved a08 none
T+ 5 —TH S B B RIS HAT TR URL B958T&
HUZ AN,
A08  HFR MFAF #5218 newReflds 25 H, EX M HIE  network proved a08 checked
REYE— reflds 5 H, HIEBEHIECERE TR MFAF
FirHsBC B 1Y notificationURI, correld, notifEndpoints
#1 mfafNotiInfos
A08  HFR MFAF #5251 newReflds 25 H, #XIMWHiE malicious nf proved a08 checked

KEYE— reflds 25 H, HIEREHECERE IR MFAF
Fiic BRERgE, RIEMSHH M RA A SR
R ETE NF 2 ant,

13
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D01

D01

D01

R0O3

R0O3

S04

S04

S04

S04

201

201

701

701

701

A03.7

A03.7

F5k

BFUGERE R E BN AGEGE, NTRE S M3
HECEAEHRTSTIR URT A9 2 anitt,

AR MFAF %324 ContextTransferResp, #BXT L
{7 MFAF [f]1% H AR S AR — I,

5 MFAF #5114 ContextTransferReq, #FXf M i%
THZR#E MFAF [IZIR H SRR —IR,

5 MFAF #5214 ContextTransferReq, #FXf M i%
THPEE MFAF RYESOLIX, BME—M5E B 5 E RN
Bk NF KT R 2 e it

T —RZHEIER, i MFAF AR =2 24—
R, TRERPEBZ DR, HHER MFAF £20E
Bl — BRI,

T —RIZHEITR, I MFAF AR =2 24—
R, BIME DA B S TR SR NF RS mIER
g antt,

FLEAN VRS B B R RMIRS e, EARNER
ATYEIR URI U85 =77, HAREIHERE TRCES.

Al B AR E EHEE ) MFAF: FEEHRHTRIR
URI (S =T LI, N MG 2N &
HITBETR URL BB i & U2 An i,

TG, BEERESHERE: Hi iz 8K
Update {584 6 1%L B MFAF 1252,

5 BIEC E R B TR MFAF Pk
notificationURI/correld Z8ERANZE, HHITBZEE
EBEENEE, A2 — i,

HEH ARSI &5 NF AR ADEEHRTZRIR URI
NICERS A E T ERECE : FHIEERZ2 AR AT ENE
wiRA, mAZIAPSE,

HRFE RS TG B &1 NF WA AHDE S i v R
URI, SUERAG BT ENEE; ©HCHLMA
R CAEMEET AT IR

HEFE RS Y EMEANE 5 — M 2 S B B P R A B IR
URI 575 NF fERIFZECE, X TEMS 2 IMFE
fEHIRTE PR URI (reflds) PR TE M2, I/ MFAF
TREE KRG EOMESE R B PR E,

R MFAF SATRIEHR G, #RHNZIHZRE R R,
NRF %5 % 1 ELH nmfaf-contextmanagement 0 F|HH
R3] 42 R E ST A

IR MFAF $AATRIBRRL S, #REHIZIH BRE AT Y
NRF %% BV EH nmfaf-contextmanagement & Bl HYH
RIS, NTHRA B S MAIETE NF
AN,

PHZRZHIIERB NN 5 BRI TIE IR MFAF &
fir. EFR MFAF S0 reflds b—3
PHEZHIERE MR B 5 F LA TEURIS T TEM 1 MFAF &

00 reflds _£—%, HEMEMLZHH—NMHE B ST
575 NF H2anit,

Ridi#

refid known

network

network

malicious_nf

network

malicious_nf

malicious_nf

refid known

network

network

network

malicious nf

refid _known

network

malicious nf

network

malicious_nf
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proved

proved

proved

proved

bounded (ZE{LHY
{HEFFE 2 )

bounded (ZE{LHY

{EEFFE] 2 45)
proved
attack

(holds_in_source)

attack
(holds_in_source)

proved

proved

proved

attack
(holds_in_source)

proved

proved

proved

proved

a03

do1

do1

r03

r03

z01_noleak

z01_attack
(z01_noleak [
X )

x02

a08

z01_noleak

z01_noleak

z01_attack
(z01_noleak [
XHR)

z01_tok

z01_tok

a03

a03

X

checked

checked

checked

checked

checked

checked

checked

checked

checked

checked

checked

checked

checked

checked
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A08.8

A08.8

uo1

X01

X01

X02

F5k

B BHEZ I newReflds 2% H &R B 17 5K H1[F]— reflds
%¢H, H notificationURI, correld. notifEndpoints F1
mfafNotilnfo 5 % R 4G HL B — 2o

B2 newReflds 2% HERX N 13K H[H]— reflds
H, HisEEdES R GRE 8, RIEm 2
B HE B S ERNATE NF U2,

B 21 newReflds 2% HERXS N & 3K H1[H]— reflds
%H, HisHEESFRmFEGE 3, BMEREE
HIEEFRTRIR URD 2t

IR MFAF H 78 H bR MFAF C Al A E > 54 R Z
BoE: M ERAGSEECEEFRSEMER, EER
U

BLENA N EIEHIYE (configs, notificationURI,
correld, mfafNotilnfo) XJIEFEMN._F Y 2538 535 7
FEARH,

BRI IR URI (reflds) MIERIE R ML W EE
REFAA,

I z)E, BLEE TR HEARIRIR URL SHEHE
H: H Update #4252, SFHT URI 5 RIS,

Ridi#

malicious nf

network

refid _known

network

network

network

network

% #if
proved a08
proved a08
proved a08
attack u01

(holds_in_source)

proved x01_bind
proved x01_ref
attack x02

(holds_in_source)

checked

checked

checked

checked

checked
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P ) B 1y ANl

LLM 73t & ARYE SR o SRR R M BIZE 45 ProVerif; 55 3 11 FR &P 45 SR AR 2 IE B 4% 1 [|]
oy

= o

ProVerif+ Agent 231 session-20261115T083807, 2026-11-15, IRZ: B 58K, BE%Y: deepseek-v4-1-flash-
261017, ¥ 63, UEBHAR 5s, SEFRFEN 19 min, A 0.139 USD,

ProVerif: 12177 89 MIERH, 89 MNEHIE, 0 MEEZR, 3s, ok T 39 MEE,

it A2
17304 MFAF configuration context transfer
JAs 19.7.0
B2 K TR(EA e &l — N EfF1E MFAF configuration M[H MFAF E|HFx MFAF B9 SUERERFE; — &

EECE#, (R transaction reference, J5/HAR NF B3, [BIVEN sBReS; (NAERTEIE 251K
S AEE, TEE UE mobility 232,

AETEREIN FEFEANMEAREN T AL 2SR 724, WHERERmmRL FloL, TEREERM
YOI, EAEFAIUE PR AR RG], EE Rel-19, A BIXSIMNEMSS KT E SHEE Y
RS AT NF; TLS MBS i @2, &75 NF AREEREAM NF /Y TLS &8
OAuth2 subject/audience/scope/expiry & TLS S5 E KT EL; NS5 scope 1~ HBNEF T
TEFRE R, HUARARERAIE MR, ARRRESEamE LR E. BnEiEE APL it
1, TR7EH 56 L4,

JEisz 406 MRS MRS AIT (160566 F17), RE FHEAIHIET, AMREHTELW s0001 195 | R
BIXLEE Y It —
ST TR IR I SRR B
i =4 t) i
main 4.2 Nmfaf_3daDataManagement Service
main 421 AR5
main 4.2.1.1 MR
main 42.1.2 AR 552845
main 42.1.3 2% ThiE
main 42.13.1 HBEAEZRIEHCYIRE (MFAF)
main 42132 NF RSS2 H
main 422 MRS 15AE
main 4221 515
main 4222 Nmfaf_3daDataManagement_Configure JRZ5 11
main 42221 MER
main 42222 MFAF HI#J4GEHE
main 42223 ¥ MEAF HYBCE
main 42223 Nmfaf_3daDataManagement_Deconfigure AR 551
main 42231 MR

16
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X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

AV
42232
4.4
441
4.4.1.1
4412
4413
44131
44132
4.42
4421
4422
44221
44222

5.1

5.1.2.1
5.1.2.2
5.1.2.2.1
5.1.2.2.2
5.1.2.3
5.1.3
5.13.1
5.1.3.2
5.13.21
5.1.3.2.2
5.1.3.2.3
513231
5.1.3.24
5.1.3.3
5.1.3.3.1
5.1.3.3.2
5.1.3.3.3
5.13.3.3.1
5.1.3.3.3.2

514

b

Ik MFAF LB
Nmfaf_ContextManagement Service
55 ik

IR

MR 552844

W2 e

HRMEZIERCIRE (MFAF)

NF IR&5H &

MR %5 10

515
Nmfaf_ContextManagement_Transfer IR 55 #/F
R

&4 MFAF fil &
Nmfaf_3daDataManagement Service API
515

HTTP [

R

HTTP frifEsk

IR

Y

HTTP HE Xk

HER
E: MFAF it &

9

B
=

VHIRbRE 7T 1%

POST

VRIR 2 SR

BR: HA MFAF L&
iR

VRIRbRE 7T 12

PUT

sy

DELETE

TERBRBRIRIT B & X% (E
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X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

5.16.1

5.1.6.2

5.1.6.2.1

5.1.6.2.2

5.1.6.2.3

5.1.6.24

5.1.6.2.5

5.1.6.2.6

5.1.6.3

5.1.6.3.1

5.1.6.3.2

5.1.6.4

5.1.6.5

5.1.7.1

5.1.7.2

5.1.7.3

5.3

53.1

53.2

53.21

5.3.2.2

53221

5.3.2.22

5.3.23

5.3.3

5.3.3.1

534

5.3.4.2

53421

5.3.4.2.2

5.3.5

b

JEA

A ET U

IR

sER R
515

b3
2

. MfafConfiguration

2

MessageConfiguration

: MfafNotilnfo

ok E
i

i

MfafTransferInfo
2EH: TargetMfafNotilnfo
i BB 5 O

5l
i B ASHE RY

FNRE B R AR B R S & B o
R

AL

R

PR

S FH AR

SRRV

L

it

Nmfaf_ContextManagement Service API
515

HTTP HIfE

ia

HTTP Friftsk

iR

A A

HTTP HE Sk

iR

TERBRGHIRR B E ARME
$E: transfer

R

BEE X

T
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SCFi 4t b

main 5.3.6 Hmsiay

main 5.3.6.1 MR

main 5.3.6.2 S EE T

main 5.3.6.2.1 l5

main 5.3.6.2.2 A ContextTransferReq
main 5.3.6.2.3 2H: ContextTransferResp
main 5.3.6.3 TR BRSO

main 5.3.6.3.1 515

main 5.3.6.3.2 T B E 28 Y

main 5.3.6.4 TR A BIR SS BB S A S R 2 A
main 5.3.6.5 T B

main 5.3.7 FEIRAL I

main 5.3.7.1 Li/Ren

main 5.3.7.2 PSR

main 5.3.7.3 VAR gEN

main 5.3.8 ESREaE]

main 5.3.9 Z4e

MR B SRR B RIS R, xR Z: [EE— D EAZTE MFAF configuration M|H MFAF %|H
¥R MFAF A SR IERAME; —PNETARCE®, {RY transaction reference, i/ HFr NF B3, 8118 i
et AXAERRTOIE FH SR N8, N UE mobility 27,

XIS T

FERTEWZAT, oW KAV TS 85 SORA 5 R IR R BT TR AR, PEBRTIS A
AR AR SIRGEIFOR I H B 0 A B BRI s RO, B RRSE 77 TS0,

D TIFR MR XRREAT sk
A03 BN 5 EISERUCEL  HAR MFAF (NF service consumer, s0112 #E IR MFAF HATIEREFHEl  ts-33-
—A~ MFAF, s0088/s0101) 4% 200 OK 5 ContextTransferResp, H  501:2871,
200 OK WFTIRSALRIE: MARSKRE bR MFAF W 58 Al s0083,
B SRR MEAF, xR RS —IRE 50335 X configs FIHLAELETE — s0095,
SLTRIE1T, I HAEJR MFAF & SKIY reflds, INMEANATERAS WAHLELR:  s0101,
3. B4R MFAF &4, reflds SACE  33.501 5.9.2.1 B3R E 1% NF-to-NF j& 50104,
[ E S 8 ZEMAIAIE, 29.500 13.3.1 E3RFZE 50110,
BRI scopes IRXAREGAR  s0112,
FE MFAF [RIAIE (s0362 H it 0332,
OAuth2 AT TR0, 50335
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ID R PUES SCRE B ik

A08  ITREIR BT | AN e Elb% MFAF #3737 Individual $0234 #iE newReflds FHAE & s0110,
MEFAF Configuration 5 HJFURRALE MM ; s0237 M7E tgtMfafNotilnfos  s0112,
H—80E: newReflds WS RIESR  AYBEAETE KA EX reflds, M HHER 0231,

H[d]— reflds I, notificationURI, newReflds, NZEN correld; 0234,
correld. notifEndpoints, s0231 X s0237,
mfafNotilnfo mfafNotifUri/mfafCorreld; s0112 %  s0332,
(mfafNotifUri/mfafCorreld) 2%,  SKHEAR MFAF AR NRIIERHIEL 50335

tgtMfafNotilnfos T7EMA N H{% RERCAVA Y
newReflds N8, PEH correld 25
T,

D01 IERSmAN BA B M FPOTHIEE RS J§ MFAF #:%  s0110/s0112 FLE 1K SR ; ts-33-

HJ4HE ContextTransferReq #4f M H  33.501 5.9.2.1 TR E % NF-to-NF IR 501:2871,
FR MFAF [JESRI%E, HFR MEAF SSRGS AAEINIE, HERE  ts-33-
WA ContextTransferResp #f P NF RIFTHWEINTEE; TS 501:2875,
X MR MFAF FUESZRIE; AMER 29.572 50362 H LI IAIAI A OAuth2  s0110,

LB E T REDIE L, TR, TR SEE AR5 29.500 Y s0112,
SBI %42, 50302,

s03009,

s0311,

0362

RO3  HEREIEHAZRZKAE—R [ —BHRITHEERIE (F— reflds £ s0112 FHRR YA A RITER  s0112,
&, [FE—J5/ EAR MFAF %) £ (JEumA iR, EAREGENRIE  s0173
HIARHMEE (s0112) SEEBMURE  FF2 BT transaction reference id) ;
PrEiRGIE (s0112) BEZER— FEXXARRANEITHIE RITEIR,
R; WERATEL, BEENMFEEE T S e i A PR BB
2 MBREE S Al

S04 IERAHUCRACLE A TERAKEEENITE: BT s0035/50048-s0053 HUEELEH NF 50035,
BIEWIEC B E TR Rt Er service consumer @&, MFAF 7B s0049,
NF service consumer (A& ) 5lF  transaction reference id 70 201 s0053,
— notificationURI/correld, HECE?E Created; s0112 MUETBIEHALIE 0105,
TERLE#E HEE R AR MFAF, T2  IERM consumer HZHR; s0234 50112,
R OEEGEA AR FIE newReflds RIS AEITFEN 0234,
consumer; s0105 AR E & s0335
(DCCF) It Hic B &2 1T DLTE R
UE ) MFAF EE L,

701 RS HAR IR MFAF RUSRTERIT: BIRWHIT  s0362/s0363: 1AJA]H OAuth2 %  ts-29-
HITFSERE NRE AW, B X, consumer ASEA] NRF BUAfif;  500:4994,
nmfaf-contextmanagement scope HJf5  s0365: A API HE X #—fjR554K ts-29-
ROpALRE; BAFRE ZRS R scope, TE MRS AIRIEIR 500:4996,

scope BYATE NF FRETEE CAUM  scope, 29.500 13.3.1 TRARSS IS 50264,
AR (HAhygE ) mE. A0, HRUHS scope, FHULIHH 50265,
HHRZY scope NN AREB =R T 50267,

TBEL [ RAERIE?, 33.501 0362,

5.9.2.1 %K NRF EHIEIEM/ & 0363,

BAZAE K, 0365

A03.7 MR B SrefldsdhiE AR MFAF 2 0TmN 5HE [ A03: s0110/s0112/50332/s0335; s0110,
SUBITEJR/ AR MFAF B35 TESCAARHIE MFAF [AIATERLH s0112,

reflds E—3 (Q1 WIFRIR), (s0362), 0332,

0335

A08.8 5| H 5t s BRE — Bk E ¥R MFAF #3521 newReflds % H A A08: s0112, s0234, s0237. s0110,
5 k@ — reflds Z&H A, H s0335, s0112,

notificationURI., correld, s0234,

notifEndpoints, mfafNotilnfo 5 Ju 50237,

FECE 2 (Q2 FRIR), 0335
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ID

uo1

X01

X02

IR
TR R

AL E AR R FF L

IR IS BCE A5 Or B AT A

PUES

SERE )5 HR 7y B RIS 2
U —2: A R
bR, BbRAESL, SRR
HEERPIRAS (Q3 iFkid).

IR MFAF 5 BAR MFAF 2 [A/f&5ifY)
Bt BN A S ZMOEA; PR TY
BB RE IR T

QIZERCE R NF service consumer Xf
HOEEWEHAAYE, BT
Eo

MREAB

s0112 HHRRR NI GRumHMIER +
EARIREAT) ; s0113 RIHEHRNIR
[B] HTTP F51%Ma N 51 5.3.7

(s0349 3| FH 29.500 HJIE 5 1R
), ARMEER BB R 25 s
FRENES

33.501 5.9.2.1 Z3K SBA FUIEM/ &I
TENUEN:. R S ERRP,
H E#% NF-to-NF JE{EAEHAIE

(P215-P220); 33.501 13.1 Fil7E
PLMN A SBI ffif§ TLS; TS 29.572
s0335 f] bufferedNotifs 5
$0231/s0234 M notification 12 B J& T
AR

s0055 [ Update 5 s0071 f
Deconfigure & PA Individual MFAF
Configuration FJ¥EJ URI Fk:;
s0112 MU IEFL J5 T5h N R 1% B3 I
EI FR¥t BT transaction reference id
TR 50234 MAAE newReflds H
HIRAELA K AZITFE Y consumer [0
NH

ik

s0112,
s0113,
s0335,
s0349

ts-33-
501:2871,
ts-33-
501:2865,
s0335,
s0231

s0055,
s0071,
s0112,
50234,
s0105

AT E AR RN TR M. X01, X02.

NhH g 2, BBLAN
T TSR BRI T 2, Bt 4B TTIRESH, 3t 398 By, & X — BBl 7 R 2N

e, BB SMF, BE N ARARIE, T 30 B, 1%IE 368 Bro AL Bris B AR IR B T 45 R IR
;B BHIRIAR AT E BT

Bi% Ak TN IR A

P0O01 1fc6749:2778- AR ER OAuth HEZRIVZ 2% [BMHAR 5 UMY S | H, RATAR APT FRIBA LB
ER) 2786 AR R

P002

P003 rfc6749:2790- 701

Edl 2823

P006

P007 rfc6749:2827- 701, S04,

= 2850 malicious nf

P010

PO11 rfc6749:2859- 701, A03,

= 2881 malicious nf

P0O15

P016 rfc6749:2885- TEVEEA refresh token, authorization code, redirection URI 55 resource owner password
E2) 3003 A A APT A client credentials 24X (s0362), JCLIXLEE L,

P033

P034 rfc6749:3013- X01

e 3019

P035

P036 rfc6749:3023- A03, D01, X01

3028
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Bk

P037

P039

P040

P062

P063

P064

P072

P073

P213

P214

P215

P220

P221

P227

P228

P234

P235

P241

P242

P303

P304

P312

P313

P314

P315

P318

P319

P337

P338

P369

P370

P398

ik

rfc6749:3032-
3041

rfc6749:3045-
3210

ts-33-501:2491-
2491

ts-33-501:2495-
2511

ts-33-501:2515-
2853

ts-33-501:2859-
2859

t5-33-501:2865-
2875

ts-33-501:2879-
2891

ts-33-501:2895-
2907

ts-33-501:2911-
2923

ts-33-501:2929-
3055

ts-33-501:3059-
3075

ts-33-501:3079-
3081

ts-33-501:3085-
3091

ts-33-501:3097-
3141

ts-33-501:3149-
3215

ts-33-501:3219-
11901

Eh
UERASS AN T

AMETEEIN

BARRIE EFR

TETEEIN

TETEEIN

X01,A03

A03, D01, 201, X01,

malicious_nf

701

AMETEREIN

AMETEEIA

AMETEEIA

AMETEEIA

AMETEEIA

AMETEEIN

AMETEEIN

UERASS RS T

AMETEEIA

EREH
LREREIPERIBER S (2/-128 ) ZIHEMEICHT, S HRIUEEIE
N5k, PREMEE,

phishing, CSRF. clickjacking. code injection. open redirector, implicit
grant FS R ; A API N E#% NF-to-NF fJ client credentials Jiife
(s0362, 33.501:2871), F{#H user-agent Jif2s

5G Z2FFERT bidding down (UE 5M% 2 [A) 54 APT Jok: A& APIIY
FHIEW R I ATiE APTRHIE (s0358), AR ZRE L,

UE 5MZRHIRELINIE, RS MR SRS BRE35; FEAR API FiifEMN,

5G ZHHIZIR, RAN/NAS/AS FINLE S ekt S5 RRAA,
UDM/AUSF/UDR Z3R; 54 SBI FiRfETEx,

NEF Z£%5K; NEF TRARENS 575,

SCP ([AEHE(E) ZRRER, ARENER NF-to-NF, TS 29.572 [T/
MR SCP 1Y 307/308 EEE[A] (s0311-s0315), J&AAT-55VE AN RS I%
i, ZA limits,

SEPP 5i&ii#. 1Bl /; Wi MFAF fE[d— PLMN A (s0086).

SEPP HYJEELRYT (72117,

IPUPS LRE, A&,

NF f£ 3gpp-Sbi-Originating-Network-Id SkFHES PLMN/SNPN ID AYE3K;
AR PLMN 5, BOR AR RN H AR,

ELEREIRERE S AL, Zer I TECEY; BiaERE,
TEAR P B BIPE B

85 5 S PE SRR B SR 2 2 T SO 5225,
RIEE,

5G-RG, NSSAAF, EAP-TLS. IAB. MBSF/MBSTF, NEF FHIGER
g;‘ko
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S 5TNZOIE, BIUR & Bk &

T FACREE R MR E R EINZ 57 M2 (RIPEVEDZ IS, 3k 28 TT; M & — Tk Al TR i 4%
HZRIX NS 5T SFRARXME, SENT 2R, & 7RG FAR 7 I, RIAY 21 T, B HRE MR
K B—IUE2ZAHEZ A& KA,

MFAF BCE b TSR Z 2o

ID 245778 I BhEERE AV

S01 i MFAF 257 HE X 2ERSF IR MFAF g2t ARl E. AR AA—
735 ARRERNMETERRR N ERAT R, FimmieE ik
&, SORSEE fEJR MFAF #¢3IRiTTE g Hix Lt
PR,

S02 H#¥r MFAF 257 HE X 2ERSF EfR MFAF 2 ERIERY —77; il B AR R A M
FidEE Xk,

S03  AMEBIMIZE B i 257 WEHEEEFEEZ %S5 ME network iIX—IEEA Y (Hi, FEA
E7E. B, "ETIMENR AN AR TE,

S04 5 H S EEIEESA NF 257 malicious_nf

S05 FLE#H 2577 HENEEKT  EEELHEB SRR EEE BIRRIER
(s0037, s0051), [AlitbeznT DAHE I E T 21 B
TENXAZAR, HMh2575 (B MFAF X i MFAF
HIPRIE) TAE network FEE, N3N,

S06 NRF 2577 HEXEWARST  NRFZLMHIEEN (s0362. s0363); fAfHlEmAES
Bl NF 51T = scope B, Z01 $E 3k, X
FIARTE NRF SRR A AR T2 HAEAZEK,

S07 reflds (I refid known

S08 configs 8 Y& L ARTRISF FrEENARRAESITR AL E; YU E A
TENFES, HARBERARETIEE,

S09 JE/HAR MFAF i NF S50y fH WiE B AEEZ  NF ZBARRR AR, ATZE NRF K (s0086,
s0087), HIRLERIMEE ST,

S10 reflds / newReflds ffté} H refid known

S11 notificationURI {H WHESAF|EZL  notificationURI, correld, notifEndpoints, mfafNotilnfo
RFRIRERE —77, TRATRETINAERXKE;
HelthEssE 4.2 @t R FmEmERr
Wi,

S12 correld {H WHE S AF|EZL  notificationURI, correld, notifEndpoints, mfafNotilnfo
RFRIRERE —77, TRATRETINAERXKE;
HelthEssE 4.2 Faxmts, R FmEmEmRr
Wi,

S13 notifEndpoints {H WHESAF|EZL  notificationURI, correld, notifEndpoints, mfafNotilnfo
RFRIERE —77, TRATRETINAEKE;
HelthEssE 4.2 Faxmts, R ERr
Wi,

S14 mfafNotilnfo {H WHEHSAE|EZL  notificationURI, correld, notifEndpoints, mfafNotilnfo
RFRIERE —77, TRATFRETINAERKE;
HelthEssE 4.2 Faxmts, R ERr
Wi,

S15 tgtMfafNotilnfos D WHiHE S AEEZ  tgtMfafNotilnfos FYHE FURIBAIE BRVERCEL, &
TFIRRERA LEAIERAE R HAR.

S16 ContextTransferReq H1HY reflds (I refid known

S17 ContextTransferResp HffJ configs  {H refid known

5 newRefIds
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ID 25778l 3N BN ENEas)EL

S18 JE MFAF Lt Individual MFAF  {& FESCAREAF R TR/ H AR Individual MFAF Configuration ¥575
Configuration ¥ LRSI %R IR MFAF 9770 (S01/502), #H

RMEFHE e,

S19 H#AR MFAF _E#1ERY Individual (] e AT FE T3/ B ARG Individual MFAF Configuration %5
MFAF Configuration ¥ 5 M AR %R IR MFAF (9770 (S01/502), #H
transaction reference id I RtE ks,

S20 Individual MFAF Configuration %  { B ARTRISE RPA TR/ EARARAY Individual MFAF Configuration ¥R
B & H transaction reference id PRI R R IR MFAF iY776E (S01/502), #H

KM E e S

S21 ELEHE S5 {1 WHHE BT EZ EEESHEATI NF SHFIARIR (s0053 1 201
Created 1K), FHIRKERSINE o

S22 notificationURI 5 correld 8 WhHBASELZ A S11-S14: notificationURI 5 correld AE A FiifE
FPNNRIIES

S23  OAuth2 1[4 & H scope (N malicious nf

S24  J§/EAR MFAF &1} B KBS TR J5/BiR MFAF B9 NF Sl 57 7] 4 NRF &3, 22 FF
R

S25 reflds/newRefIds (I refid known

S26 YU Individual MFAF (N HoE X 2Eesr A S18: A TR B IREIEHIJE MFAF HIf#GE,
Configuration %5

S27  HFRumHTERTE IR {1 B ARTRASE W S19: £7A B hrim IR Az B bR MFAF RI7#%,

S28 ContextTransferResp [ configs 1H Y€ 2R SF [A] S08: ¥4 MM HHY configs RIAIIE#HT R RIEC &,
HUE M B ARtE M5,

WARPERAE S BB A AF FIIESR

RfiFEmoamERE, £5 MEMERZIERE, SMERMICRAERF - PREHEZ T, BT
UERENZ MR IR PRER,; “TLERFRZEH MEASR LR AT REMARR, s GidwE
A ERITTHFRR T A NI BORE B

G R4 {5 ik
network HEMS: B, EF. REFFL%E

HE, TREEM—7TRIME

malicious nf — /&% NF LHEHCH S, mTLS  s0365 MLEA API A MRS5S 2 scope. TE  t5-29-500:4994, ts-
WEBS5FAH, DA NRE RS T, NG TRREAFVED scope, [KIHFFHIZ scope B 29-500:4996,
% nmfaf-contextmanagement AR554% B7%5 NF X% APL B IEHA E—A 29.500  1fc6749:2827,

scope HIAERT RIS, BEFEN NF 13.3.1 5 33.501 5.9.2.1 HEERXARS5S scope 50365, s0362
service consumer i A API A{T-{r] 45 HBES; RFC 6749 10.2 45 B =2 - I (A i,
&, 10.3 Fe R IRIR SR L IE R E D R B R A
HR B i,
refid known H—iHEEHAELEITHATEIR URI i A08/S04/201 HHE reflds 1| 952 LRI 0049, s0053,
(reflds, & transaction reference id) ; 775 s0049/s0053 1iHH MFAF %37 it & i 5B s0273, s0332
Rz AN EMEGEEN S B OHIETES  transaction reference id 34 201 Created [FIZATHL
1o B, s0273 YHAYTIR URI €549 29.501 4.4.1

X, PR R AR AT T ]
I E R RS, X PRENRIE, 2
XHAFRIR,

24
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ID network malicious_nf refid_known
A03 [pava DAy
A08 YA DA pAYA
DO1 pavA pAYA
RO3 DRYA pAyA
S04 ENDavA [paya ENDavA
Z01 YA XL BN YA
A03.7 JpaA AL
A08.8 DAYA |p/AvA DAYA
uo1 ENDAvA
X01 |DRYA
X02 BN YA

)R SCHTE bR

Source: 406 units, 160566 bytes, frozen in source-delivery-01.json. Targets: 7 approved (A03, A08, D01, R03, S04,
701, U01); the questions asked: 3. The list of targets was approved as drafted, beforehand, with --approve-targets.

18 IR ERINE ({155 decisions: auto) FTNERE, 1BVRIZN
o approve_package: flt /)i S £ protocol-Obef38e35135794d2771dc7b9c8b
X H SRR 2 MER (2 D), 0.000 USD, #iA 177564 tokens, #itH 9523 tokens, 224 s,

KT UEHI IR L]

» A08: fE ProVerif FMEZ, 72#7& 1% BFriERH changing state

« RO3: fE ProVerif F1EZ, 7047& 1% EHIRFEMH changing_state

« S04: fE ProVerif F1EZ, 7047& 1% HIRFEIH changing_state

« A08.8: TE ProVerif F'/F%, 53#r# 1% HFrTEH changing_state

« UO01: 7 ProVerif T1E%, 72#7# 1% BIr4EHH changing_state

o X02: £ ProVerif T1F%, 7#7# 1% HIr4EHH changing_state
MARENE T (xor. dh_algebra, other_algebra) HY ProVerif BB K& HIRE) S5 T HEBH : 7EALH
1FENAVUERR 2 B g5 i & AIUERH, 7EAR RARBIR B2 Bdi. Tt 2 ZWAE (changing state)
HIFLEERY ProVerif fSAULES 577 HEZSE 2 TEANEASRIRIERARGZ, FEAR BRI AY B n] e 2 i/ ks
7, Tamarin+ Agent F2JF A AT IX LE A,

PUP T A5 2 bounded.pv EHYEZR: IXZHTE I — ProVerif %, HiHrE 2B HAENSS
TR ZIAZ Y, HHREEA, ZERMHAE DT RS, R X e BN ez, B
JEARAL; EAREREREN R d T2 . AECE B RIFRIA,

B IR A

IXER I B AT E AR NR SRR, AR IERAZRHIEIE . “shown by ProVerif” I “yes” %/~ ProVerif 1E /&
TR R T — F B S IX P AR, RItiX P R AT RERY; BT MR GBHEENER, HA
BRI — RV ARV, M ENTEN E T H RN, 2o ER##EE, “nothing found”HiFHEE T
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MREERE, FFAUEBEI S,

MFAF BCE b TSR 2 20 A

& kept by changes when checked when refs
THECETEIR MFAF 4 Ji MFAF LI EW Y4 ContextTransferReq ZIEHT, HFiEKAY 50049,
HN N\ MFAF B8 K (H4ATHFAE  ContextTransferReq #73%5% reflds (ContextTransferReq.reflds, BIfl&  s0053,
HfES5IMid G %EEW i JF MFAF [H% 200 OK, HL5IH id IR URL, s0332) S5EFT  s0112,
HiTAYEEIR URL, MFAF, FEAE R — 25 AR HU PRI PE TR FPERIBRIR URT #HT HCEL, 50173,
reflds) $0234) (s0112), 50332
Hir MFAF 20T /5 HAR MFAF 24 200 OK #8521 HiR Wi Rz 23508 B E FRATIR KA refld FIBATSHIE  s0112,
BCE AT SS9 id (ARIT®E  MFAF 0I#— DDA MFAF L BUIRB 3 85Z; configs BRATHY reflds & 0234,
(newReflds, ITHfG MINFARS  BERE, HEWNRGEHN  FU2AEKRM reflds 2 — (s0335), s0335
%5 URD) HEEE) F5551/H id (newReflds)
(50112, 50234),
BLEE N EAAIER EEE (0 (HEEEECEXREN; I SYECE#E K% Update B Deconfigure s0035,
BLEFRAMPEIER URT  BIZALERN BUEASBTHE, W, IXEARERERRA RN A MFAF B s0055,
(ERREMEETE  NFARSSTHSE EYIR URL RFHIE (0055, s0071) 6 s0071,
e B ) AR &, s0035) s0112,
s0234
shown by
pattern result target ProVerif steps
replay nothing £ bounded.pv H, X [F—ECERIE —IXITRIE R SHHEA
found (ReqRefused, Src_gone), FfH r03 {52501k %A 5 MR,
A R 23k EAREER— newRefld N EHAAIEE —B5IR, i
% id s —NRIE; BAREA R RIPIERL, FIHIX A
EWHIA,
repeat_one_time_action nothing MMBRREERAE—K: FISICIZBLE (Src_have £y Src_gone), Ff
found H. ro3 f32I501E; fEIREAERABEEARN, r03_ctl #EM, R
—HCE MR P I
desynchronisation candidate X02  yes: ProVerif 1. BLEFZEFEIR MFAF 2008 TIXECE, FFHrAHEIR URI
falsifies x02 (reflds), s0035, s0049, s0053, /2. % MFAF AR, JELAH
on bounded.pv A newReflds {Y 200 OK TEEFHMIBRIELACE, s0110,s0112, /3. H
FREEFTIVEESS S id TRIEIZALE, 0112, /4. JRXHE
newReflds ZXZGITREMITHBEE (s0234), WA E XECEEE AFH]
1 URI R0, /5. BLEH 2 JERIETAHRA URI B Update
8¢ Deconfigure (s0055, s0071) fEJRALAZIRCE; & 51521
I8, BAEERIEATEEIR,
update_before_check ~ nothing Src_have TEfEZ Z /. 1E ConfRemoved ZRIHATRI G E (S h
found LR, HRES . reflds ILHEL) ; EMIRIEZ /T, WET
Al B SRR R RIS
no_rollback_on_failure candidate UO1  yes: ProVerif 1. HfR MFAF & EITHIER (s0110), /2. J§ MFAF #52E, LA
falsifies u01 H configs F1 newRefIds Y] 200 OK £, FFTER —MHBREAL &
onbounded.pv  (s0112), /3. W% LR THE EZFZMN, /4. BAR T2 0
i FOOREE N EIR, ERNERERME (s0113 IR S A H I KN
SURRIEER) . /5. L BIEAR M —A MFAF #78, RER
MFAF CHEIER 2 1E 58 K
race_between_sessions  nothing £ bounded.pv H, — MNELE#OTME BFRIGK, FERHE—DNEIERN
found NF DABGHEE R SOE K RIFHITRARSS 38 — M HHE4L S =4,

FEPNE R B FHERE A S M ER (103 E3IE). 1E
PN R AT EHT Q@ X BRI T A ERITI = 2 N,
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shown by
pattern result target ProVerif steps
distinguishable_failure  candidate no: not tried 1. —NFERSSTEERYETE NF 1 R — ME AR IR URL, /2. 40

with ProVerif ~ RECETFE, & MFAF DA configs 1 200 OK 1F% (s0112),
BT RN MRS (s0113)0 /3. FIANEIERME, KthiERES
Mz RS T —NE, JFRERZSITR DR BRI 44

’J‘érﬁlo
wrap_or_window nothing TR EEUEES. PAISEERE; F55H id 2RES
found PR, A2 SIS AE,

oI N B bR A A A

step targets features reason

39 RO03,S04,X02, changing state IXLEEHFMERITIERATEHATFSS S id (reflds 2879 newReflds, s0112,s0234) DA

U01, A08, TR ELE MBS, X E— MER BTN B MR AR VIE, ProVerif £
A08.8 bounded.pv HEH RIFIIIREIE EAT, AR IHMEREE2E,

39  A03,A03.7, plain_primitives A7 LU A TEIAAHIIRIE: FHT SBI &35 TLS MUAEXFRINSMZ4S, DUREN
D01, Z01, X01 NRF %411 OAuth2 2 f#, } TLS & Diffie-Hellman %50 W i e FEAR Y 5 3@ 11

AP, BAEMEEARAMREUEE B,

e ISP

\E 7 +H—"HER, BMEECE X, CUERH: HAR MEAF 825200 N 7E B ), reflds FINZ E5 ESZAYTE
MZ1THHICAL (A03, A03.7, DO1), FfxBkict %4402 Rk 2 Y B AR AR I A A 1588 AV C B AR F
notificationURI/correld 4 i& PAJ reflds £| newReflds FYX 322 (A08, A08.8); BCE I reflds FiXf M 2% B
BFHERENIEE (X01); PAARBRIEHE B A RS TOE RS EIEE (zo1, F—1FEK), EMNDEIT
IR LIVIE: TCIRTERIEERZ /MR, BEE RMER—R (R03, AHE: LREAECETRSBRMR)

Bt —NREE RS TEE BADETA TR IR URI &1L NF 21585 —/NEBENECE, JHIEMER
HEAIAR, FAFEKRE T2EAEE, SINTREIGREESENHEIXICE (201, S04; EIFEBREAREIA L
0, WihiHK, IEEmMEGRE:, HAHEMEIERA); #EFF 200 OK HECEETRSHMER, HIMRK
fEEAIE (Uo1); HHAEMMITEZ G, BLEHH K URI AEBNT, BT REAGEEH A REBGH
BLETAAIEECE (X02,S04), S04 MR LS 201 #1 X02 HEFRI—Lia1T, HHHEENIZ T,

BEAS B 24510 IR 25 0 UERA AR T FRABML 0 5, TLS PAKCER S5 id Al 48 —H10E & 1R o 2 B
FIMERI% refid_known; {EZE@EMNE T2, MARE HTTP IR, RIIRASHEEHE DR S L
B MELE, RYGER; @i SCP i 307/308 B E (A FI B F218 A5 NETER 2 N ; B RIER U — i
B, EIZ 2% R A B A S 2B FF BARASAEUN bounded.pv FE TR N 45 3R A Hi [\
%, ZEBWHEMNZRZRERISRMA RIS E, FILNAERE,
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