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NF service consumer
subscribes for analytics and collects them

input: OAuth2 access token, TLS
credentials

fresh
anaNotifCorrld

Ndccf_DataManagement_Subscribe =

DCCEF analytics availability and fetch, plain run

coordinates the collection and notifies
availability
input: stored subscriptions, issued
fetchCorrlds, stored analytics

Ndccf_DataManagement_
Subscribe

\ 4

anaSub, anaNotifUri, anaNotifCorrld

201 Created

create
check the request, store the subscription

A

Ndccf_DataManagement_Notify

201 Created = subscriptionId, Location

Nnwdaf_EventsSubscription_Subscribe =
anaSub

Nnwdaf_EventsSubscription_

Notify
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NWDAF

produces the analytics

input: analytics source

Nnwdaf_EventsSubscription_
Subscribe

»
P>

A

create instruction
fetchUri, fetchCorrlds

Ndccf_DataManagement_Notify =

accept
check anaNotifCorrId, store the notification

anaNotifCorrld, timeStamp,
fetchInstruct(fetchUri, fetchCorrlds)

204 No Content
204 No Content = anaNotifCorrld »
Ndccef_DataManagement_Fetch = Ndccf_DataManagement_Fetch _
fetchCorrlds g
look up
fetchUri, fetchCorrlds
o 200 OK 200 OK = anaNotifCorrld, timeStamp,
<

checks anaNotifCorrld against its
subscription
posts fetchCorrIds and obtains the analytics
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anaReports

created and stored the subscription
issued the fetch instruction, answered the
Fetch
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Nnwdaf_EventsSubscription_Notify =
notifCorrld, analytics

notified the analytics of the subscription it
accepted
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A consumer presents the fetch instruction it received before updating its subscription and still receives the analytics

NF service consumer
the same consumer, before and after the
update
input: OAuth? access token,
TLS credentials,
anaNotifCorrld

Subscribe = anaSub, anaNotifUri,

network

the SBI network; it reads, drops and
delays messages

the network sees every SBI message and

holds no secret; the instruction is replayed

by the consumer itself

Subscribe

DCCF

matches a Fetch on the identifiers only
input: stored subscription,
issued fetchCorrlIds, stored
analytics

anaNotifCorrld

Notify [observed]

Fetch [observed]

\ 4

Notify = anaNotifCorrld,
timeStamp, fetchInstruct(fetchUri,
fetchCorrlds)

Fetch = fetchCorrlds (fc1)

200 OK [observed]

A 4

Modify subscription (PUT) = anaSub,
anaNotifCorrld

Modify subscription (PUT) [observed]

200 OK = anaReports

Fetch = fetchCorrlds (fc1, issued

\ 4

Notify = anaNotifCorrld,

before the update)

Notify [observed]
< timeStamp, fetchInstruct(fetchUri,
fetchCorrlds) for the new state
Fetch [replayed]
>
200 OK [observed]

A

accepts analytics of a subscription state
it no longer holds

B 2. {2 MR HAE BT B Z ARSI RREUE 2,

sees the replayed Fetch and its answer
gains nothing: the messages are
protected between the endpoints

200 OK = anaReports of the stored

analytics

answers a fetch instruction issued before

the update

sends no error for the withdrawn

identifiers
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U02 REUBF RER RTINS, H2HE B &R Fetch %, H Jo [pava H TE
fetchCorrlds ST HI#E T B; B TREEX[E] A 1 analytics,

U03  JEAISGIRIEGE R YA b, HPHE C MEIRIEKIEE Fetch #:5%2, #BXT TR R AHIE
M C HaTERAITE, HXRBHARR—2 IHIT e E T A [His A, a4t
BT REBHEZ, Bik)

PR IR, AR T A [

ap % R

Q1: Liif analytics,. T~ _EIFBSE2ER0: HBEF KB EIE, /& DCCF fEIZIH TS 1A A 2 _ L) NWDAF  U01

Jiif fetchCorrld 51H%:  WRBIMY; THERERATHINIES, )2 DCCF MiZHEE B LI, KBRS HE S U0,

H Y E 13 2 [RGB E FEAREGIHAT: DCCF RITELARIA, IRHIX — (IR AR IR A rl A DA 703
TLS, RE R IXERRIRE TR .

Q2: HAhETENF 9 1HE B TCIREUEH S A U8R K Fetch #FRE— X AR NF A< 205,

fetch FRES fi, DARCEZE ARIFRIR, 1B MARIKERXERRIN; RS R E TR 2R EIEAA Uo2,
o MBEMEGEIRIRRRRENE, mARKEERRE RGN XTI, 203

Q3: IHERIARLAR  EAPRREHIINEIS — T E, KON SEE 28 anaNotifCorrld 5 H CRYERTHAL, HAE U083,
KIRFIRFRKEER TR ER AL AR SEE R G MR RIEIR, RS SaiT e LB T —¥,  A03
ARl

4 AR PR

I ERL 2 SRR VAU S BB T AR 2 B O BB 50 TR (sl R R 4R B
o, TARM ARSI,

AUSHAEHNNE, BAEIPRRL T :

o TLS BEEBOGIAENE, SHEM MRS HIRE; TS 29.500 @ THEEEN SR, TLS SRR, H
PR RINIIE R AR,




DCCF 741 Al P SR ER A 22 2 Mo A

OAuth2 BEEREN NRF R M2, HFERIET LR NF; SHIH. 2R, scope FAFHH]
& i AR AT B AR A,

DCCF EE NGRS EI AT —MTE; HITRER, AR PAE 5.1.6.2.15 5 RITFiBLL
BHES AR AR,

JEITASRAE o5 — DT B — O WIBR. BB B DN — DT 1 22 Sl A e BB RN,

HELT —/ NWDAF 5 —MHEZE# A MFAF, % LiFE H#1 ADRF #HFBRTETERE 2 Fh, targetNfld B¢
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KO1: JiM & M5 TLS BN Z M
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o AR BRI RS EMRETIERG M, SHUTH, ZAF scope AT H AR
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o XIRHERRE: T
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o UME H: BERIPHIRRE R AN, (HERBSCARR AL, W% AP IS 75 ERHNEIX — &,

o XHEHEEHH: IR
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YRR AAE &
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o N—2: X8 =/~ NWDAF F targetNfld J& 14 &, DPLifj[a] DCCF & & & 7 FH 18 28 & 5 E 1
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THZRE B MR Fetch %2, H fetchCorrlds 51T HI#E T B; B REEHE A [ analytics,

{HEE IR analytics J& TI%H P QUERIT I, DRIHE AR AR A — N B8 TCiE | ) — NH BB Y
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o SR OL; BAREE TR By rIEAREAIIEN NMER

o fME P BT R EIRTA B2 Fetch SRR ERI ML,
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o A FRIRASAIEM; TLS BHELRHEH A I RTEN

o N KRB REI, sCEB— DR M EEAIRH S, BRERANEERER S
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U03: JE A5 IR 2 2 Hif T B

M2 C RIEFUGENIE Fetch #2532, #OM M. C HATHAIITE, HIREbRIR—20 [HIT R E EriT R Ay

@RI AG L A REBHEZ

AR AL (B O H A AT BB RER TS, F LA CRISRIBRAR IR, RS 2 A AT

ITHISEHE, DCCF y= M EHATZ HRTES, HHRENSIWERIZE L B,

o SR AL (A% BEREE VAR #or; rIHEAREAEDNMER

o MME K BROESEAR: EFEMREIFESIHESEE, MORPRAEMANAZELRENIZIES.

o XHRAHREA: B
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Bk C: FESKMIMEIHERIE SR

UERAE X A BARAYIE S BB, BRI FAIER, 2ERE TR, DRSNS & f
A,

Hbx g0 EO ] X Wi F:5k

A02 proved a02_sub 541 3 5 > proved
A03 proved a03_notif checked 3 proved
A04 proved a04_notif 4 HHy 3 4 proved
A08 proved a08_notif checked 2 > proved
K01 proved k01_tok 4y 2 4> proved
701 proved z01_sub checked 3 proved
703 proved z03_tok checked 3 proved
705 proved z05_data checked 2 proved
uo1 proved u01_path checked 3 P proved
u02 proved u02_data checked 1 /™ proved
Uo03 proved u03_notif 2 Hif 1 u03_old (depends_on_ambiguity) 2 proved, 1 attack

BT, OB AT RAERE, BRTRINERBIEMHSRS HA:

Hb  F5% wiiH %% i paLi]
A02 DCCF #3215 MT FER 2 B AR MR B &L Subscribe  network proved a02_sub  checked

TUREAY NF SEBIRIE) CRUME ILEL, FERSE
—E0; WdiE R E M,

A02 HBREREZINESEH, #5552 DCCF £ iZ%KBHFRE network proved a02_notif none
RFRIEEZIETREL, R s r a2 2T
Frl&H) DCCF; Wii& RIfA ML,

A02  DCCF iR&5HI Fetch #1521 H & Fetch 16KFT/E  malicious_nf proved a02_fetch none
HIARNME BT R, BIHF B & SR ETE NF
Jeikik DCCF NERHIFAFE L REATIE K,

A02  THTRERZIESIER, #2 DCCF £ A% <BRIR network proved a02_notif  checked
FRIREXIETRE R, W& RIE ML,

A02 DCCF RZ 1A Fetch #72 HH H & Fetch iG>KFT)E malicious nf proved a02_fetch  checked
HIFRME TR E TR KA, BEEE 2R B SR & %
NF,

A03  FHRYPHEZHERIAHET DCCF SN IZHRE O network proved a03_notif  checked
HYFAMT R 8 anaNotifCorrld,

A03 DCCF RZ A Fetch T — fetch REFHARIA network proved a03_fetch  checked
¥, ZFRIRATE DCCF ILRTHISAE FSm A8 &
HGO

A03  Hi7R fetch RIKPRIAFFAY &1L NF JCikik DCCF y—/1  malicious nf proved a03_fetch  checked
HARBE R A T AIFRIRAF IR AL Fetch,

A04  WENBEZLN fetch KEFRIRTT, Fetch £24%AR%S  malicious nf proved a04_fetch none

—R, BMEETE NF HUR T SERTZ 4 ERIPRATRT th2
qnit; BediE RE B ORREE.

11
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Hbi  F5k W& % #ify puyils

A04 X DCCF B EMBLIEH, HIEZRZHEZ IR, network proved a04 notif  checked

A04 X DCCF BRMEN fetch FEARIATF, Fetch 224  network proved a04_fetch  checked
Mg —iR,

A04  FEANEZRN fetch XBARIRTT, Fetch 22 47R%5 malicious nf proved a04_fetch  checked
—R, BME&ETE NF R T RS CRFRR Rtz
ik,

A08 {HERHEHEZIEABE T H P E B eI I network proved a08_notif  checked
anaNotifUri 1 anaNotifCorrld {H,

A08 A1k NF Jikil DCCF A H O s i 55 —H  malicious _nf proved a08_notif  checked
2B SRPARIR T ITIE A

K01 NF ARS5IHZRERT OAuth2 iR M4 LT network proved kO1_tok  none
TREFHLE,

Kol #rA BB FERIETE NF IOIEIRA S —IHEE WA malicious nf proved k01_tok  none
Lo

K01 TH%t#& 5 DCCF Z[AIf TLS &THEHRHAICIEHEMLS EAY  network proved k01_key  checked
Wi E T K,

K01 {HZRE I OAuth2 7RISR 2% _LINBGEE RIFHL  network proved k01_tok  checked
%_J!—Z_l\'o

Z01 &7k NF RfEik DCCF #x3 H e THE: 2+ malicious nf proved 703_tok  checked
RIS T L HRETE KM NF 517,

Z01 DCCF RETEERG MG T NRF BELWARIZINZ  network proved z01_sub  checked
JEA GIERTT 5,

Z01 DCCF REEERG MG T NREF BELWABIZINZ  network proved z01_fetch  checked
JEA AR5 Fetch,

703 —DHBENLEASW S —HBRENE R, network proved z03_tok  checked

703  fetch RIPFARIRF SRS LA H B L INFRTRAE  network proved z03_corr  checked
HE,

703  &7% NF ik DCCF NERS — 1Ak %45 —1H%  malicious nf proved z03_corr  checked
FHY fetch REPRAR IR,

Z05 DCCF HAI'EZL T fetch 52 MIHPEE ZIXE@HAINY  malicious nf proved 705 data  checked
SIATEER, R — MERE BICIERG —H
SITEER,

705  FAMZIRHLIEIRI Fetch Ui s 572 NF AKIZTCIE3K  malicious nf  proved z05_never checked
BEMTEIREAT i R

U0l &1k NF LiERIGR B 5 —HE B EAIAZ malicious nf proved u01_path  checked
NWDAF HI7 T4 53

U0l JHBREDISHI LR, /2 DCCF FEiXEEEMIER]  network proved u01_path  checked
F&12 M_EE NWDAF Wegli,

U0l JHZREIRE AT SR KT P /EAY NWDAF =4 network proved u01_data  checked
1, TSRS L gwiE I,

U02 JH#EFEIEIL Fetch IRIFHI TS RIE TiXH#E & A malicious nf proved u02_data  checked
BT, F— NSRS TCEEE S — I TR i
AT

U03  JHEREE LRI TBhH@AE T DCCF N EAIEMIT  network proved u03_notif none
Iﬁjo

12
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Hbs  F5k witig % i paLi]
U03  HEREEDUREATANN fetch 1528 T 4RG3 malicious nf attack u03_old

TR TEVT BB BT < B R AR SN %2 (depends_on_ambiguity)
U03  {HEREEDARBUTEIRIEHAE DCCF 8 31Z1T 4% malicious nf proved u03_notif  checked

e, MAZHS — NF 24,

13
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P ) B 1y ANl

—% LLM 70 B M SR A R SO R MBS ZR ProVerif SRR, 58 3 TR AVER D45 AR ZIE]

ez B %,

ProVerif+ Agent 231 session-20261115T094233, 2026-11-15, IRZ: B5€K, %Y deepseek-v4-1-flash-
261017, HH: 69, UEBHESFERS 57D, SEFRFEN 13 72, BA 0.112 3£,

ProVerif: F£iZ17 118 {XIERH, 118 IRZBHSEIE, 0 RTICBE, #EN 48, 1E% 53 MEE,

i 72

Y
JiA
SrHTiEIE

AEIEFEIRN

L

DCCEF analytics availability and fetch
19.7.0

NF consumer, DCCF, NWDAF; [EEIE UE & analytics, —XITF. Lip@EH. Niff

availability/fetch instructions, Fetch SEIE[EIN; R notify correlation A fetch correlation ID,
HEBR MFAF M2 iR A

FEFEANMEAREN T AL 2SR 724, WHERERmmRL FloL, TEREERM
YOI, EAEFAIUE PR AR RG], EE Rel-19, A BIXSIMNEMSS KT E SHEE Y
RS AT NF; TLS MBS i @2, &75 NF AREEREAM NF /Y TLS &8
OAuth2 subject/audience/scope/expiry & TLS S5 E KT EL; NS5 scope 1~ HBNEF T
TEFRE R, HUARARERAIE MR, ARRRESEamE LR E. BnEiEE APL it
1, TR7EH 56 L4,

1271 numbered passages (928151 bytes) from the sections listed below. A reference such as s0001 in
this report is one of these passages

I AT RRAE A SRR R -

i B b

main 42222 TTF A IE %

main 42242 KT BT AR EA]

main 4225 Ndccf_DataManagement_Fetch JRZ5 151
main 42251 R

main 42252 E a2 @ A 70 A A 454

main 5.1 Ndccf_DataManagement ¢55 API
main 5.1.1 515

main 5.1.2 HTTP [Hf

main 5.1.2.1 HER

main 5.1.2.2 HTTP FRifESkEB

main 5.1.2.2.1 MEIR

main 5.1.2.22 et

main 5.1.2.3 HTTP B7E Sk

main 5.1.3 IR

main 5.1.3.1 MY

14
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X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

]
5.1.3.2
5.1.3.2.1
5.1.3.2.2
5.1.3.2.3
5.1.3.23.1
5.1.3.2.4
5.1.3.3
5.1.33.1
5.1.33.2
5.1.3.3.3
5.1.3.3.3.1
5.1.3.3.3.2
5.13.3.4
5.1.34
5.1.3.4.1
5.1.3.4.2
5.1.3.4.3
5.1.3.43.1
5.1.3.4.4
5.1.35
5.1.3.5.1
5.1.3.5.2
5.1.3.5.3
5.1.3.53.1
5.1.3.5.3.2
5.1.3.5.4
5.1.3.6
5.1.3.7
5.1.4
5141
5.1.4.2
5.1.4.2.1

5.1.4.2.2

5.15.1

5.1.5.2

bt

I DCCF 2T
Ei:pu

BHIFE
GRIRFRIE 7T 1%

POST
GHIR E € R
®IF: B4 DCCF 741iT i
iR

FRRE
GRURbTIE 77 12

PUT

DELETE
GHIR € SR
Zis: DCCF BT
iR

BFE X
GHIRbRIETT 1%

POST
GHIR T SR
WIR: B> DCCF B4miT
Eiipu

BHFE L
GHIFRIETT 1%

PUT

DELETE
GHIR E € R

23

73
TERBRBIRA B E SARAE
R

#1E: wansfer-data-sub
filig

(o

BN

HEIR

I ATIERN

15
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SChid et bt

main 5.1.5.2.1 iR

main 5.1.5.2.2 H#% URI

main 5.1.5.2.3 PRIEETT %

main 5.1.5.2.3.1 POST

main 5.1.5.3 I

main 5.1.5.3.1 iR

main 5.1.5.3.2 H#% URI

main 5.1.5.3.3 PRIEETT %

main 5.1.5.3.3.1 POST

main 5.1.5.4 Fetch J&@ ]

main 5.1.5.4.1 B30

main 5.1.5.4.2 H#% URI

main 5.1.5.4.3 PRIEETT %

main 5.1.5.4.3.1 POST

main 5.1.6 B

main 5.1.6.1 MR

main 5.1.6.2 e A e Gl

main 5.1.6.2.1 515

main 5.1.6.2.2 74 NdccfAnalyticsSubscription
main 5.1.6.2.3 27 NdccfDataSubscription

main 5.1.6.2.4 23 NdccfAnalyticsSubscriptionNotification
main 5.1.6.2.5 2 NdccfDataSubscriptionNotification
main 5.1.6.2.6 2% FormattingInstruction

main 5.1.6.2.7 274 Processinglnstruction

main 5.1.6.2.8 257 ParameterProcessingInstruction
main 5.1.6.2.9 2% NotifSummaryReport

main 5.1.6.2.10 2 EventParamReport

main 5.1.6.2.11 27 ReportingOptions

main 5.1.6.2.12 73

main 5.1.6.2.13 27 DecfEvent

main 5.1.6.2.14 25 NotifyEndpoint

main 5.1.6.2.15 U StorageHandlingInformation
main 5.1.6.2.16 HAU: DeletionAlert

main 5.1.6.2.17 247 NotifResponse

main 5.1.6.2.18 73

main 5.1.6.2.19 A DataTransferResp

16
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SCFi B b

main 5.1.6.3 T EA R R BRI M s

main 5.1.6.3.1 5IE

main 5.1.6.3.2 faT R A2 Y

main 5.1.6.3.3 A2 SummarizationAttribute

main 5.1.6.3.4 2. AggregationLevel

main 5.1.6.3.5 % DataCollectionPurpose

main 5.1.6.3.6 25 TermCause

main 5.1.6.4 RNR e e B Y s AR T A SRR 25T
main 5.1.6.5 TR

main 5.1.7 FEIRAL

main 5.1.7.1 MR

main 5.1.7.2 PSR

main 5.1.7.3 L IR

main 5.1.8 Rkt

main 5.1.9 Ze

t5-29-520 421 k45 ik

t5-29-520 42.1.1 MY

ts-29-520 42.1.2 &z i)

t5-29-520 4213 W45 ke

ts-29-520 42.13.1 MLt BRI IRE (NWDAF)

t5-29-520 42132 NF fR&5H s

ts-29-520 4222 Nnwdaf_EventsSubscription_Subscribe ARZ5 15/
ts-29-520 42221 HEIR

ts-29-520 42222 1T FISERE

ts-29-520 42223 BRI AT

ts-29-520 4223 Nnwdaf_EventsSubscription_Unsubscribe AR5/
t5-29-520 42231 HEIR

ts-29-520 42232 B S @ AT )

ts-29-520 4224 Nnwdaf_EventsSubscription_Notify AR5 ##/E
ts-29-520 42241 MEIR

t5-29-520 42242 KT BITFI S IE R

t5-29-520 5.1.1 5IE

t5-29-520 5.1.2 HTTP FI{EH

ts-29-520 5.1.2.1 R

ts-29-520 5.1.2.2 HTTP FRifESkEB

t5-29-520 5.1.2.2.1 MEIR

17
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SR

ts-29-520
ts-29-520
ts-29-520
ts-29-520
t5-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
t5-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
t5-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520

t5-29-520

]
5.1.2.2.2
5.1.2.3
5.13.1
5.1.3.2
5.1.3.21
5.1.3.2.2
5.1.3.2.3
5.1.3.23.1
5.13.2.4
5.1.33
5.1.3.3.1
5.1.3.3.2
5.1.3.3.3
5.1.333.1
5.1.3.3.3.2
5.1.3.3.4
5.1.5
5.15.1
5.1.5.2
5.1.5.21
5.1.5.2.2
5.1.6.2.2
5.1.6.2.3
5.1.6.2.4
5.1.6.2.5
5.1.6.2.7
5.1.6.2.22
5.1.6.2.23
5.1.6.2.30
5.1.6.2.49
5.1.6.3.3
5.1.6.3.4
5.1.6.3.10
5.1.6.3.26
5.1.7

5.1.7.1

bt

P

HTTP HE kHB

gl ]

YIH: NWDAF HH1T

ik

BRRE X

GRIERIE 7T 1%

POST

GHR EE SR

YR B4 NWDAF HT
B30

BREE X

GREARIE 7T 1%

DELETE

PUT

BRI B E SR

A

A

@

ik

BRIEE X

27 NnwdafEventsSubscription
283 EventSubscription

283 NnwdafEventsSubscriptionNotification
XM EventNotification

22 EventReportingRequirement

B NetworkPerfRequirement

bk
e

NetworkPerfInfo

e

ThresholdLevel

o
e

ConsumerNfInformation

=

NotificationMethod

=

NwdafEvent

=

NetworkPerfType
F{2s: TermCause
PRI

L%
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S ]
ts-29-520 5.1.7.2
ts-29-520 5.1.7.3
t5-29-520 5.1.8
t5-29-520 5.1.9

bt
PR R
S FH R
Rert o
7

PRSI ESCS BAE SCRE MBI DM IR /2 . NF {4883, DCCF. NWDAF; [EEE UE BE& 74T,
—RITH], BRI, RFRT A E/ERIEE <. Fetch SEUREIN; FREAEHISCHRMIRESCEK ID, PR MFAF

e L H.

XHIRSCRAIE PR

S BW AT, &R RERTERYIRS STRA S S IR TR 488, MRS

B AR SRR Tt B J o A 8 O A PR A Oz B R SEA7 AE TS

ID AR PIED XFREAR Hak
A02 XU S IALE DCCEF ffif& & 4% Subscribe B{ Fetch ~ 4.2.2.2.2 ZURIZALTRISE; X s0005,
FIESE, MEEHIEMEREZRE  —4ERBMESTUENMN TS 0021,
B NF 2, R tafEimssk B2 29.500 TLS 5 TS 33.501 NF XA s0050,
1T P £ DCCF INIE s0076,
s0417
A03  RERFRIRFFHR BFNERZ B A ERHET DCCF M52 s0051, s0337 $I7E 0051,
AR F/MT A anaNotifCorrld, anaNotifCorrld; s0077, 0310 2K 50337,
AL FERY Fetch #3#EH DCCF M2 JEAIET fetch SRBAFRIRTT s0077,
K fetchCorrlds s0310
A04 HEAHEHEEREZ HEBERZAFMEA, DCCF IRFBH  RUFHEBIRS; timeStamp HAFR 50050,
A Fetch, #BXT N —MNZXTNHZE  ICHERIA (s0052, s0337) 0052,
17; B TMNESEERIR s0077
A08 ITHISEGE DCCF #%{HZ#E 2 1A (anaSub. s0021, s0027, s0029 X TF{#FHAIfE  s0005,
anaNotifUri, anaNotifCorrld) 175, &K ; s0051 = FIEA]; s0310, s0021,
Fetch iR [A]H fetchCorrlds FrfEMIITE  s0080 2T fetch MRy s0051,
HI o A B s0080
KO0l iR S TLSHHAMMREN:  HEER OAuth2 25 TLS &1E%  s0417,s0418: DA NRF N#FEAR 50417,
FHRAENLEE, —A NF FREES —1 55 BRI P Ui SR s0418
NF BRI TH AR R A TR
701 SZLRIPHRERTIIAY FANZIRIPH DCCF #§#E, RXRE  s0417, s0418 HLE Vi [A414% 0417,
EZEREN. I NRF ZLEMIZ  OAuth2; JRSZRVEEH DCCF $#4T  s0418
I 3K A7 AT IR LA 25
703 R E IR IR S0 A HEL fetch RPARIRFFIRR S H T s0420 WEENMRS E X —1 50420,
&, JEMERESE, TWHTE—  scope, KINWEELEHIKEN  s0051,
MY, TR E BFRRET (s0051, s0077) s0077
Z05 {HZREZ AR E Pl & ST IR Fetch 1E3RAGTHERE,  s0310, s0080 Kl SHEAZHIFRIA 50077,
TR — N ETE T B TR ; RERAMEEEMR, B3R 50080
H{E5TERE
U0l FiREUA TR ElEsRIE SR AT RS Bz 2t Z 1T T s0014 RRVFE P& e E B 0014,
i NWDAF, HisS#MiIZE5IE  NWDAF, s0021, 50026 72 s0021,
FRIAZ DCCF MHEITRE]; REFERIEE 50026,
i s0077
U02 FEURTAEIERIESEE  HERERIEEIRE TIZETEE s0310, 50080 R{ZXIERTT &4,  s0077,
HIEEANTT TR A% B FRist B RS TRE 0080
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ID R

U03  JEATSGARERGEE 2 4 AT 17

PUES

IR

PG R DA TERIBERIEL fetch 15,
JET AL ETREMT R, BAPHE

NREAT Hsak
1#4£ PUT 1 DELETE (50149, s0077,

s0162), i fetchCorrlds R s0149,
SESCHTRMR (s0077); KRR  s0162
el

DFTERAFE: R R CE SRS R E bR,

NhHN R 2R, BBAN

i TSR AR 40 Bt 2 )

B, 3398 Br; oMrEXNE BRI T AR EN

T, ARG E SN, SE A AL, ET 32 B, 1&I%E 366 B, HIMFLE B va dbm HE Y 215 45 4 1
€5 B BHIRIAR AT E BT

B ik EH AIERI R
P001 & 1fc6749:2778- WA BRI E AR intro
P002 2786
P003 & rfc6749:2790- KO01, A02, network
P006 2823
P007 &  rfc6749:2827- A02, 701, malicious nf
P010 2850
PO11 & rfc6749:2859- KO01, 701, 203, network
P0O15 2881
P016 &  rfc6749:2885- RETEREIN refresh tokens, authorization codes, redirect URIs and ROPC belong
P033 3003 to other grants
P034 £  1fc6749:3013- K01, network
P035 3019
P036 rfc6749:3023- A02, network,
3028 malicious_nf
P037 £ rfc6749:3032- KO1, network
P039 3041
P040 & rfc6749:3045- AETERIA phishing, CSRF and clickjacking need an end user or browser; the
P050 3138 modelled NFs have none
PO51 & rfc6749:3142- KARARER advice to validate input; not askable
P052 3150
P053 & rfc6749:3154- AETEREIA authorization-server redirect endpoints and the implicit grant
P062 3210
P063 ts-33-501:2491-  RLETEEIA UE/gNB bidding down
2491
P064 & ts-33-501:2495- TAEVEEA UE authentication, keys, RAN, UDM, AUSF, UDR and subscriber
P213 2853 privacy are outside this API sub-flow
P214 ts-33-501:2859- WA BRIR HAR trust-zone assumption
2859
pP215 £ ts-33-501:2865- A02, Z01, A04, network,
P220 2875 malicious_nf
pP221 £ ts-33-501:2879- 701, K01, malicious nf
P227 2891

20
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Bi% Ak ) AIERI

P228 & ts-33-501:2895- AETEREIA NEF and SCP requirements; neither is a party of the modelled flow
P241 2923

P242 & s-33-501:2929- AETEREIA interconnect, SEPP, N32-f and roaming intermediary requirements;
P312 3075 no inter-PLMN interface here

P313%E  1s-33-501:3079-  AEJEHEIA IPUPS packet filtering is a transport function

P314 3081

P315%F  ts-33-501:3085- WA BRIR HAR originating network header is deployment information

P318 3091

P319 £ ts-33-501:3097- WA BRIR HAR operator requirements on monitoring configuration and security
P337 3141 visibility/configurability

P338 F  ts-33-501:3149- UERASR AT algorithm identifiers and negotiation: the strength of a primitive is not
P369 3215 askable

P370 £  5-33-501:3219-  RIETEEIAN 5G-RG, NSSAAF, N3, EAP-TLS, IAB, MBSF, MBSTF and NEF
P398 11901 annex requirements

Z5)TMZ R IIE, BRSO A A

6 TR E QEIZS 57 MZ R REZR TS, 329 TT; A& a3 — TR 1 I o 5%
XN 5 TSR AIXME, SENT AR, B THEE AW 3 I, RIA 26 T, 165K E PR
ARG BB 2MEEZ AT KA,

ID Z57584d FHl BahERN BN

S01 NF AR5 iHZRE 257 malicious nf

S02 DCCF 257 fENEEIHSF  acontrolled DCCF produces every notification and
fetch answer, so no target is asked under it

S03 NWDAF 257 TEEEN truthfulness of analytics content is outside this API
sub-flow

S04 NRF 257 HWENEHASF  acompromised authorization server voids all
authorization

S05 NF HRSFiIHHE A 257 malicious nf

S06 NF 551874 B 257 malicious nf

S07 TR 18 F&E AT reading it yields the correlation identifiers, whose

secrecy the fetch properties rest on

S08 AN HtRHbE anaNotifUri Si@A1%EL  {H FE AR ST same: the notification identifiers are what ties a

#RIR anaNotifCorrld notification to a subscription

S09 Fetch KEXHRIH fetchCorrlds {H Y508 LR RF the fetch correlation identifiers are the bearer
credential of the Fetch

S10 subscriptionId {8 WEH AT EZL  the subscription identifier is not used as an
authenticator

S11 anaNotifCorrld B WiHiE S AF|#EZ  a correlator, not a credential: producing a notification
still needs the DCCF TLS session

S12 fetchCorrlds B B R R SF whoever holds them may fetch, as s0077 and s0080
require

S13  fetchUri LIE] WHHBSAF|EZ  the URI alone is not enough; the body must carry the

correlation identifiers
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ID

S14

S15

S16

S17

S18

S19

S20

S21

S22

523

S24

S25

S26

S27

528

529

25778di
SLIRSIREDEN

Fetch 1#K

anaSub

anaNotifUri
targetNfld/targetNfSetld

OAuth?2 access token

TLS £1E %4

scope ndccf-datamanagement
OAuth? token Y scope 5%
Fetch M5 H ¥ analytics

OAuth2 token

BIHBRHERIT BB

EHINE

b7 analytics

analytics

T B EHIRAS

eS|
fH

fH

fH

fH
fH
&

&

(=1
fH
fH
fH
&
&
fH

fH
fH

Bdi i 40
FOE LR ERRSY

M L AEHRRNF

B ERAEES

BHERTEES
BiFHEAEES
FOE LR RSY

FOE LB RSY

B BERAEES
B ERAEES
O L AEHRRNY
HE BT
FOE LB RSY
FOE LB RSY
FE RN

O L AEHRRNF
B BRI ES

ABHIA

a holder of the notification holds its fetch correlation
identifiers

a holder of the request holds its fetch correlation
identifiers

subscription content is configuration, not an
authenticator

the callback URI is an address, not a credential
NF identifiers are discoverable via the NRF

a holder of the token is authorized as that consumer
for the single scope; K01 already asks that it stay
secret

with the session keys the attacker reads and writes that
session

a scope name grants nothing without a token
token metadata grants nothing by itself

the analytics is the protected value itself
same as S19

same as S07

same as S14

the upstream analytics is the value whose delivery is
analysed

same as S23

knowing whether a subscription is current gives no
credential

WEARPERAE S Bl B A AF PIIESR

BB H o e, EwMEERNZAHEHT, BMERMICRERT - PBEEZ N, BITH2IEN
AEIZGEE PR R E R, TERFRIZKEE MIEASHIERZ F R T RIS, sEZH
IRAEMAE; BETTER T A T %K

G ST EL I feHs Ak
network HAEMZ: BREE. £F. BROFRENEE, THREEM

malicious nf

— R

—/NEEM NF IRSTHEE, A B SIS0 E Ol NRF
ZERM. YEFEN ndecf-datamanagement YRS, #7H H O
TLS &1&, Foeathila Rt r, @A R Fetch 53K

5.1.9 RVHETHRA LAY NF s0417,
% API, FFNEEDMIRSEX  s0418,
—/NEE (s0417. s0420) $0420

ID network malicious_nf
A02 |p/AvA |p/AvA
A03 DAy DAy
A04 DRYA DRYA
A08 DRYA JDRYA

22



DCCF 741 Al P SR ER A 22 2 Mo A

ID network malicious_nf
K01 [Dava DAy

Z01 AL D AYA

703 KAL |p/AvA

705 DRYA

uo1 DRYA DRYA

uo02 DRYA

uo3 AL NI YA

JR SCRTH bR

HAL: 1271 NESCEIT, 928151 F7, R4 T source-delivery-0l.json, HAn: 11 DNEMHLHE (A02, A03.
A04, A08. K01, Z01. Z03. Z05. UO1l. U02. U03); fEHMIMEIE: 31, HIRGHRELIZERPEEIN
e, A --approve-targets,

8 i HSOR I BOMEME A E  ((E55 decisions: auto), MR
o approve_package: ILI#ER X £l protocol-10e4fd6d8a752af4dad43e70f59f

ALK S 1 MER (1 DEK), 0.000 USD, #iA 388996 N4, Hith 5362 N, #EN 277
b,

KT UL BRI i

o A04: 1 ProVerif TE%, 747# Ni%HFRPRTE changingstate
« U03: fE ProVerif H1E%, 2#r& NIZHFRhRiE: changing_state

XHREL (xor, dh_algebra, other_algebra) & {L.HY ProVerif FR £ W& HURE 195 T H L #eE: HAMIE
B2 E A B 992 i & VTR, HAP BNt R K, AN Z /L ER7E (changing state) HY ProVerif £&4
BT EZGE L PRI, HApdirl g R 2D T A, Tamarin+ Agent %5 A X 25 5
ﬁo

srbiE IR

XER R HE B O ERSCHIRRE, ANZUEAERAIE S, ProVerif SoR“/2”#R ProVerif ££ R HEKE]
THEERXESRIE, FIXESREATRER; BRGNS HiR, HEEREPIEEREN, ©
T T H AR NZ A& RIS, ARAEIHHAES TR, FRIERM 4.

i HfECRFF ffiy sk rf IR A sk
anaNotifCorrld G&%1 DCCF fR1F1ECAEEMIIT 5 QTR (POST, DCCF FEE&EHIFE  s0008,
FIARIARF) ) DINIRHGZITHA NE AR s0030), DARGEIS PUT B2 illi%(E (s0051. s0051,
ZIHPRE  (s0008, s0030) ITHRIEN (s0149. s0155) s0337), HEMERSZ 0149,
HHINEESHAME  s0337

AT LR
fetchUri 1 DCCF S5EFEM TR —  RHUFNERIN, PARTEITF X Fetch i}, DCCF #5 s0076.
fetchCorrlds GGRE$E  RER1E, HEENERFEAEHE  F#/5 DCCF NRE—ITHA HRERSMWESHEHR  s0077.
2) FhEREEF (s0061, HHrHe St {EIFATEEES (50077, $0079,
s0077, s0310) s0079) 50080,
s0310
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1l HER R ffipAEfk l IS A Hsak
EFEITRIAERE  DCCF (s0029) iy POST I & DCCF 70l {&B2ka  s0029,
CERBFELE DA L (s0026..s0029), HIPUT &  MHBERITFIN&#I%IT $0149,
PSR BT 2% (s0149), M DELETE il [d; 7EMEHCEAHEE  s0162,
B (s0162) A, HA5EIT#T  s0155
Feas
ProVerif

izt A Hb SR IR

IR fi  U03 J&: ProVerif 1. NF JREIHZRE LIEEITHR; DCCF ST RHFME (s0026..50029), /2.
1 DCCF A fetchInstruct (fetchUri. fetchCorrlds) % Hi@%1 (s0056. s0076.
bounded.pv ~ s0077); JHBREPITIRBUHFEINZ (s0078..50080), /3. H##E BT PUT
EHIE BERITH (s0149..50161) ; DCCF it EAFiEEF & H#TES (s0155,
u63 old s0030), /4. IETHE FIREERZSEH1H fetchUri Ml fetchCorrlds; DCCF #4183k

AT BRI eS8 (s0079. s0080) FiK[E 200 OK,

EN2 feeide 7B ProVerif 1.7 ETES fol BITFIERTTAE YR/, /2. PUT BHITHIAZ; DCCF
1F K fc2 (s0149, s0155), /3. JRXHEELMABEEITHELH fol BRI
bounded.pv [\, T DCCF 482N fcl, FRE RULELE KRPIFRIAAE (s0077.
sians $0079)
u03 old

KRR (E% PN 1. {HE B BUE S BUS 45 R, /2. 1THI# DELETE (s0162) R
ProVerif 2418 SUMEE, /3. JR SO W BH C A0 B 204 25 SR R HL 28 o s T P ) SRR IR

PR, Rz s S a TS R R,

HE—RMAE REM R A EA B e AR E—IR: R E—MTH, JEHIA Fetch AJ
DIEEHES,

SEWIERE  RAM DCCF fE&#t EAZ B IIT FME 2 BT 5eARE: PUT B2 RS E T
HHEX— .

STERINES REM FMTRAE B CRRPARIRRF, RBERES @RS EAEITES, Rt
PO T AL TREH 5 k R)—ME.

AIX R REH 5.1.7 25 BYEER NG X 5> TR (SUBSCRIPTION _CANNOT _BE_SERVED
s0021, USER_CONSENT_NOT_GRANTED s0023), {HEfTZEi#HERKEHC
HIE SRR IEIUROIAIERE, MTEENRETREIEENE2EIRE=S
A —MERERE T4,

[\ SEek R KSR E A R mAE T, MEREAEREZE O timePeriod % )7
MR BN EE, SR TIE%,

SHH B s EL AR LRI

B Hbw FEAE P

46 U03. A04 changing_state

U03 H1 A04 i T DCCF £REFFF BRI EFIT DM : Y RiTT IR SHRRIRAT, O HRE L 3R

R DA BRI AT Es IR IBHEAE LT B ST s bR e 2 5 i b B B R TR A
ERSVERABERTIRFIEZINSHE L, X A R TR R4 S IS H e

ﬁio

VeI

X TS 29.520 28 4.2.2.2.2, 4.2.2.4.2 F1 4.2.2.5.2 ZZWIMARHAT T (JHZ%E#HE. DCCF. NWDAF), # TLS
A e 2 RN LE AN, OAuth2 A48 21 K NF, J8HIZRBOCHAR AT EHE, 2% 11 NMH
FREFE TR 10 MEERESIEEIES S 2IUER, B & MERREE M R, U3 N Ex @kl
B 53 P UE AR IS 2508 0 ) R AR Y GRS 2R, EFnZ: DCCF HONELAIERY NF 5261730, 18
HIF1 Fetch 5 DCCF HCWFRIAFF—5, —MNMERELERES — MEREN SR, DhEREHE
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EHOHEARIZR H NWDAF, —IURIL: TELT B B3 2 5 R FIHE S TE B 2 SN, R R S
WA RERE,; & 7 —DfE PUT IRHEUEIFRIRAF R B, EIERR 71X, R ERE R
R IHTRE YRR B AR B OCIAR URAF A B TR AR T IX SEFR IR TSI, 1 S SORF e AT 128 D 3 18
FRE, HiZ APL R — OAuth2 JEEE A #15; RFRIRFFEEDY RGN, FF4% TS 29.501 X EF15Z
RS, RIATRORIX — e X ZRMRE AR E AN — T B — X E#T ek, MR, BEEEHT DAKEE 2 B
BRI A AR B E 2 BARR I B4 45 Tamarin+ Agent s — I ET,
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