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Naf_VFLTraining: capability check, one training-round notification and cancellation

NWDAF AF NRF
NF service consumer in the trusted case trusted VFL client, service producer authorization server
input: NF instance identity, TLS input: the subscriptions it holds, input: NRF signing key
credentials, OAuth2 client NRF key for token verification
credentials

Authorization

Access Token Response =
token(subject=NWDAF,
scope=naf-vfl-train)

Access Token Response

A

VFL preparation (capability check)

compute
subscriptionld = new identifier
notifUri, notifCorrld, vflPreFlag stored
no notification while vflPreFlag=true

201 Created =
201 Created VflTrainingSubs(vflTrainSubs, notifUri,
notifCorrld, vflPreFlag=true), Location:

A

/subscriptions/{subscriptionld}
Activation and training notification
compute

vflPreFlag=false stored
notification now due

200 OK 200 OK = VflTrainingSubs(updated
representation)

A

compute
report = VflTrainingNotify(notifCorrld, training
report)

POST {notifUri} =
VflTrainingNotify(notifCorrld, training
report)

POST {notifUri}

A

204 No Content

\ 4

204 No Content = no content
Cancellation

compute
subscription deleted at the AF

204 No Content
< 204 No Content = no content
holds the subscriptionId from the Location created, activated and deleted the subscription issued one access token for the scope
header sent the VFL training notification to the naf-vfl-train to the NWDAF
received the notification with its own notifUri of the subscription
notifCorrld

received the 204 for the deletion
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IR ProVerif attack queries z03 update, z03 delete, z03 notif, ab8 origin, a08 owner; Figures 2,
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NWDAF
NF service consumer
input: NF identity, TLS
credentials, access token for
naf-vfl-train

POST /subscriptions =
VflTrainingSubs(vflTrainSubs,

AF VFL & il 25 API )%

An NF with its own token updates another consumer's subscription and receives its notification

AF

trusted VFL client, service producer

Malicious NF

legitimate NF, controlled by the

adversary

input: the subscriptions, NRF

key for token verification input: its own credentials and
token, the victim's
subscriptionId
its own NF instance identity and TLS
credentials

its own OAuth2 access token for the scope

naf-vfl-train, obtained from the NRF
the subscriptionld of the victim's

subscription (the resource URI is not a

notifUri, notifCorrld,
vflPreFlag=true)

201 Created

A

receives no notification for its
subscription
does not learn that the subscription was
updated and deleted

B 2. —/MRE B ORI NF B85 —NH B RTT B R, M uos;

secret)
POST /subscriptions
»
201 Created =
VflTrainingSubs(subscriptionld),
Location:
/subscriptions/{subscriptionld }
PUT
PUT

/subscriptions/

{subscriptionId} [forged] /subscriptions/{subscriptionld} =

VflTrainingSubsPatch(notifUri=attac
ker endpoint, notifCorrld=attacker
value, vflPreFlag=false)

check
token valid, scope naf-vfl-train,
subscriptionId exists
no check that the token subject created the
subscription
200 OK = VflTrainingSubs(updated 200 OK [observed]

representation)

POST {notifUri}

POST {notifUri} = [observed]

VflTrainingNotify(notifCorrld=attac

ker value, report)

DELETE [forged] DELETE =
- /subscriptions/{subscriptionld}
204 No Content [observed]
204 No Content = no content >

accepted an update and a deletion from an receives the VFL training notification of

NF that did not create the subscription the victim's subscription
delivered the training notification to that

NF

deleted the victim's subscription

Wit A58 203_delete, z03_notif,
z03_update,

LIH



NWDAF

subscription creator

input: its own token

POST /subscriptions =
VflTrainingSubs(notifUri,

AF VFL & il

A legitimate NF acts on another consumer's subscription with its own token

AF

service producer

input: the subscriptions

POST /subscriptions

notifCorrld, vflPreFlag=true)

201 Created

201 Created =

its subscription is updated, used for the
attacker's notification and deleted

&l 3. — a7 NF B CRShHIRIES — NMEBRERIT R, 5T Z203; K71 203_delete, z03_notif, z03_update,

VfITrainingSubs(subscriptionId),
Location

PUT
/subscriptions/
{subscriptionId} [forged]

check
token, scope and subscriptionld checked
creator not checked

POST {notifUri} =
VflTrainingNotify(attacker

Malicious NF
adversary
input: own credentials, victim's
subscriptionId
its own token for naf-vfl-train

the victim's subscriptionld

PUT
/subscriptions/{subscriptionld} =
VflTrainingSubsPatch(notifUri=attac
ker endpoint, notifCorrld=attacker
value, vflPreFlag=false)

POST {notifUri} [observed]

notifCorrld, report)

DELETE [forged]

DELETE =
/subscriptions/{subscriptionld}

204 No Content [observed]

204 No Content = no content

accepted operations on a subscription
another NF created

received the training notification, deleted

the subscription

45 API %
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Owner-only control fails: the notification and the deletion follow the attacker's request

NWDAF AF Malicious NF
subscription creator service producer adversary
input: its own token, its input: the subscriptions input: own credentials, victim's
notifUri subscriptionId

its own token for naf-vfl-train

the victim's subscriptionld

POST /subscriptions = POST /subscriptions
VflTrainingSubs(notifUri, »
notifCorrld, vflPreFlag=true)

201 Created 201 Created =
< VfITrainingSubs(subscriptionld),
Location

PATCH
/subscriptions/
{subscriptionId} [forged]

PATCH
/subscriptions/{subscriptionld} =
VflTrainingSubsPatch(notifUri=attac
ker endpoint, notifCorrld=attacker

value)
compute
notifUri and notifCorrld of the subscription
replaced
POST {attacker notifUri}
POST {attacker notifUri} = [observed]
VflTrainingNotify(attacker >
notifCorrld, report)
DELETE [forged] DELETE =
<
- /subscriptions/{subscriptionld}
204 No Content [observed]
204 No Content = no content >
does not receive the notification of the delivered another consumer's notification receives the VFL training notification
subscription it created to the attacker

its subscription is deleted

& 4 AXFA B T HI N @R ERERER R T 15 3K, PR U02; B(diZE 1 z03_delete, z03_notif, z03_update,

BRI



NWDAF

subscription creator

input: its own token, its

AF VFL % i)l

The notification parameters come from another NF's update, not from the subscription's owner

AF

service producer

input: the subscriptions

Malicious NF

adversary

input: own credentials, victim's

notifUri subscriptionId
its own token for naf-vfl-train
the victim's subscriptionld
POST /subscriptions =

VflTrainingSubs(notifUri=NWDAF

POST /subscriptions

endpoint, notifCorrld,
vflPreFlag=true)

201 Created

201 Created =

A

its own notifUri is not used for the
notification

VI TrainingSubs(subscriptionId),
Location

PUT
/subscriptions/
{subscriptionId} [forged]

compute
update accepted as the subscription's
notification settings

PUT
/subscriptions/{subscriptionld} =
VflTrainingSubsPatch(notifUri=attac
ker endpoint, notifCorrld=attacker
value, vflPreFlag=false)

POST {attacker notifUri}

POST {attacker notifUri} =

[observed]

VflTrainingNotify(attacker

notifCorrld, report)

notified an endpoint and a correlation
identifier that the subscription's creator
never gave

receives the notification of the victim's

subscription

K 5. @HISECRE B —> NF VEH, MASREITRNEE, MR A08; WdiE 1 a08_origin, a08_owner,

NWDAF
subscription creator

input: its own token

POST /subscriptions =
VflTrainingSubs(notifUri,

Another NF writes the preparation flag and the notification settings of a subscription

AF

service producer

input: the subscriptions

POST /subscriptions

notifCorrld, vflPreFlag=true)

201 Created

201 Created =

the preparation flag of its subscription is
set by another NF

VflTrainingSubs(subscriptionId),
Location

PATCH
/subscriptions/
{subscriptionId} [forged]

compute
flag and notification settings replaced by the
attacker's values

decided to notify on an update that the
subscription's creator did not make

Malicious NF

adversary
input: own credentials, victim's
subscriptionId
its own token for naf-vfl-train
the victim's subscriptionId

PATCH
/subscriptions/{subscriptionld} =
VflTrainingSubsPatch(notifUri=attac
ker endpoint, notifCorrld=attacker
value, vflPreFlag=true)

controls the flag that decides whether the

AF notifies
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Bk A BARTEBRINIR

IXZ T H A IR R EIE AR, TARERESRIEE : XEERIEM D BOERE 24, BRI 4,
REATZITAREER], DA eI Ean A,

A02: VFL i R0k

B2 AF 82— TR/ H/MIERIE KR, sESRE RS — 8RN, #FEE—DUAKT S N R E I

e T,

AF {XTETE RISk H HTfE M NF N A #5217 0, EaraliilR, TH28E(E 201 SUBFISEH AF

KIENA B2, ZMARIUEEZ TLS F1 OAuth2 & i g 5 EHR 451, HXMEEEEIISIEA AL,

o EEL: RRST; MIETRRN: &2 AIEAREIER NMEH

o UME A XEBREMZDINERIE, SidEdVIA 7 =ER, HERERTMNL T, BXFRZERE, it
XA AERT & B,

o XFTEMIR: B, XRARRRZAL: s0038, s0045, s0061, s0074, s0098, s0273

o XHE: TLS $EBN & IXE T KIS N MAC Il BB KEISH TS, AESREFRSTHRE, ;
BT NF &6y, Fik B IRE S P, %R NF 2 EMEHRER B 5371 ESEX
Ui, ; token #8355 NRF FUE AN NRF 5 AF H=Z5H TN MAC,

A03: 1T IS — 3k

TR AF #3207 [ Q1 /38, 800 S B i 2@ AN, BRAA AR — DN UL EL AN 3is AT, W7 AT AR IR

notifUri, notifCorrld, vflTrainSubs 5 vflPreFlag FYEUEH—%,

W F7 XS subscriptionld, notifUri, notifCorrld F1#E AR IR —F: THTRELE 201 F1 57 A A A 2 2 PN 2

e AF NHIT T2,  THRESZ AT H B S 1T TR correlation ARiR,

o S5 BT B TRRRA: G2 PIEAREAE R N EH

o HMEAR: APLTEIERANME N B HFEINE, Ht—SEERR BHERN; R 5 —
o

o XHEPERIE: 2., XREFRIAZAL: s0039, 50048, s0074, s0241

o RHE: BEHTIA N AR T correlation ARIR,  TEANEE 5 BT IR 200 OK FRFr M #EH H, ; TLS 5
token EEAE[HE] A02,

A04: ¥R 5 i@ HIE e

FIR AF BRIDENETT s 288 2@, #BAT RN — A RTA G O A 81T, [A— s R REWEE

B N HTAT R ST @

WBETIFAE MG — SOBAIHEZ IR, AR A —E 5 E B THE — & RS2 WX, FRIE replay

SEHIFNIC S, MRS B U2 RN BN TLS INEMAHE R, Rtk APT F# i e 2406 T TLS:

1T 18 SR FTE A P AR A nonce. 2415 5L TR 8,

o ZERL: RROZ; I T AR R84, RIEERREAIIEN N EA

o WME Ik: ProVerif ZELHIME—RBOEHA =), Tl RIS API X TLS MU I E LA TS, X
ELEK SBI E replay £

o XHRHERRIR: B, XRHFRIAZAL: s0038, s0074, s0098
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o 4 QUEERIEN replay 2K TLS BEEONHE MEINE AR Y); TLS 1.3 IdxE T BT, i
HRAHFENEPIICIRERE ZIRE T, REGFIISEIIRS, KILICTRFRIEIEHIES Fe R B b
o

o RUL: KA TLS ILRAEHRE HHRE A WL replay B TLS HRIE, TMAFH APIHRAE; AP A B ARE XK
nonce BJF515,

A08: JAMIA & S HEHERITT Y

AF B2 HEAHIEZEL (notifUri, notifCorrld, vflTrainSubs, vflPreFlag) @6473K H 1% B & LRI ITT
e, EIESHTBAREN true IR HIE K,

AF ERZ TS PREIRN false MY BT Z JEA @A, HIAZMHE FHIZEHHY notifUri Al notifCorrld, X+

{URA MR EE, XEKREHBRE BCE;, T8 —NE1ENF, XEWEREENE, FZNF

A DA# AF 82521 #7o

o SR R QAN ; BIE TRRA: 585 AIFEALREE VBN R EH

o MMAE & ZBEEN S - MEBRFEIGRENELGIE, A EREZS MM NF 0] AR ; SRR
BRIR I Ao

o XFRHERRIA: AW, PHKIEIIIRSC: s0074, s0213, s0241, s0276

o {X#E: K% subscriptionld FI 7R HE KA, RAEREIR URI MAEME, ; AF K& token FIARSSTEH,
{EAMHFE TR IRAZAN,  RMTRSCAR E AT 2R,

o RiR: AF BEHEZIE T 55— NF B notifUri; J#SORBEAH,

Z201: B PRER 2S5 TG
BEORAT [ G122/ 58 8/ BR el @ R $0E g 52, BRI Sk B IR AIRSS 8 (NRF) MYHERK token, H. token Y

scope 78 & naf-vfl-train AlR55.

AF 8252100, SEHTAIMBRER T NRF 7] — NF 5134 naf-vfl-train JUE% & 1 token, JXBEE XS

A MBS, WEXRE B 5 token W& NF, 1% token REEF T — 1> NF B9 517,

o Z5%L: Holds; iRl 2&SEEIEE: &; rTHEARY

o UMEH: TIUERA TRACS B TE, XASEME, [HEMRBT OAuth2 BB IX—Rik, MHEX
KL A AL E,
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o fRKHE: AF PEBUNIGRIRUER, TFE SO OAuth2 BN TIE, ; NRF SR B HAEN S AF =
) MAC %50, R A A dn Rz AR,

o fE: FSIARVIA AT OAuth2 A, R ARUEX i OAuth2 AYECE A7,

Z.03: T B

P17 B S8/ PR BB M BB A, IR BN 28 B CRITT B TR A MagfE, AREUH T HAth
THERERIT I,

EA] NF #ARELLS —> NF (ST HAE Y AF SIENLME S LA EERZZBIANERN SN, AF
A% e, AF RERERRZ S 02 SINE EAERIT b, RIEFRA RS EE 2 A NF & AT LA
ST R S —NH B ROLT R CHOE R

o 4R Fails 3N, P2 EREEIEE: &, rIRHEERE
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o FRE: ERBEE MU AP A€ X IR IERAGE,

Z04: MHER 5 ICid A
IT B #MIER (8% vflPreFlag Hi true B#7H false Z /i) ZJ&, AF NMSFEARIEIZIHIT R AIE 2 & £ @A

TEWEARENN true I, AF REIEEH; MBRZ/G, AFIELESEHE—ITH, MARHEEA, Al

PN AR ERIERNS BN M S IRSTEE R E, Hts — &1 NF A DA BCEE E [ RSN T B Y 3@,

o S5 Fails (1 M) ; PR EESEIEIZ: &5 THEARE

o MME: WREITHWMETEREFTIR, B — NF Al A NIZAR &R AT REME 2 = R I A — G F B & f A
HIfE SR

o XHRHEUIRA: B, P KIERY RSO s0241, s0061, s0074

o RHE: MERMERLEA SR A%, AF BIFRIUD B RA— N80 ; HERTRETERTE e B E e
WLk A% WA NF BEEED A0S 1T =AY,

o RPE: AF RO TR SITHRMNAIES; FoORE TN, AP BERARERIZX — R IRME
Flo

S05: EMHIBRTT B A~ A 3 Al
TR Z G, FHIZITERAYIH notifUri, notifCorrld 8% subscriptionId “F~BEfik A& #7 A8 HI45 )

fERIFEAI G MBREEAMNE S B g B R =@, Kk subscriptionld, notifUri Al

notifCorrld AR & TEiAIHIR B akat, %RIE M 1T A RIS i — & EEEE,

o SEH: FERNBGL CEIWERITE 4 25); R EEEImE: 9, T AEERY

o MMEM: BEERAMIA TR BN, HRIZMERKHT AF ZFIC%; FOXETEMS 27 ENN
'/_%_".\.O

o WHEHEVIHH: A, FIBIIR S IA: s0054, s0061, s0062

o iHE: MIBFZAERN: A, BEHSEA. MR, AN —REEFE.;, GREMEEG - NS 0—
TLS %45, RIS — NF fEMERG B 2RI i A E 1A, ; MERSEE N AF RERFF1ZIC
3 WREREEICS, T ARG, AHEREA bounded-buggy.pv TR 11X — Ko

o fRE: EEISIF, MEREZAEEERITRERESZ; BALEMERE € ERFBITIH— 1 s b,

U01: AF 817 5 R K&

AF 325217 R eiiH S E F 2 @A, AF 517, subscriptionld, notifCorrld 5 iJIIZREEIRFRIN LS DLEL A Uit
B2

H 2 E UM AF #52 201 sO@E ], {LEFX AF JR A1 45 E /Y subscriptionld, F HAX W A H B & 1T W
notifCorrld, CIR9mSANE T 1% APL; FRIRAE TS 29.520 FYIEFIEE ANE L IE, ATGE T [ N Ak 40 e
o

o Z5H: Holds; FRAESSEIEE: &; nJHEGMRY

o YMEAK: subscriptionld 5 notifCorrld HYZ @ >k HIH A, IR BFEIRER 70 Toik e Az APT $2H,

12
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o YRETEWH: B, XEFHIAME: s0039. s0074, s0144. s0235
o ARIE: YIZRECIURARIR AR, [RINPNER IR T X, ; TLS FI AR A02,
o 5 YRR Z AP A TE:, RILARIREEE HREIEIE 1T (5 (3@ FT A A S8

U02: {Ufif & nl T 5Y

X 5L subscriptionId F 5E /M bR L RE HIZ T BB G RS s dE AT REREIE 45 1% 0T B E FR A5 notifUri H.

notifCorrld —%,

XA M3, A H & AT 2 R 85 notifUri AT notifCorrld, XS — &7 NF NI 1%

NF °] DASE B ek ERIT ), ik AF K@ AI#0#E e 3 Y URL,

o S5 Fails 3 M) ; AR SREIRS: #; rIHERRY

o YMES: XEELMBR—IR, PATHTEENIR-RR, mfREAE,

o XHRHTEURA: A, FTRIEAIE SO s0045, s0061. s0074, s0144

o KHE: BRIRBEE RS HIE subscriptionld; FBAIHEMWA NF S5, ; AN TRITRIRIE, AF (URES
FERFI AR 55 V8 L

o REE: AF BEMICHEIT ARSI 5 SRR,

U03: R NF #FREI{E B ST B

Fi B 5 A8 FEEINEE NF ANREM AF #2525 ZRF0R BT RN S e, R RERT HA0IH 2 & LT DT

FEHTEMIER,

15 NF TLiE LS —A NF B S R EE 2, EEen] DUH B CRE RS RIS — NMEBRE LT

[ : 24t notifUri. notifCorrld FIMEREARG, HWOXIT IR YIZRIEREN, 7T AMBRIZIT B,

o S5 Fails 3P ; AMRZ2SEEEIES: #; rIHEERY

o HMESE: B ROERAR B AREAS GRS TREETE NF #R-,

o XHRHTEUIRA: AR, FTRIEAIE A s0045, s0061, s0144, s0276

o fKHE: RIRBGEHEREASHIIE subscriptionld; FEBIFHFAN NF 813, ; FOMIT IR HIEEA; TS 29.520
AINIZREIR N B AR, [RIH AR R AAGEIETT B 7 B 32 B

o FRE: ERBEEUNIN API AE X HTEIRSAZIL,

X01: OAuth2 2 LIS
MBI KIE R 2155 NF 238 M NRF N naf-vfl-train 70 FEFRIS 0915 7] 2 fE,

NWDAF M NRF FR1GH 5 [A] 2 4a RS HAE Mg &SR B RAESE R S RsE N LR, IFHE
FZHBEE SO, NI TRE —E I SEREREI AT LR,  IEALBE NF AFF B SR

o Z5%: Holds; PRiIZ2EERIEE: 2; nTHHEARY

o MMEMK: EMIAT TLS #24t B R EZE RPN S,

o XHRHEUIA: B, XRRPRIAIE: s0273. s0274, s0098

o KYE: SHTEEEN TLS EIENIEH; 1H2HE IR A 2,

13
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Bk C: FESKMIMEIHERIE SR

UERAE X A BARAYIE S BB, BRI FAIE R, Z2ERE T, DA E X DK
A,

EET 5t #if X P F5k

A02 proved a02_create checked 4 /™ proved

A03 proved a03_created  checked 3 proved

A04 proved a04_notif checked a04_create (model_artifact) 17 proved, 1 0

attack

A08 proved a08_net checked a08_origin (holds_in_source); a08_owner 1 proved, 21
(holds_in_source) attack

701  proved z01_create 6 P proved

703  proved z03_imp z03_update (holds_in_source); z03_delete 1 proved, 31
(holds_in_source) ; z03_notif attack
(holds_in_source)

704  proved a08_net checked a08_origin (holds_in_source) 1 proved, 11

bounded, 1 attack

S05 bounded WZKET  s05 checked 2 /) bounded
=S
4%
U01 proved u01_create checked 2 proved
U02 proved z03_notif_net checked z03_update (holds_in_source) ; z03_delete 1 /l\proved, 34
(holds_in_source) ; z03_notif attack

(holds_in_source)

U03 proved z03_imp z03_update (holds_in_source) ; z03_delete 1 /l\proved, 34
(holds_in_source) ; z03_notif attack
(holds_in_source)

X01 proved x01_token checked 1t proved

BT, o WrE R TRAER, BMERIBIESRSH:
Hbs F5K Yli# [ 2 X

A02  HAEYIZ NF EINBTRH TR network proved a02_create checked
N, AF A2 DA% NF B &R VEL JIl24:
ITHIANE CHEHALE), FFE IR MIZE
Wi & AL,

A02  HEYIZNFWHESSTAE TIXEHN, AF  network proved a02_update checked
A5 DAZ NF S0 ZRERT I, Feu
AN AR I £ I T A L

A02  HEYIZ NF WHESNSTAH TIZMERR, AF  network proved a02_delete checked
A5 PAZ NF S0 Z R EIT FmER, 8
X AR 4% B T 5 B o

A02  HEY AF MSCMIEZE RIE TIIEHIN, I network proved a02_notif checked
HBEAHZ % VEL Y@K, FHEHUER M
)L Ty VAN

14
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e
7
P

Hbs  Fik Ridi# 1% #if

A03  {HERERZINERBEHIZHIE AF LHCIT  network proved a03_notif checked
Y subscriptionld, notifUri 1 notifCorrld, Ff
BRI B AR 48 B i B L

A03  THZRETE 201 A HISEEIH subscriptionId, network proved a03_created checked
notifUri, notifCorrld 1 vflPreFlag 1E/& AF ¥
ZIRQNE T HZ X EE, FFE IR R 45
AT AT o

A03 PR TEREHNA R P B 2IHY subscriptionld, network proved a03_update checked

notifUri, notifCorrld #1 vflPreFlag /& AF 1%
THEE NI B2 X AE, R E

PR L B i B L
A04  —IROIEERASHHEZRIR: XMIE— NFH  network attack (model_artifact) ~ a04_create
Bl PR IRFEZ R0 B PRIR % NF (BT,
A04  XTF AF B"J*W\ﬁ%, BEHEZWHEZ —IR: network proved a04_notif checked

TR B SZ (R — I AN IR

A08 JEAISECKEMERE HCCHMERITE: A  malicious nf attack (holds_in_source) a08_origin (the
ITRIPTE &R AN E A fEIR B IXESE, control of a08_net)

A08  ERTSZEFITRNNERL AN SHLIEE S —F  malicious nf attack (holds_in_source) a08_owner
NF ¥ notifUri,

A08 AF KEMEZKIBHEERITFREEARAE  network proved a08_net checked
vflPreFlag 1% false it Afrfi Y 5 3t H Y notifUri
F notifCorrld; EFRENIHN true A& IEATAA
TEH,

Z01  AF EZR B ROIEHMKIE T NRF 24 naf-vil- network proved 201_create none
train YU & 44 E— NF S 0015 RIS,
B AR P 2 B B RO

Z01  AF $32 R EH R T2 naf-vfl-train 7 network proved z01_update none
FI% LA H— NF i<, FFEY
AR L IR T O

Z01  AF #2MBRMBRARS T naf-vil-train i network proved z01_delete none
FI% R4 F — NF SOy, FEERHY
AR L IR T O

701  AF 2 ERAIEERMKH T NRF % NF2&  malicious nf proved z01_create none
K45 naf-vfl-train JUREIRSHE, A NFEE
H AL BITERE NF,

Z01  AF #ZMBREHHRBT NRE iZ NF4  malicious_nf proved z01_update none
&4 naf-vil-train YEEIRYCRE, AL XNHH
HOARML SR NF,

701  AF 2R MERER T NRF % NF%&  malicious nf proved z01_delete none
K45 naf-vil-train JEERISHE,  HRAMEH AR
H AU HIER NF,

7203  FEIRSVEREIESHM NF LIEEHS —1  malicious nf attack (holds_in_source) z03_update

THERE P AR IT T,

703  FFEIRSTEHEBE SN NF LIEMIERS —  malicious nf attack (holds_in_source) z03_delete
THERE P AR IT I,

Z03 TSR FNRIZIT S Frd dtm malicious nf attack (holds_in_source) z03_notif (the
notifUri 1 notifCorrld, control of

z03_notif_net)

15
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e

204

204

204

S05

S05

uo1

uo1

uo02

uo02

uo02

uo2

uo3

uo3

uo3

uo3

X01

Fik

%A NF RELLLASS — NF B9 53 & L H %0 E
Bz HA Y AF FTRIER QML S T
fe= e SONIERI Rl — S )i, AF A 528
HAEET A& 8T R vilPreFlag 54
false ZJ&, A RMIZITHAIEIEAL,

THAMERE, XFE—THEEES (ER) S
REGHOBH: AF HEHT,

ITBE vilPreFlag /54 true HRIA 2 A X AT
WA AF RIEFREIRN false R Z 5 A%
JESTHVSIN

MBRARR G, #5+ |H subscriptionld, notifUri
1 notifCorrld B R HT R =L HTIE R,

MMERARE, TR ERAIER, TREkES
—/N NF, #7447 [H subscriptionld FIHTEHT, #L
AR AL,

HPE LBk A AF 19 201, HAEXHRZ AF
JHABI7ER subscriptionld PAN E H 2 & 151
notifCorrld,

THPE RS2k B AF i@, HENIZER
C.HY subscriptionld 1 H 41T Y notifCorrld,

EMSREE T, BERIRSEERNHIT R
TH 2R TR LAY notifUri A1 notifCorrld,

HAANE TITHK NF A REE R 5,
AR 71T NF A BEMHFRIZ1T .,
AT RTG53 A Y notifUri A1

notifCorrld,

PRI S 2 SNH HABSEIRR, %A NF GELE A
55— NF B S SRR IRE 32

i H ORI S5 NF 0B —NE TR
HIT RN A

¥ B O EHERI &% NF JCEMIER S — N E 2R
HHTE,

i B ORI &% NF BiELE AF 25 —4
THEE R ZRERBOEA e,

NWDAF M NRF 4 naf-vfl-train 70 BB
(] 4> Rt AN S A AR I 5% ) I 2 A

Ridi#

network

malicious nf

network

network

network

malicious_nf

network

network

network

malicious nf

malicious nf

malicious nf

network

malicious_nf

malicious_nf

malicious_nf

network

proved

attack (holds_in_source)

bounded (the changing
value unrolled to 4
steps)

proved

bounded (the changing
value unrolled to 4
steps)

bounded (the changing
value unrolled to 4
steps)

proved

proved

proved

attack (holds_in_source)

attack (holds_in_source)

attack (holds_in_source)

proved

attack (holds_in_source)

attack (holds_in_source)

attack (holds_in_source)

proved

a08_origin (the
control of a08_net)

s05 checked
a08_net checked
s05 checked
s05 checked
u01_create checked
u01_notif checked
z03_notif_net checked
z03_update

z03_delete

z03_notif (the

control of

z03_notif_net)

z03_imp none
z03_update

z03_delete

z03_notif (the

control of

z03_notif_net)

x01_token checked
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P ) B 1y ANl

LLM 73t & ARYE SR o SRR R M BIZE 45 ProVerif; 55 3 11 FR &P 45 SR AR 2 IE B 4% 1 [|]
oy

= o

ProVerif+ Agent 2 1ifi session-20261114T232842, 2026-11-14, IRZA: B5EK, B : deepseek-v4-1-flash-
261017, ¥4 51, UEPHES 11 b, SKERS 13 0%, #RHA 0.129 USD.

ProVerif: 1Z1T 86 {XIERH, 86 {XISH&EE, 0 RIEEZXE, 10, 8% 57 NMEIE,

i 72

P AF VFL client training API
JiA 19.2.0

B2 K TR(EA e AI{& AF Y9 VFL client, NWDAF server B Naf_VFLTraining; —/RRESIfE, — MK
HRUGERISEE, HEBR NEF/ASRIME AF 79 XM 2R 2% F A E,

AETEREIN SR NMEAREN T AL 2SR 724, WHTERERmmRL FloL, TEEERM
Jaimi, BEBUAE TLAME/EFEH],  [EE Rel-19, 73 AIlX 3 IMBM Lk thE 56 H S
RS AT NF; TLS MBS i @2, &75 NF AREEREAM NF /Y TLS &8
OAuth2 subject/audience/scope/expiry M TLS S48 EKIEFTHTELL; HRSS scope N HENE TR
TEFRE R, HUARARERAIE MR, ARRRESEamE LR E. BnEiEE APL it
18, N7 SCLe, XEFR—MBGEETEBIERE MG SEIRA NEH; BiRIEES
W B SEBIRR AR R, T REGETARA S B Ao

L kB NHIENTH 322 NS RCHATT (153032 F991) AREH s0001 2 Z5HY 5 | F R ix L
JFC BT —

F T AT TR A SRR 7

i Eat] L]

main 5.2 Naf_VFLTraining iR%%
main 5.2.1 g5tk

main 5.2.1.1 MR

main 5.2.1.2 5524

main 5.2.1.3 M4 DhRE

main 5.2.1.3.1 NFYIRE (AF)

main 5.2.1.3.2 NF IR IH &

main 5.2.2 M55 1% 4F

main 5.2.2.1 515

main 5.2.2.2 Naf_VFLTraining_Subscribe
main 5.2.2.2.1 HER

main 5.2.2.2.2 VFL YIZR1T 53 01l

main 5.2.2.2.3 VEL YIZRIT [ 56 %7

main 5.2.2.3 Naf_VFLTraining_Unsubscribe
main 5.2.2.3.1 HER

17
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SCFi B b

main 5.2.2.3.2 VEL YIZRIT FamiER
main 5224 Naf_VFLTraining Notify
main 5.2.2.4.1 HEIR

main 5.2.2.4.2 VFL YIZRIE 1

main 6.1 Naf_VFLTraining ft55 API
main 6.1.1 515

main 6.1.2 HTTP [f

main 6.1.2.1 HEIR

main 6.1.2.2 HTTP frifEk

main 6.1.2.2.1 HER

main 6.1.2.2.2 ket

main 6.1.2.3 HTTP H7E Xk

main 6.1.3 IR

main 6.1.3.1 MER

main 6.1.3.2 BIE: VEL IZRT 3R
main 6.1.3.2.1 B3N

main 6.1.3.2.2 BRE X

main 6.1.3.2.3 BRI T 1%

main 6.1.3.2.3.1 POST

main 6.1.3.2.4 TR HE AR

main 6.1.3.3 YRR A VEL YIZRIT
main 6.1.3.3.1 B3N

main 6.1.3.3.2 BRE X

main 6.1.3.3.3 BRI T %

main 6.1.3.3.3.1 GET

main 6.1.3.3.3.2 PUT

main 6.1.3.3.3.3 PATCH

main 6.1.3.3.3.4 DELETE

main 6.1.4 TCRBABRIRAY B 8 SR ME
main 6.1.5 B

main 6.1.5.1 HER

main 6.1.5.2 VFL JIZRI@EH]

main 6.1.5.2.1 B3N

main 6.1.5.2.2 El#% URI

main 6.1.5.2.3 VR TT %

main 6.1.5.2.3.1 POST

18
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SCFi B b

main 6.1.6 By

main 6.1.6.1 MR

main 6.1.6.2 SERIL AR

main 6.1.6.2.1 515

main 6.1.6.2.2 2$%1: VflTrainingSubs
main 6.1.6.2.3 2 VflTrainingSubsPatch
main 6.1.6.3 T F AR 2R B S 2

main 6.1.6.3.1 515

main 6.1.6.3.2 T B Bim 28 Y

main 6.1.6.4 TR I BRI BB S A A A EdE 2R A
main 6.1.6.5 TR

main 6.1.6.5.1 g =21 5y

main 6.1.7 FEIRALTR

main 6.1.7.1 MER

main 6.1.7.2 IR

main 6.1.7.3 N B IR

main 6.1.8 R EAINE

main 6.1.9 e

main 6.1.10 HTTP EEM

ST EN P E Y. AJ{5 AF EN VFL client, NWDAF server B % Naf_VFLTraining; —{XHE}
G, —MNINGRUGERA Y, HEbR NEF/ASAME AF 203502 R 2% P imiE e,

X RESCRR R T

FH HEWZAT, oM RIS 85 SO A B U E BRI T R AR, PEBRTER X Y
KR ARSI BRI B b HOfgsE; T B SRR S A 1E

ID AR

IS

XRREAB

ik

A02 VFL &R mIAIE

A03 ITHISE—FE

A04  TERSGIEHIATHTEE

AF (A]{Z VFL client) Hi{EH#E
SZRTT R Gl o g/ A B i SRR
HEATAAES NWDAF;
HHE AR A% AF,

AF 51280 N7 He R ER
1T /£ subscriptionld,

notifUri, notifCorrld,
vflTrainSubs F vflPreFlag -JX
B3

AF MERIERIEZ, HEE
Xt SR R SR I —IROR
FEHIRSSHBTT; Al —MERA
REBHRAZ X,

19

TS 29.500/TS 33.501 E 3K NF |
NF Y EZR S TNAIALE;
% API X A[{Z AF f#iH TLS 1
OAuth2 & i 48

VfITrainingSubs R/~
notifUri, notifCorrId £
vflPreFlag, AF £X[AIX4E5%
HEZ G EEPE %
1T Y notifCorrld,

TS 33.501 B3R 4} SBI {54317
HIRRIT; % APL AR B ARE ik
3K nonce #4115,

ts-33-501:2871,
main:931, s0009,
s0011, s0038, s0045,
s0061, s0074, s0098,
s0099

main:1126, s0038,
s0039, s0074, s0241,
s0244

ts-33-501:2865, ts-33-
501:2915, s0038,
s0061, s0074



AF VFL & iil)ll4s API %

e

ID

A08

7201

7203

204

S05

uo1

uo02

uo3

X01

R
A E S A HERITT B

B ERIER RS U

AT AT

IR e eI A

EERTT B AN 38 A

AF B35 RERG0E

XA # AT

R NF BRHIE E ST
[E1

OAuth2 L EHHLEE

LS

AF {EHHIEHIZE (notifUri,
notifCorrld, vflTrainSubs) J&iH
HECHZITRNSEG 4
vflPreFlag 4 true I &8 (AT
EH,

RS20, B, MR
FIAFIHIBEARI T NRF 1%
HEEE S LEN., A naf-
vfl-train Y8 Y77 [A] R,

FHEIZIRSS VORI LA NF
HREsE R, MIPRELATERITE,
BRSO EETT B AT

1T FMERIS, BAE vilPreFlag
BN false Z i1, AF FRHLIE
(ERCIBGIRSIN

MHERA RS, 1HE
subscriptionld, notifUri F
notifCorrld “~RES | & HTAYIB R,

HPE 2ok B AF B9 201 B¢
WA, HEWHERREN
subscriptionld F1 H T
notifCorrld; JEHIRIIIZREE IR E
XTI AN B2 A5 IR

HEQIETITHIR NF A REEHT
sRMBERIZIT B, @RIt R
NF 219 notifUri 1
notifCorrld,

¥ B RN AT NF RRER
s —IHREIT RN A

(notifUri, notifCorrld, lIZR5e
R, WARBEEHEMBRIZIT
18

NF AR5 142 E 1 OAuth2 (7]
S8, IAE NRF, THBE M
AF Z AR,

SREAB

Vil TrainingNotify 13k & % FI1E
RERZTT e 1] s/ B S TR s 3
notifUri; 2¢T vflPreFlag HY5iAH
R ILTE XA E N false ZHTR
A,

Xt API {37 [AIA] A OAuth2 21
IR, NRF YERIZAIRSS
7, A B — iR naf-vfl-train,

1% APT HUE X T B — AR SSE
B, & RBERKIREITER;
OAuth?2 FEHEETRIR S %A
SRR R R R i
Tiite

Unsubscribe 153K 1E AF A&-MlER1%
ITH; @R LGSR E T R
HERE,

TR ZFEER AF AR ERANT B Bt
IR BRI e R ET BRI
RE

201 M R4 il 1] SR Y
Location; J#HI4 %2 notifUri,
FEAE F T B 7 Y OCHR

AT RBIRE AF B8 BRI
S5 VLB SRR TR AIRAN

Al —{SERAAY NF AHEIAE,
{HI% AP T B — iR 55 v Lt
(FEE®

RFC 6749 KI5 RIS B LE
P ARFLE, HRAEET
TLS f/H; 1% API f¢Hi NF Z [A]
i TLS,

ik

main:1126, main:1103,
s0074, s0213, s0241

rfc6749:2859, s0273,
s0274, s0276

rfc6749:2879, s0144,
50276

main:1126, s0054,
s0061, s0062, s0074,
s0241

main:1126, s0054,
s0061, s0062, s0074

main:1126, s0039,
s0074, s0144, s0241

rfc6749:2879, s0045,
50061, s0074, s0144,
50276

ts-33-501:2859, ts-33-
501:2875,
rfc6749:2879, s0045,
s0061, s0144, s0273,
s0276

rfc6749:2859,
main:1141

IWTEARIESRR AN FTERIMEBT: X01,

MRS Z 2P, BB
i TSR R R T 40 Bt ABETZRESIH, 3t 398 By, i — BT 7R 2N

PEBL, BB S, SE N AL, T 27 B, 1%& 371 Br, HIMELE B s AR IR =TT

T BBRERIALZ T H AT,

EERB IR

Bi% ik &N AIEMIRIR
P001 £ 1fc6749:2778- AR HR XEMEZRZERIES, S TEN; FARXT AP 2R K,
P002 2786

20
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Bk

P003 &
P006

P007 &
P010

PO11 &
P014

P015

P016 &£
P021

P022 £
P025

P026 &
P029

P030 &
P033

P034 &
P035

P036

P037 £
P039

P040 2
P042

P043 &
P048

P049 £
P050

P0O51 &
P052

P053 &
P054

P055 &
P062

P063

P064 2
P074

P075 &2
P213
P214

P215

P216

ik

rfc6749:2790-
2823

rfc6749:2827-
2850

rfc6749:2859-
2877

rfc6749:2879-
2881

rfc6749:2885-
2917

1fc6749:2921-
2943

rfc6749:2947-
2980

rfc6749:2984-
3003

rfc6749:3013-
3019

rfc6749:3023-
3028

rfc6749:3032-
3041

rfc6749:3045-
3066

1fc6749:3070-
3110

1fc6749:3119-
3138

rfc6749:3142-
3150

rfc6749:3154-
3167

rfc6749:3170-
3210

ts-33-501:2491-
2491

ts-33-501:2495-
2517

ts-33-501:2523-
2853

ts-33-501:2859-
2859

ts-33-501:2865-
2865

ts-33-501:2867-
2867

EH

701, malicious nf

701, malicious nf

701, malicious nf

703, 201,

malicious_nf

AR H AR

AR H A5

A PRE E R

A PRE bR

701, network

A02, U01, network

A PRIE E bR

A PRIE E Fr

AR H AR

AR HAn

A PRE E R

AMETEFEIA

AR H R

BRI H AR

PETEEIN

AMETEEI

U03, malicious nf

A04, network

701, malicious nf

IERH

K API BT client-credentials FZAXASEE FH il 2

SBI 1Y client-credentials it A5 AL AL,

HEA] URI BHVE THAUEEAN, A AP AME R IZIAN

AME B TRATA & LA

FARIE NI R P BIER 4 SBI & PR ATIERIAE, [l
A AT IR NI

PIEB W R IRTAE AP, —EHAS 5K SBI il

CSRF £ A #E R IR R EARE K, ARRERW NS, HEEE
1£ TLS 1 OAuth2 E5EAIAIE,

RdishFrE TR AR, T8 T AR,

FRESTE AT AR E RS APT SEHE, 2 ATH RIS

JFRCESEAIEEA HTTP BE5E (A, AFEPREEMH SCP5E, FERT
BB TR,

RPN R A IE A T client-credentials 74X,

R Rt 3 22 2RI PRRS; Naf_VFLTraining API {£ Rel-19 Hi%E E
NATATANERE (R 6.1.8-1 %),

XL RIHTFIIANE LA UE Y 5GC/NG-RAN BEHIER, & API Fififs
Tﬁ&o

XSS UE, gNB. ng-eNB il NG-RAN EHHA TR ;
TS 33.501 FUTCERR UE &#859r, RESATFHIE,

efiET
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Bk

pP217

P218

P219

P220

p221 &£
P222

P223
P225

P226 &
P227

P228 &
P234

P235 &
P241

P242 &
P312

P313 F
P314

P315 £
P318

P319 £
P327

P328 £
P337

P338 &
P375

P376 &
P398

ik

ts-33-501:2869-

2869

ts-33-501:2871-
2871

ts-33-501:2873-
2873

ts-33-501:2875-
2875

ts-33-501:2879-
2881

ts-33-501:2883-
2887

ts-33-501:2889-
2891

ts-33-501:2895-
2907

ts-33-501:2911-
2923

ts-33-501:2929-
3075

ts-33-501:3079-
3081

ts-33-501:3085-
3091

ts-33-501:3097-
3115

ts-33-501:3121-
3141

ts-33-501:3149-
3231

ts-33-501:6540-
11901

EH IERH
AR H R N A BRITERT, AR AT RIIT B S B A AR R PR

A02, U01, network

A02

u02, Z03, A08,

malicious_nf

AR H AR IXZAIA NRF T 289575 bR P223-P227 AN T2 H AR EK,

701, malicious nf

701, malicious nf

AETEREIA NEF Z2ERBTAAE AF 533, ALK EHAERR,

AETEREIA SCP BEREI X HIFEEE, RMEFATHIE,

RETEREIA ui 2 B, SEPP MBI/ 2K jE T8 PLMN 1215, AHRIZER T
AR Mo

RLETEREIA IPUPS /2 PLMN A5 Ih8EE, REF T FIRAEZ N,

BEE IR AR 3gpp-Sbi-Originating-Network-Id SkZERAR MR AT 7] 5 i@ A i FE A AT An]
e

RIETEREIN 54 WEEE KRBT AT MRS SE0E, ANES AT,

RIETEEA Zen] AR E M IZE RS, T2 AP HERE,

AETEREIN BEFRIRAT 5%, 5G-RG F1 NSSAAF ERJETF TS 33.501 HYEAhHR
oo

AETEREIA N3. EAP-TLS [fl5%. IAB. MBS Fl NEF [ff3RZRE T ARES R TEE
MRS

S5TNZOIIE, BIUR & B &

6 TR E RIS 57 MZ R REZR TS, 320 IT; A& a3 — TR 1 I o 5%
HZHIX NS 5T FEARXME, SENT 2R, & 7RG RN 12 I, &IRHT 8 Wi, 15 HkE MR
ARG B—TUE2ZMEEZ AT KT,

ID 5

eS| & e i BRI

S01 AF

S02 NWDAF

S03 NRF

&
op

S04 ik

5

&% NF

2577 ENEHRSY  AF FATHZHIERL NRSER AF SBPIRERIRSS A& i
A9 — 2, T SRR A FIME AF SR HEMTERT (s0009),

2577 malicious nf

2577 #WEXEMKSF  NRF ZLMAEER, —BE e, 28 CMIERIMESR, m
XA RSB R AT,

257 malicious nf
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ID

S05

S06

S07

S08

S09

S10

S11

S12

S13

S14

S15

S16

S17

S18

S19

S20

25758l
NF SEfIE 6}
TTHGEIR
subscriptionld

notifUri

notifCorrld

vflTrainSubs

vflPreFlag
TEATE K

suppFeat

eS|

fH
fH

fH

fH

fH

OAuth? access token {H

naf-vfl-train scope

fH

access token /A5 {H

M

AF 51y

IIZREEIRPRIA
T &by
THINE

fH

Yodi i A

malicious nf
malicious nf

malicious_nf

B FHEAEES

BE G HES

BHEEAHES

malicious nf

malicious nf

KB/ EEL

malicious_nf
malicious nf

malicious nf

FOE R ERRSY

malicious nf
malicious_nf

BiFHEAEES

ABEHIA

HIE notifUri FEAEEREIRIE AN, 1AL TLS &% URI A&
A B E O URL 2 Z03/U02 IEEHT 9K,

X13& notifCorrld FFANGEVTFIMEAT; M 25 HUR ' ERILAL H CHIIT
Bilo

A BFRESRIIZRERIRRINLE L, BRI AET AF SR HAT
AHERMIE, BEIREF AR — R

Rel-19 {2 NA APLE SUEMIATERHE (3R 6.1.8-1 =), AlIti%
JRER M,

AF SR HBCENERGER, —Besdif, e CRTA7E
HIFTA PRIERD R 2K,

ITRINBRE XET AF S A HHRANE (A03/A08);
BREUE H AR AR HH T R

WEARPERAE S BB A AF PIESR

Wi R E EE B ZATRERN; BMERARBAEH D — PR EGF S NIERA, HRITRZIEESE
BB R PRSI ESR, “ERBIEMZMIRE 7 — NGB &, BEZEN MIESS
BN TR EK, SERBICRIEMAS, BEHRITRRIE TS A NP %K 4

Wi

EEEEN IR

[R5 ik

network

malicious nf

(BEHESIEIEH

Raak

e

BRE BRI B%A

RIEHE, RN RS

HCOHM NF {7, HCMW TLS &8, DL
S M\ NRF AiEBUSH). F T naf-vfl-train

scope FJ H CLHY OAuth2 access token

EARESZAN NF #B 0] DAESARSS scope Y2 ts-33-501:28509, ts-
J#; TS 33.501 IREFAEEEXFHER NF % 33-501:2875,
BEANHEE, RILETEEARESEN NF £7E main:1147

WO

ID network malicious_nf
A02 |p/AvA

A03 DAy

A04 DRYA

A08 BRAT ENI YA
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ID network malicious_nf
701 @2 [ AvA
703 [pava ENEAvA
704 [pava AL
S05 AvA AvA
uo1 | Ay2
U02 [AYA AL
U03 [DAYA ENEAvA
X01 KAL
SR E B3

KR : 322 DNECHIT, 153032 F, HRES1E source-delivery-01.json 1, Hix: 11 NEHHE (A02, A03,
A04, A08, Z01, Z03, Z04, S05, U01, U02, U03); feHiMym@E: 3 1, BINERECERAtHE, FHINZ -
approve-targets,

T8 FASERIME  (£55 decisions: auto) fHIAIIRGE, IHVREZN
o approve_package: fit{EJHSZfd protocol-1e783448602f196b8ceaeba2251f

AGPRAMR: 1 KIER (1 IREK), 0.000 USD, f#iA 81443 tokens, fiitti 5532 tokens, 262 b,

KT UL AR L

» Z04: 1E ProVerif FEE, 2HrE&ENIZEIMEE T changing state
« S05: fE ProVerif F1EZ, 7T & NIZEMEE T changing_ state

AHAREE A /LAY ProVerif #2%! (xor, dh_algebra, other_algebra) £ & MURE 199 T HLHRME: ELER
HREUERR 2N BE 55 2 e 5 IV IERA,  FE R R I I MR i, B IR 22 LB R RS EE Y Pro Verif
18 (changing state) LB 7R E LA HAWUERARSZ, HAMKETEE 2K A, Tamarin+
Agent % JFREX IXEE A,

TR H R SUZ A bounded.pv HUEIE : X270 & RIS 1> ProVerif RS, H b RH X LMAHIMER —T7
WRITENZP R, It HHAEEREERA, ZRR TS DT RIS, Rz R IX 5L
WAL, AEFEIMEM, TR Z ISR B, 2 & 7 .

A IR A

IXERIIR I B O F IR SE, AR UEI A, ProVerif FT/RAT“R”#R ProVerif 78RR FHEX
2 7 BARED L, FIGXESHOErTRER; XEDEOR GBI ED HiR, RBERRHIR bR
Y, eI EA RO E T o E W, “RAMWHES TR, AUEEAZR,

i HER A7 Ik IR 51H
AF A4H) VEL JIZRITIIIE AF (VEL % BHXEAREN POST Bl WEAMEZSA/AMTHEEMNME  s0038, s0039,
% (vflTrainSubs. P, RS (s0038, s0039), HHXTBAAS  3RK: AF % subscriptionld &K  s0045, s0061,
notifUri, notifCorrld, HrrE) BRI PUT/PATCH 1&124 BIRHAGE S, (HARKE  s0144, 50267,
vflPreFlag, creator) (s0045, s0048), H SREFRY creator (s0144, s0276
DELETE HE% (s0061, s0273, s0276)
s0062)
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1l HERT7 fr A8 1k ul I A 51H
vflPreFlag (TFIRVMESIR  AF AR VEL EEE N £ AF RIZBEIZAG: fEARE  s0241, s0045
&) true, FHIEUEEAAVERE N N false ZHIA L DEOE AN

false (s0241) (s0241 NOTE)
notifCorrld CEFIHCHARIN  AF 1 QIR E, ATH T2 E B AIAY notifCorrld  s0241, s0244,
) NWDAF PUT/PATCH ##t (s0241, 5HA BT AT ITR s0074

$0244)

ProVerif

iz gEip Hfs Pim L
replay R Fric AR 2 JE e, JBIF/EM AF I EHE4a T

(bounded.pv & if] refdel #{INIE, KFIMIZFBWsLAE), HZ/GAEA
(8 s05 JRiEE) . BERAYEIEZ AT DABEEZ N8 —ANT I, H2RN
BRI TLS 2R IS XZIERIE A4 FATEA N,

repeat_one_time_action A& I BRI BN MTHIZIT IR, BifG AF REZMIbR; ERIFHERG 5
ZIRERA ST HA B R R,
desynchronisation KA BT RIS M S 2 EBLH, HEeEEH N FER: 5— 1 NFR

FEHTE T 2SR A notifUri A notifCorrld, 1 74 & KIZE RS EIHIE R
TTTRIRESL, ERICFRN U03 Ml 203 FIRTHEER (5 model.pv HIZ1H
z03_notif) ; bounded.pv NUEE Ny, HILFE—I2/TEBREIEE

7No

update_before_check AREH AF fEBHIMBESAEERNIC R, AMRESMEERES ZIT Y
creator; JXHICRN 203 FIIXTHEZR (5 model.pv HIEE 1 203_update) o
1£ bounded.pv H, ME—ME AH B HEHME X EHHEDEE, KILH
HIAS A FEAR LA AT UR,

no_rollback_on_failure KK TEMIBR & BB GRS TR EIT F R H notifUri, BfEZMRZ)E. T
R B S Em AN A HIEH; FEOREREER, FIAE Ik H A
S

race_between_sessions A& FH BACNENE S E B4 H— subscriptionld, Kt—NEZE IR

WERIEX 7, A1 LRS- ORI, f£— NN BB E X R ol
RN subscriptionld HIEREHIH L1, @ T ABFTEER AR
O

distinguishable_failure ~ A& ¥R AF 117 403 J&[Al (OVERLOAD.
NOT_AVAILABLE_FOR_VFL_PROCESS. VFL_REQS_NOT_MET) A
AR, FSC A W A TR S RIS R E BB T KIT TR, &
B RERZMAEE,

wrap_or_window KA Z API AEH AR, FAI 582 %0 subscriptionld ZFRIRFF, T2
¥z, HHEAEMRTEA] PAEZE,

T B AR A I A

L9 Hin RHIE PR
38 704, SO5 changing_state AF RIF— SRS SRT BIEsR . fEHERTEL Q& (vflPreFlag 4

true), HHFEHNEGS, RH—UEH, REHMER. 204 F1 S05 @ ALEM
PRz JGEIXIEE S RAAT 4, MIXIERESERSZEMAIE; model.pv
BIE T 1ZAG2, bounded.pv ¥ AF JEFF A,

38 A02, A03. A04, plain_primitives, IR LU TLS WU i sl (S IE A FH AR IS . MAC FIFATHIRA: gk, I
A08, 701, Z03. many_sessions X NRF B2 R#H MAC; %A FKEK Diffie-Hellman {R%, I
Uo01, U02, U03, THZRER AF FMEERERNSIGRE; HE—REE S 5N IREE &
X01 BAAEESH,
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UgiEiSE L]

17 model.pv 43 H3Z{5 1 AF 1 NWDAF fJ Naf_VFLTraining {iif2 (PA notifUri/notifCorrld/vflPreFlag {f 4
RERAERIANE, BUSEH . —UCFFIARER]. MBR), Hr TLS By &im <0 MAC fifN%, OAuth2
%% it FE 48 DA NRF A 2R 55 28 7 F 450 B 22— 1] naf-vfl-train, 5A — A B O HEEEEETEN
NF, bounded.pv ¥ AF BF AU (@&, HHr@EHl. MFr., —XREEZFEH); bounded-buggy.pv /& & &M
BRAG A AN B

O WL BN Mg Bed B, AF R E PR E RN IE (A2, PO FE oKW R ), Rt
subscriptionId/notifUri/notifCorrld/vflPreFlag [ —%( (A03), BT SWEEREZ (A0 ME=NFK), &
KNRAERTA & 537 H vflPreFlag b false 2 J5 & Hi (A08 M4 5K, 204 bR E5K), B NPHEEZIRIEN N
LARMER EIRGE (201, WRNILEE), HIEFEMX AF FIHIARIARFEE (U01), RARIESLE
55— NF WSy M@z (203/U03 W48 9K), DAL MORENE (X01, XHE#INIE) . S05 H1 204 HIMH
BRESKAE 4 P RUE S BRlaz, T BRI ST HRE T AF ZFZICR,

REL (IR, &, HAUEARRE) . — AR IRSEE AT A TR NF A] DU el ER o5 — N H R E R
iTh, FFik AF RI%iH PR B VEL JIIZRiE 0@ 21 e B 2R notifUri, JER] OB S vilPreFlag RAMNH] L
it XhRZaH T HAER (B—RS5EHE. A RIRMIEE; RFC 6749 KT U IRARSS as 2ok 2 M2
R FIRRR), (AR AHHEER, B 105 creator H M5 EMRILE:, B LRIFIGER; K
FEAR AR B A

BRf: TLS IARFEHICTIRAE, FiH ProVerif KIS HEHCR BRI (FRILHEZ) ; AWM &0 ;
subscriptionld #AM N AT, OAuth2 e CERE, REFSCRHEByAIE; MFREPYH BT ANEEEE,
Tamarin+ Agent A] A TLS BRI DAK 8 SRR IR T 0,
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