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NWDATF (or NEF)
NE service consumer
input: access token (naf-train
scope), its notifUri, its
notifCorreld

Access Token Request = grant_type =
client_credentials, scope naf-train

VEL server, NF service producer

input: the subscriptions, the
training reports

Access Token Request

AF i

Training subscription: creation, notification, update, notification and deletion

authorization server

input: token key

Access Token Response

Access Token Response = token(subject,

R 55 2 1T B ) 22 42 0 A

audience = AF, scope = naf-train)

choose
notifUri, notifCorreld

Naf_Training_Subscribe (POST) = Naf_Training_Subscribe (POST)
TrainEventsSubsc(trainEventSubs, »-
notifUri, notifCorreld)

check
check token subject, audience AF, scope naf-train

allocate
201 Created =
TrainEventsSubsc(notifUri,

201 Created notifCorreld)
- Location:
{apiRoot}/naf-train/v1/subscriptions/
{subscriptionld}
Naf_Training Notify (POST
{notifUri}) Naf_Training_Notify (POST {notifUri}) =
TrainEventsNotif(notifCorreld,
eventNotifs)
check
notifCorreld = registered value
204 No Content
»

Naf_Training_Subscribe
Naf_Training_Subscribe (PUT/PATCH

(PUT/PATCH on
on {subscriptionld}) = {subscriptionld})
TrainEventsSubsc / »-
TrainEventsSubscPatch(notifUri,
notifCorreld)
200 OK 200 OK = TrainEventsSubsc(updated

notifUri, notifCorreld)

Naf_Training_Notify (POST
(notifUri}) Naf_Training_Notify (POST {notifUri}) =

TrainEventsNotif(notifCorreld,
eventNotifs)

204 No Content

Naf_Training_Unsubscribe
Naf_Training_Unsubscribe (DELETE) = (DELETE)
{subscriptionId}

204 No Content

checks the notifCorreld of each notification holds the subscription with its notifUri and

notifCorreld

issued the token: subject the consumer,
receives the training reports at its notifUri audience the AF, scope naf-train

deletes the subscription delivers the training reports to that notifUri
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BRI 701.10,703 (ULZE 3 79)

JF L 50045, s0061, 50134, 50288

i ProVerif attack queries z0110_upd, z0110_de?; Figures 2, 3 and 4
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¥, e RME—N AR RIRSIGEE, WG AF ZIT REAL RS S /N NF, HAR—NH, $
AN NF JER] DAXHZIT ) & 7% DELETE, AF < H AR,

w4, —DNETEN NF IRS5IHZE, 56 H 8N naf-train JEEAY OAuth2 2 (NRF X [A/fEf]
HHREZR), UARF —HBEEWNNMRIEZRIT H URL, % URI B A [EE WA FFE X {apiRoot}/naf-
train/v1/subscriptions/{subscriptionld}, FJEHA LA EE3K subscriptionld A~ A] 4% 8k R %
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One legitimate token and the victim's subscription URI move the training reports to another NF

NWDATF (victim) AF Rogue NF
consumer that created the VEL server, producer asecond legitimate consumer NE
subscription input: the training reports, input: its own token
input: own token (naf-train), the subscriptions (naf-train)
its notifUri, its its own valid NRF-issued access token
notifCorreld for the naf-train scope

the Individual Training Subscription
URI of the NWDAF, of the public form
{apiRoot}/naf-train/v1/subscriptions. ..

Naf_Training_Subscribe (POST)
- Naf_Training_Subscribe (POST)

TrainEventsSubsc(trainEventSub g
s, notifUri, notifCorreld), token
201 Created [observed] 201 Created = notifCorreld,
- Location: {subscriptionld}
Naf_Training_Notify (POST
Naf_Training_Notify (POST {notifUri}) [observed] {notifUri}) =
- TrainEventsNotif(notifCorreld,
eventNotifs)
Naf_Training_ Naf_Training_Subscribe
Subscribe (PUT/PATCH) on the victim's
(PUT/PATCH) on th... subscription =
< Trai /
TrainEventsSubscPatch(notifUri
= rogue endpoint, notifCorreld),
token of the rogue NF
check
check token: audience AF, scope
naf-train
no check that the subscription belongs
to the requester
200K = 200 0K
TrainEventsSubsc(updated
notifUri, notifCorreld)
Naf_Training_Notify (POST to Naf_Training_Notify
the rogue endpoint) = (POST to the rogue
TrainEventsNotif(notifCorreld endpoint)
of the victim's subscription,
eventNotifs of the victim's
training)
accepts the 201 Created of its applies the PUT of a consumer that receives the training reports of the
subscription does not own the subscription NWDAF's subscription under its own
stops receiving the notifications of delivers the reports of that notifCorreld
its own subscription subscription to the endpoint the other

NF registered

2. = DEIRLHIN LA FEFRIT B URLALREILYIZRIR S A3 55— NF, $E/i 201.10; B & #) 20110_upd,



NWDAF (victim)
consumer that created the
subscription
input: own token (naf-train),
its notifUri, its
notifCorreld

Naf_Training_Subscribe (POST)

TrainEventsSubsc(trainEventSub
s, notifUri, notifCorreld), token

AF WIZRIRSS asiT PR 22 200 hT

The same token deletes another consumer's training subscription

VEL server, producer

input: the subscriptions, the
training reports

Naf_Training_Subscribe (POST)

201 Created [observed] 201 Created = notifCorreld,

its subscription is deleted by another
consumer
loses the training subscription it
created

B 3. A — N REER T 55— A RIIZRIT B, ERT 201.10;

Location: {subscriptionld}

Naf_Training_Subscribe
(PUT/PATCH) on the
victim's subscriptio.

check
check token: audience AF, scope
naf-train
no check that the subscription belongs
to the requester

Naf_Training_
Unsubscribe (DELETE)
on the victim'...

check
no check that the subscription belongs
to the requester

Rogue NF
a second legitimate consumer NF
input: its own token
(naf-train)
its own valid NRF-issued access token
for the naf-train scope
the Individual Training Subscription
URI of the NWDAF
the notifUri and notifCorreld it
registered in place of the NWDAF's

Naf_Training_Subscribe
(PUT/PATCH) on the victim's
subscription =
TrainEventsSubsc(notifUri =
rogue endpoint, notifCorreld),
token of the rogue NF

Naf_Training_Unsubscribe
(DELETE) on the victim's
subscription = {subscriptionld}
of the victim, token of the rogue
NF

204 No Content

deletes the subscription of a
consumer that does not own it
answers 204 No Content to the

other NF

removes the NWDAF's subscription

with its own token

W1 20110_del,
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A second NF moves another consumer's registration and receives its reports
NWDAF (victim) AF Rogue NF
subscriber VEL server asecond NE
input: own token, its input: the subscriptions, the input: its own token
notifUri, its notifCorreld training reports (naf-train)

its own valid NRF-issued access token
for the naf-train scope
the Individual Training Subscription
URI of the NWDAF

Naf_Training_
Subscribe
(PUT/PATCH) on th...

Naf_Training_Subscribe
(PUT/PATCH) on the victim's
subscription =
TrainEventsSubsc(notifUri = its
endpoint, notifCorreld), token

check
no check that the subscription belongs
to the requester

register
notifUri and notifCorreld are replaced
by the values in the request

Naf_Training_Notify (POST Naf_Training_Notify
{notifUri}) (POST {notifUri})
TrainEventsNotif(notifCorreld,
eventNotifs of the victim's
training)
registered notifUri is replaced notifications of the subscription go to receives the reports of a
without its consent the endpoint of the other NF subscription it does not own
its training reports are delivered to
the other NF
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TEMARYNZRIT R B IR SR,

H ProVerif B, KREE: ZBURFEEAE AF O NEMTRAEFAEIER, HA1E PUT. PATCH, GET I
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SeRZIBE R, X T ARRSIETER, FIHZBSCRERIE,

KFHARINX S &, REGHIE: 203: 20110_del,
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Z01 MNP AF B — RN ZRITRIAIE, = |DAYA o2
FrakER, EAMUE ZIERIERERA N, RS BREL
SOESEVEAREIN
703 A HITRHE, AF ZHNESIZ0EEIE L 31T R Jo THEOL A4 & THIE
B/ FIEIOHY notifUri, FHEHT 51%3T X RN W)
notifCorreld; ¥FAI A REWIR B H A IH 2 s H AT 7] - .
DO1 USRI G RIEIER, HEREFGREZ—FIGER, # & DAYA w &£
TE1E AF MIZHBHE P ES A%, H notifCorreld 5 eventNotifs
NAE—K
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ID PERR BoEiiteEs g1 i SRR/ CS
AO03 PLRCIE R, JCHE, (HERE BRI, BEME AR |Ava ®w =2
—IRVCELEI%, THZRE &7, notifUri, notifCorreld SEHMFNE
—%,
A08  AIEREIRSIERICES, AF RBEIIITF¥IRS Location XM 7 |Ava ®w =2

PR H 1222 TrainEventsSubsc 24 oSl AI# FZIT e m
notifUri 5 notifCorreld,

RO3 BRI, R 21T e MR IR(EE AP HEgArE & AWE
2= 224252 —IRRIER

S5 JMBRGTIAEMNE . ITHEMPRER IS, AF AEEZITREEN TER ik THE
notifUri A JXIZIT R, [HIT FIFRIRASREE Wk A s AT,

Z03.8  notifUrifilnotifCorreld4fx (Q1), AF ZHMIELKIIGELE I PRy (33
RAZITFIEICHY notifUri, 4 5% 1T MIX R

notifCorreld,

uo1 S S HIISMES e (Q2), HBEBEZNELINGKRER K oayA (33
YR AF #HX4 E—IZRT55 (event, vflCorrld) FIEILLIE, IR

A B

201.10 JCPSTHIRFIT BRI (Q3). AF SFUUEZITHEHEMER, # AL 24
DR ZERH BB R AR ARFRT; 716 B 5 2R NF T6E L&)
TEVA B RZ T [ A SR s PR ELAth NF AT B

#m

#m

ANHRE

I

PR R, AR AT 1Al

ap % R

QL: NHFHMITHES XRERELE AF BHIR 7 A _ LG BEERIE R BT RIE IO notifUri, 547  203.8,

notification URI/HIeHRIR  H: notifCorreld, X{EEMEMNZIEHIEIEH, RBTHWEFMAY: B—1EIENF 203,

4h e A PAFFEAE R EMERIITH PUT — DY notifUri, RGR&SHMA T HCH 701.10
notifCorreld N&RFEE, MIEMADIIH AF ({AfE 2 notifUri 258 TR BEIIEEE .

Q2: YR IEIR TS W LS5 EFEAELS 2 BRER S . HEE 2N EKIREEAN N AF EH—  U01, A03,

A ESIREH ZKIEH], FAAHEE. notifCorreld AHF], VFL XPARIRMAERE, HEZEFIXN—RA  Z01.10
R R I%E, RIEFETEE 4 8D NFIREINS - MESHIRE ESHBA O
notifCorreld 347, KL ESEH IR E X 2T,

Q3: ¥ H & token [ 15 B LY token A58 —HBEE VT URI, —/M&72 NF ] DAEBHZIT RIFF IR zo1.10,
NF 25 HH/BUHEAM 2 token REESIEIT, K8 API HE X T — MRS scope, RIRIILH scope, Kt 701, 203
ITH], fZRMTEX ks THEE ZRIRR ST 55 6.3.9 SRR A ARHIEC E R HRIE, DAIT I URL A#AIE, 1M

M IE AF BEMBACERUFAN,  [RIEAIHBRER 7> AR REFE

4 AR B R

IXHERLERE R TR R B IREAUE R BRI ES W T4, REESHIT 4,

FHANNBAER, A RS,

BN BERIFRE, Ao ARER L TNE:

o AF BT HICRAE bounded.pv FHRIT N =20 (B, Fir. MIBR), HAREH; XFE—FKICKATEH LR
NUAGEHIER, PARPIIT BRIZEHE, #AE eI,

o 1£ model.pv H1, AF BPNHERESLHIRMRSS — DITH, FILARE A W MAEHFA L a FH 2 5 EHR R
R, MBREALAEAR EARATCIREA,

o TLS BB MR — %A EIEIE, token 2 HHA NRF A BEARH MAC; token JFH, TLS B HM R AE:
— R B Y R R AR A,

F
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o B/NTR URL BN 55— NF A] DRAIRAURRIAAT; 405 subscriptionld NAIAE I H MRS, HE M
PRAME FE1% URIL, TR M BERZE SR AR L

o AF WYIZRIHE. VFL /i, Ar/{SAY AF 8¢ NEF, HTTP & E[A) (307, 308). SCP. Rpi:thig, A
J2 5 NRF Z [HIBR%E K token Z NP OAuth2 34k, FITERITL > SR,

o AR B A — R POST JIR[E] 204 ffiiA; HIX. BMTRZFER, PAMERS TE@@ErZ [\
FRI I 3 S5 AS A

o UEARIET XN IREIAAR, KR SN GHEFERTE N . %A TR PG R IZ I B AR R] BB AR
375 ME— 22 B I AR AR RS S B T IERA,

o BWMBEREMAT LIUE, HIAAIE (R03) HAEERNEMEERBEIE, KA A & IEMW
ROIEEIE K,

(FERESN S

o JLEZ: RO3, S05

o TEMRIE N EERKEDN: RO3,

e Z01, RO3. SO05. Z01.10 HYEZEMAM THI BN —THRE (5% D).

o IFMASHREAHEILHIAEW (Bt C): S05: 505, Z01.10: z0110_del, XZ&MEFMNT T, UEAARSEEIR A IE
et e, AR E TREER,.

o DHTENMERLE THEE S, HEEEIEHNEEREN (& D): RO3 f£ legal nf R,

o A HREIAVIERA (PFfs% C): Z01: z01_upd, Z01: z01_create, Z01: z01_del, Z03: z03_reg, DO1: d01, A03:
a03, A08: a08, A08: z03_reg, Z03.8: z03_reg, U01: d01, *fHRE I ZIX ST — DNRAIARF R IAEIR; %
BE, BEERERFIXFEMEFRIBIERN S A ERT B A R G RAL,

FEERR R RREORAT IR, DARCEREA BERROR e,  DLBRSR Ao
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Bk A BARTEBRINIR

KR E AR AR IR R A RO AEEE, TARIERIESAIEE : XEERIEXM D IGERE T4, REURIE T4
REATZBIREER], DA eI E T AE,

Z01: XHEEAIT B ERIERIFZAL

AF FUHRZ—IZRIT I, SERaieR, &R0 IZERIESREREN. HEAUIRS R8 L AR
vrAf,

AF FRrPATHIE — R QI SEHTAINER, #RH NRF O9iE K 8 E HTH 285 & 115 token X%, 1% token
PA AF 52 MRFH ELA naf-train scope; % token B NF Joikil AF #32 HAEA—I0, 1E/@ARA F, MbR
WASE| TS, ZEATIIR O, FHRAEER, ZRETIIRE tken J8 TUE, 1M-A2IZIH T A B0
WAL PRI 200

¢ Result: Holds; answers what is asked: yes; usable with caveats

o Value medium: ‘EHIIA THITES TS 29.500 ATFRIA token Z3K, FFRIFIZAEE X HT K& N AL ;
XEE & 1A 2 DHT A

¢ Stated in the documents: yes. Where the documents say it: main:5849, main:5855

* Rests on: token & NRF 5 AF HZ=2H TH MAC; HidH, #XPANKS NRF Z RIS E S RS, ;
token FAREE TLS X &1y, SHEHLEHETTX—B; NMETEFWIER, ; MEREH IR EFN
=HREER, MR HEEEEIER,

Z03: JJAS HITRghE

AF & ISR ZRE RIER & 3 10T [ 1 3/ B8 H I B2 1Y notifUri, FH#EH 5 11T FIX B[ notifCorreld; 1
AN RERRS 2 H A 7H e s AT e A
AF RIE I & 5@ FNER & HAT BB ICHY notifUri, FHHEHTIXIT FHY notifCorreld, AT EEEAISTEIT K
o TEMAREAZIRIF: #6 B AR token FYEE A NF 278 3 AEHE QAT BIAY notifUri, FJ5 AF
AEIZTH 2 E I 2R IR S 0% 2558 — 1 NF,
¢ Result: Fails (1 attack); answers what is asked: yes; usable with caveats
« Value high: WSRIRRTE SRR : SCRIIZ APT FUA—MIRZ5S% scope, {EMAKBLXZIEY —4 NF #
BT R .
o Stated in the documents: unclear. Source text it rests on: main:5124, s0288, s0134
* Rests on: RE LA i A NF RN B URL AVEREIE 7T HER, EXZARIARTI R E MEAEEA]
2K, BHIRR RS MR —RAEIEIE, Bl AF S5THTE Z AR TLS; M2 & R RE I E AN RE
thige, ZXE 2 RoEmARERK,

DO1: {UAE RS IE IR R IXE A

HEEFREZ—REGEH, MAFE AF MIXERE W EILLIE, H notifCorreld 5 eventNotifs A& —
o

H BB Z N SERIARE H AF iZIH BB LT B & [, notifCorreld AHIA], i & A AR, %% L
2575 TR AN E S RZAER, FOvEEGR R EE] AF,

¢ Result: Holds; answers what is asked: yes; usable with caveats
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* Value low: ‘E/ZBHIKESZ AT G TR S RITERL,  HARGZ; M A Hi e,
 Stated in the documents: yes. Where the documents say it: main:1425, main:5124

* Rests on: AF 5% Z[AIY TLS 2Nk —SRAAHIEE, FILMSITEER ES A, ; BMTHRETE
A —ZRIER, F 204 HiAS

A03: PLACE I, JCHY
HPRE IR, #F1E AF —RULELRIE, (EPEE 57, notifUri, notifCorreld 5 HHNA—2,
THPE R SRIEAIAN N, AF 9IZIT T, ikt & A — SR EEA], R EsEAE S 21EH, 2id
SEAVIB A RELE [F] — REPRIRTE MR RN IR,

¢ Result: Holds; answers what is asked: yes; usable with caveats

o Value low: EAZHRERS E—5MEBMHE, HiA U SO ARERE BTN A,

 Stated in the documents: yes. Where the documents say it: main:1425

* Rests on: MANZEH AF B CHYU ROEEIR ], B TLS 487E ; AyEH A AT E NI, Koy FEA
TEAEIZAEHTALN

A08: BIEABTIR S 1 R LAL
AF JR[BEIIT [H] B JR 5 Location X M {H 2% & $8 22 Y TrainEventsSubsc 2% ; J& &2 3@ &1 B 1% 31T 7 &0 1Y
notifUri 5 notifCorreld,
THERE 2N 201 Created Fran 40T, /2 AF NIFE—{HZE & CIER, [BIEZAHEE notifCorreld FI4H R
notifUri, HEIXIT Bl 55 f5 S8 RNER (5 F B 10 A i s AT SRR IR
o 59 Holds; BEMEIE THR: &; ATHAERER
PHEAR: XIS TR ESRSEITER, CEad b mARREE, EHFTCkER,
XFEHEWH: 2. XREHFHIME: main:1065, main:1425
Az AF N MEFEEZAY POST Ol —METhnIRRT; BTG BRI O BB TG 2 /A,

RO3: FAHAE— A wITEH
[l —IZ AR 1T e OIS H/MERIRIEE AF (B 24252 —IREITEH
ARG G, ZERREREAE T2,

BRA N IE AN B AT MR TS . QIS RENE AF, I — %A B CARIARFH Individual Training

Subscription, AF AREIERARASF, MTEHAE SCREMN, REAHEEEERK 201 JFEIK, REAZH

PAANIT R UERARS B9 — D ESF AN, (B RABRURIEPIRIEK, R R — 50,

o 4R {X Reachable; J2E[EIE [ HA]: #5; AATH]

o PHEMR: UERS RS AR, EEREIERENATERIMREE, TRER,

o XHIFHEWH: AHH

o AR AF NEMEEEZE) POST QI —MTH, F HARE BT HAERAEMICR, ; REBE
B, BN FIE SRR IRTT,

o ARk HIH POST BEX QIS —MTH, XIERBFRATHL,

10
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S05: M FR S JCAE %

TTRMBRAERZJG, AF AEMAIZITFM notifUri & 51211 FIRIEA, [HIT FIARIR S RE B 5T fil A& J@ A1

RS2 7 AMEE : MER=15%] 204 No Content Wi, FfHAERIFHY AF /1, 454 CMIERTT FRHIE KL

AP EAIM A=A NS, MEREIERE S RERIATE 25 ——IX IE 2 BARAr il—HF R ER, R

T IE AR R THE R

o Z5H: Noanswer; & EIE AT &; oA

o UMEMR: PUMERAIATEMICIERIEMER 2 G2 LB 4 R ERA SR,

o WHEHEVIH: FHAHH

o IR AF WiERWBA N =2, MEREIIERE — D EHHEMANERERENE; XEEBIERE, +
SERTERIRIR, ; REBHEIRIER, MEtARWH eI .

o MR MHBRAZUES, AF XM{EEMEFMSIE KM, BREEIXMES,

Z03.8: notifUriflinotifCorreIdf& (Q1)

AF & M2 ZRdAEs & %1 FEC Y notifUri, FHHET 51%1T AT B[ notifCorreld,

AF 1E—MT R HUE IR S5 HIAR 2 T T B IC B notifUri, FH48%4H5 H notifCorreld, [T 224 (N il

HILREIE B TR, Tief 2/ eiE,

o 5% Holds; BAMEIETHR: &; AIHERER

o MMEMK: XZBEREFRIARCE:, EXMEEMENSIGEIENH; N, ERGNZER,

o XHEHEUIA: B, XHHHIAIE: main:1425, main:5124

o HE: JHTEHEAH B LSRN notifCorreld, I 5iBAIHFAIE LSS, BEABIKREHIVCED, ; 1T 5 58T AF &
1#HTHY notifCorreld,

vo1: 55 HlGESHE (Q2)
TH P B2 SRR S AR B AF EHA R —IIIZRMESS (event, vflCorrld) HYESEAIR, MREGIA—.

HBRE B ZNERGIR SN B AF NFE— event fIF—R &5 &ZIBHNEE, K—MESHIRE FRER Y

ER —MESHIRE 28, G5 HAESHIRBIRET AF, HREBRT notifCorreld Z AT & HAth A

o

o 453 Holds; BEEIETHIN: 2; ATAEFREE

o PMEML: Bz, HIEZXRARNANS,; BRENR#M—FR —MEFSHRE R G XFNERIGRE
I 2R —— SRS, MAEIX E,

o XHRHFEUIA: 2. KRR E: main:5124

o KR RENER AF BUOERIPHEHE; BRRREEH — PN BEI X M 52K, ; vilCorrId FER
H T, N RIERE R AR,

Z01.10: JCHEE ST B (Q3)

AF BHRIZST e bR, &GI8 RERERAIAEROTA]; fif B 52 NF AREEIRA
RHZT T8 B FAX N 537 e BR HL A NF B91T B

55/ NF #+7H B & A B naf-train RS —NHBRE T BIAY URL,  SEHTIZT B 6E HO@E A A S =4
NF, AF N TZEE; AR EMBRIZITER, AFSHBR, AFKGEDM, ZARTEE, E%H T
RV RS SRR E A EEE, RILIRS IO N 2 T &M,
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Z559: Fails 2 M) ; BEMEE THR: 2; "HERTEE

MMES: XBFTERANFRREE A, SRR, GRS S — MESREIT A BN, v
ZUTH URI B4, BVEREARZRAEE RIX— R

XA EUERA: R, FTRIERIE S s0288, s0134, s0045, s0061

fdlE: R0 NF JNES — MH SR E T URL, MVEREE T URI 3, {HXT subscriptionld AR5
PERAEMIEE K, ;. AF (UKIE S RFIARSS G RIEATIR AN, Q056 6.3.9 &P ; @AM EL B &
BHIER B NS HOX LB 7, ; MBRTERIFES IR, EIdsRI =2,

12



Bk C: FESKMIMEIHERIE SR

AF IZRARSS 1T 1R (1922 2 i

IR A BARRTIESR : IBEIRSG). REZEAIRER, BERE TN, DRSS Ko i xt &
MR EIHE

Hbn g0l &l X Bl F5K

701 proved z01_create 2 proved, 1 bounded

703 proved z03_reg z0110_upd (depends_on_ambiguity) 1 proved, 1 attack

D01 proved do1 1 proved

A03 proved a03 1 proved

A08 proved a08 2 proved

RO3 reachable 103 1 reachable

S05 reachable s05 1 reachable, 1

undecided

203.8  proved z03_reg 1 proved

uo1 proved do1 1 proved

7Z01.10 none z0110_upd (depends_on_ambiguity); z0110_del 2 attack, 1 undecided

(depends_on_ambiguity)

FEIK, LINTE NSRRI RAIIEEE;

AT IR E R B IEIAZR 4 A

Hf#z 35K GE =3 #if R

Z01 AF {X{E NRF Rk 7 ERE LR FAMA  legal _nf proved z01_upd  none
Training Subscription 4 58T,

Z01 AF {X7E NRF WIEKRFTEHEHESER. PLAF AZARHW  network  proved z01_create none
‘A naf-train scope Y51 R A 52 Training
Subscription HJ 811,

Z01 AF {7E NRF WIER A HBEZELATIMLE AN legal nf bounded CELHEREFFE]3  201_del none
Training Subscription YR, )

703 AF NHFAMTHREIZEN S EBAE R EZITRANEMY legal nf  proved 703_reg none
notifUri, FHEHIZIT ALY notifCorreld,

Z03 TTFIERTEM A RERELFE S 5 — NETRE . (EMEAMETE  legal nf attack z0110_upd
H B % naf-train 21 NF S8R GEELABE T HOH (depends_on_ambiguity)
1T notifUri,

D01 HEBREBRZNE BRI N, AF HIZITHRLZIEN—2%  network  proved do1 none
JB%, notifCorreld 54 &5 N A LIAHIA,

A03 HRE B EEHES AF NFE—ITH, W—&®E  network  proved a03 none
RIEW— S RIBAIMEICAL; J@ RN RETE [ — bR I
FFRE

A08 AF JR[A][) 201 Created /K5 Location URI 5{H%%#%2 network  proved a08 none
AZHY TrainEventsSubsc fHX . (notifCorreld AH[H].
notifUri AH[H])

A08 S BB A FT A Y notifUri 5 notifCorreld, network  proved z03_reg none

RO3 BIEIERENE AF, HoE—DEA B SRR legal nf reachable 103

Individual Training Subscription,
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S05

703.8

uo1

Z01.10

Z01.10

Z01.10

F5k

DELETE #{3 %>} 204 No Content ZJ&, AF REN%
ITBIAIEEMNEA, HIZRRF R RER U THBOE
%DO

B4 M %5/ 204 No Content, F HAEEITIEHI AF
H, AR EMBRIT RIS SREEAS = AR s R A =
AEAE,

AF NHEANMT R IEH B S0 RIER L F% 1T T
notifUri, FF#EHIXIT FIAY notifCorreld, [KIILiHZEEHE
WU B CA&TT B A,

HEE R MR IR S TN B AF (Al —IIZR{E55
(FEfF, vflCorrld) AIRHY—FIEA],  HAR &I

o

55— A B S G R naf-train hEH NF RREEHTE
THCORITE, AR HEMERE AR E,

55— A B S G R naf-train 2R NF RREMERA)E
THAHITTH,

5B — A B S G R naf-train 2RI NF RREMFERT)E
THORITH,

Yoki#

legal nf

legal nf

legal nf

network

legal _nf

legal nf

legal nf

%

undecided

reachable

proved

proved

attack
(depends_on_ambiguity)

undecided

attack
(depends_on_ambiguity)

#if xR
s05

s05

z03_reg none
do1 none
z0110_upd
z0110_del
z0110_del
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P ) B 1y ANl

—/ LLM A& iR SR B OB, FHEE MERTRE Proverif; 55 3 THRVEE NS5 RAZ IEA#e4a
HHEZ,

ProVerif+ Agent 231 session-20261114T223818, 2026-11-14, IRZ: B5EHK, %Y deepseek-v4-1-flash-
261017, ¥4 71, UEBHAR 289s, SEFRFERT 20 min, Z%HH 0.154 USD,

ProVerif: I&1T 7 74 {RIERA, 60 IXELEIL, 14 IRICBZE, 215s, ek T 19 NMEZE,

it A2

P AF training server subscription

JAs 19.2.0

VigiRNiE| A[{Z AF 24 VEL server, NWDAF 4 NF consumer; [&%EBEA YIZRF551—X TrainEventsSubsc
B/ BEHT/Notify/BtiH, BAK VFL client HETAEL A, TEEM AP H5eRIIgR5EE; HEBR
A& AF/NEF,

AEEFEN FFEREINERIAR T R Z 2siR 72 e, Bhfud JIERmRE Fioz, NEZERM
IR, B MEFUAUE FDEMAEGES,  [EE Rel-19, 7 AIX MBS R EE SHA B S
FEHEHEE ATA NF; TLS INENE 0 s 2t st, &1k NF T REEREUHAM NF /Y TLS =18,
OAuth2 subject/audience/scope/expiry & TLS S5 E KT EL; NS5 scope 1~ HBNEF T
TERTERL SRR SRR, ARRESA e AL e, BIREEE AP Fit
1, TR7EH 56 L4,

=34 338 MRS ESCHIT (198526 F715), KH FAIKET, AIREHTEL s0001 FY5IFEH+ 2

AT AR ) SRR BT -

SO E Ny sl

main 5.4 Naf_Training Service

main 5.4.1 Service Description

main 54.1.1 Overview

main 5.4.1.2 Service Architecture

main 5.4.1.3 Network Functions

main 5.4.1.3.1 Application Function (AF)

main 5.4.1.3.2 NF Service Consumers

main 5.4.2 Service Operations

main 5.4.2.1 Introduction

main 5.4.2.2 Naf_Training_Subscribe

main 54221 General

main 5.4.2.2.2 Training Subscription Creation

main 5.4.2.2.3 Training Subscription Update

main 5.4.2.3 Naf_Training_Unsubscribe

main 5.4.2.3.1 General
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1 Az DY

RFTar b

TR 22T

X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

ot

- a]

5.4.2.3.2

5.4.2.4

5.4.24.1

5.4.2.4.2

6.3

6.3.1

6.3.2

6.3.2.1

6.3.2.2

6.3.2.2.1

6.3.2.2.2

6.3.2.3

6.3.3

6.3.3.1

6.3.3.2

6.3.3.2.1

6.3.3.2.2

6.3.3.2.3

6.3.3.2.3.1

6.3.3.2.4

6.3.3.3

6.3.3.3.1

6.3.3.3.2

6.3.3.3.3

6.3.3.3.3.1

6.3.3.3.3.2

6.3.3.3.3.3

6.3.3.3.3.4

6.3.4

6.3.5

6.3.5.1

6.3.5.2

6.3.5.2.1

6.3.5.2.2

6.3.5.2.3

6.3.5.2.3.1

b

Training Subscription Deletion
Naf_Training_Notify

General

Training Notification
Naf_Training Service API
Introduction

Usage of HTTP

General

HTTP standard headers
General

Content type

HTTP custom headers
Resources

Overview

Resource: Training Subscriptions
Description

Resource Definition

Resource Standard Methods
POST

Resource Custom Operations
Resource: Individual Training Subscription
Description

Resource Definition

Resource Standard Methods
GET

PUT

PATCH

DELETE

Custom Operations without associated resources

Notifications
General

Training Notification
Description

Target URI

Standard Methods

POST
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SR EEY b

main 6.3.6 Data Model

main 6.3.6.1 General

main 6.3.6.2 Structured data types

main 6.3.6.2.1 Introduction

main 6.3.6.2.2 Type: TrainEventsSubsc
main 6.3.6.2.3 Type: TrainEventsSubscPatch
main 6.3.6.2.4 Type: EventSubsc

main 6.3.6.2.5 Type: MIModelMonitorInfo
main 6.3.6.2.6 Type: TrainEventsNotif

main 6.3.6.2.7 Type: EventNotif

main 6.3.6.3 Simple data types and enumerations
main 6.3.6.3.1 Introduction

main 6.3.6.3.2 Simple data types

main 6.3.6.4 Data types describing alternative data types or combinations of data types
main 6.3.6.5 Binary data

main 6.3.6.5.1 Binary Data Types

main 6.3.7 Error Handling

main 6.3.7.1 General

main 6.3.7.2 Protocol Errors

main 6.3.7.3 Application Errors

main 6.3.8 Feature negotiation

main 6.3.9 Security

main 6.3.10 HTTP redirection

[ S B SRR EAL BT B . Al{E AF B VFL server., NWDAF & NF consumer; [& 7€ BEH I 2R 1T
55 H)—{X TrainEventsSubsc Il /5 #/Notify/HiH, EAK VFL client T+ R EAELAR A, NUHEM AP Y5
WERBETL; HEBRATI{E AF/NEF,

XSO E P

G HEWZAT, o RIS 85 S0 B SO PRI RI IR 7 B MBI RR, PRI
W R BIPE DAR SRR I PRI AR 2 0 A B B PR 2RO BLAE SRR il S A7 1
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ID TIFR PUE XREAR ik

Z01 WEFANTT B ERIARA AF (VFL R%S8%)  VARIANE OAuth2 % i fEiEiZAY, NRF 9%  main:5849,
REMRIE: REY  WIRSE; EBEEMHARSEIN RIS, main:5851,
NF IRGFHEZHEEH 1% APT U@ T — Ml naf-train, TS 29.500 % main:5855,
JREI NRF %A1, SREFEHEARFHRNEROERZ#, KBS ts-29-
AN AF, JaFE R HAERUHEHET RV, 500:4994,
17 naf-train (975 50285,
VTR IEN, B 50286,
AT E A 50288
B FEHTRMER I
ZRIT B

Z03 BHS HITHE TR NF JE5%%  AF MOFIESD POST # {notifUri}, Z(EFEGIE/®E  main:1425,
BENRIE: G258 PriENITFUE]; notifCorreld £ main:5124,
HIESIZEAT M TrainEventsSubsc £ TrainEventsNotif FHE5 424 s0074,
Y notifUri %%, i, 0213,
FHHER XTI s0241,
notifCorreld; Hi% s0253
MR R
H—METRE,

D01 {NTE B SR IR & IR IEE] TR NF {4%3#&  AF ¥ TrainEventsNotif &% {notifUri}, 4%  main:1425,
BEIRIE: B2  HDL204 No Content HiiA; ZIEIZAIRIP A M main:5124,
MR FIEFIERAT N, RZ I TLS 55, 50074,
AF NEITFISEPR s0075,
KIENTIER, BE 0253
FHIA A notifCorreld
FIFE R & A
o

A03 VCECEFIRLIE, JoEK ITHIAY NF {H 94 TrainEventsNotif #7 AHRN 1T ¥ notifCorreld, main:1425,
BRNIE: BRES  FFPA 204 No Content N5 ; HRESUTLMEMREKE  main:5124,
MR SIEFIERAN B, AR, s0074,
AF NFR—ITFEF s0075,
Eirau -8t R NEib il s0253
y31

A08 [EFE IR IR B QUALT ITIHM NF #%%%%  AF DA TrainEventsSubsc #7511 Location 3k main: 1065,
BEIRIE: 201 {apiRoot}/naf- main:1067,
Created F3/~F1 train/<apiVersion>/subscriptions/{subscriptionId} M s0038,
Location URI 5H  %& 201 Created; notifUri #1 notifCorreld 7£ s0039,
ETi0| TrainEventsSubsc H1¥5 A043%, s0134,
TrainEventsSubsc s0241
—3, HIE8EH
5 FH RS
notifUri A1
notifCorreld,

RO3 FMRE—DEIEA AF MYIZRITEIF XS R —RIER, — IR RASAR; K main:1065,
fii: —M&HE LN B SUEAREER, 15K E R, 50027,
A, FEHTEmER s0030,
ERIE AF LEZ 50054,
A=A EWER, 50062

S05 TR 5 AR A2 ITBIMY NF 1H 2 iR : X Individual Training Subscription URI FY main:1148,
BRNFIE: f£H DELETE DA 204 No Content W% ; ARE2MMBRET 50054,
DELETE # %% IEFEL R A AL s0061,
204 No Content Z s0062,
&, AF RHENZ 50074

AR NS
M, HZRRFA
REFHX I TEREGE
o
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ID TIFR PUE XREAR ik
Z03.8  notifUriflinotifCorreld4} & THE (QD: & WNEHEREFTIA: {notifUri} ZOIE/EHHMEFIT  main:1425,
(Q» EAERRIEENZ  FIRSZIME, notifCorreld 7E TrainEventsNotif — main:5124,
T Y Caki{EiT e 50074,
notifUri, FF#ETI% 0213,
TT R s0241,
notifCorreld, [tk s0253
THEREREIRAIE C
BT N
uo1 RESHIINGTESHE (Q2)  TTHE (Q2): B EventNotif #H 1T RV, vilCorId PAKIIZE  main:5124,
BN EMEGER 1B IERA; TrainEventsNotif #5H7 50253,
HESA R AF [F notifCorreld; ARE MAFRAASET vilCorrld FYRERNI, 50256
— YIS
(event, vflCorrld)
KIEN, BE—1
W 5 28 BT
701.10 TCESTHPREIT RSl (Q3) ITHIRY NF 5% SEHMMER & Individual Training Subscription ~ main:5855,
(Q3): F¥EHHC  URIL, HAVHLPHA; ZAPLEN T MRS ts-29-
A3 naf-train Sh IR, BAERFSIRIERIEE, TS 500:4996,
15— NF iR 29.500 RV ERRE L[ AN IR ERAMTEIR 0045,
HTE, HIAE R, 50061,
IIZIT L 14% 50288

X, BAREEHTEL
FHBRILIT I, A
REARF B AL 2
LIl

INTERAEANTEE: RS B CE SRS BIRY B bR,

MR 2R, BBLAM

T EAOSCRR BRI 4, BifH AR ETZRERSIH, 3398 By, i & —BUWH T Rm: Eh

M, NGBS, BN A, & T 33 By, 1%k 365 B HIMRLE Bk H bR A 7T
;B BHIRIAR SATE BT

EERB IR

B% sk EHR IER IR

P001 & rfc6749:2778-2786  IZH IR EIR OAuth2 BEISA13; EEERAITHRHE,
P002

P003 & 1fc6749:2790-2823  Z01, legal nf

P006

P007 & 1fc6749:2827-2850  Z01.10, legal nf

P010

PO11 & 1fc6749:2859-2881 701, Z01.10,

P0O15 legal nf

PO16 & rfc6749:2885-3003 IR HFEIAER RS, 2R, EEA URL WHETEE S EE: % APL{UH#
P033 FH& P i AR

P034 & rfc6749:3013-3019 703, D01

P035

P036 1fc6749:3023-3028 701, D01

P037 & 1fc6749:3032-3041 701

P039
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Bk

P040 &
P052

P053 &
P054

P055 =
P062

P063

P064 &£
P072

P073 £
P078

P079 &
P125

P126 &
P198

P199 &
P213

P214

P215 &
P220

P221 &
P227

P228 &
P234

P235 £
P241

P242 &
P254

P255 &
P303

P304 &
P312

P313 &
P314

P315 £
P318

P319 £
P327

P328 £
P337

P338 £
P369

P370 &
P375

itk

rfc6749:3045-3150

rfc6749:3154-3167

rfc6749:3170-3210

ts-33-501:2491-
2491

ts-33-501:2495-
2511

ts-33-501:2515-
2529

ts-33-501:2533-
2631

ts-33-501:2637-
2811

ts-33-501:2819-
2853

ts-33-501:2859-
2859

ts-33-501:2865-
2875

ts-33-501:2879-
2891

ts-33-501:2895-
2907

ts-33-501:2911-
2923

ts-33-501:2929-
2953

ts-33-501:2957-
3055

ts-33-501:3059-
3075

ts-33-501:3079-
3081

ts-33-501:3085-
3091

ts-33-501:3097-
3115

ts-33-501:3121-
3141

ts-33-501:3149-
3215

ts-33-501:3219-
3231

EH
AMETEEIN

AMETEEIA

BARRIEEFR

AMETEREIN

AMETEREIN

AMETEEIN

AMETEEIN

AMETEEIA

AMETEEIN

701.10

701, legal nf

701

AMETEREIN

AMETEEIN

METEEIN

AMETEEIA

AMETEEIN

AMETEEIA

BARRIEEFR

AMETEREIN

AMETEREIN

AMETEEIN

AMETEEIA

AIERA

H#, CSRF, mithiEhFrl R EAJE T X s M FCEERY RS SBI
1% PR,

FFHCEE 2 A R A2 A SRAVE E M) URL; 1% API [ EE & A FE RT3
HIIRARTE RN

AR RERRREN, WAEERREEE,
SR sE R BIA RIS BER BN E R ETEREN,

5GS # A UE 5MEINIERIZIY, 54 API ifefx,

5G N EMZBHEM— AN Z 2 ER,

SOESHP. ITREENZ 2T PR, YWAET SBI RS
i,

gNB, ng-eNB, F1/E1 fll SEAF Z3k: RAN &4,

Xt UDM, AUSF. UDR F SIDF fY%3K; AL NRE 2RSS 45,

NEF X EL#2FEIIRENTZ 2 ER; NEF LT 223 B,

SCP #3K: SCP #RE AL KA E T R AR FEL

SEPP FIE k% & 1B T EEEN,

SEPP 3K, N32-f fRIFFIEHFH Tl B

N32-f RRUBPELRY, EAESARE: Ek,

GTP-U [ IPUPS #5 & HN,

4a% PLMN SKEYALH, BTN, REFEZ AP BYEMITER,

E2 MR IR B AR U

XIZE R 2 r] IR TR E M R,

BIERRRFRIES:: RIREE A5 ETE R N,

%t 5G-RG 1 NSSAAF HYZER,
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Bk

P376 &
P380

P381 &
P398

itk

ts-33-501:6540-
6548

ts-33-501:9656-
11901

EH
AMETEEIN

AMETEEIA

AIE IR
N3 bR R BRI,

EAP-TLS ITFIFRIATFBEAA. IAB. MBS Fl NEF fffs%: 574 API ¢
9%0

S 5TNZOIIE, BIUR & Bk &

a8 FACEE R MR E A EINZ 577 M2 (R EDZ TS, 3k 20 IT; M & — Tk Al I i 4%
HZERIX NS 5T FRARXME, SENT 2R, & 7RG R 19 I, &R 101, B HRE MR
K B—IUE2ZAEHEZIATE KA,

ID Z5Ji8l I BGhEEFRE ARRER
S01 AF 257 TEGEN (T5% AF @ AREN VEL RS 8%, RIS AF f8 SGREIR S —MT
BRI IgRRE, MIEEHER TAZEHER AR,

S02 NWDAF 257  legal nf

S03 NEF 257 legal nf

S04 NRF 257 legal nf

S05 NWDAF/NEF 2575 legal nf

S06 OAuth2 i) < R {E legal nf

S07  INEITRIE IR H legal nf

S08 notifUri & legal nf

S09 notifCorreld I} legal nf

S10 subscriptionId N legal nf

s11 IEEHRE {1 legal nf

S12 I¥ﬂnEvmnsNoﬁfPﬂ H legal nf

=
S13  eventNotifs & legal nf
S14 TrainEventsSubsc I} legal nf
ZH

S15 Location URI I} legal nf

S16 event {1 legal nf

S17  vflCorrld 8 legal nf

S18 termCause () legal nf

S19 vflNotOnTimelnd & legal nf

S20 IR ENE I} legal nf

TARVERAE S BB A AF FIESR

Rl ROMEREN, EEENZIMRERTE, BMERBEEHPE - DREEFAF NERE, T
RO UEBI SR IR B 6 TANZME RS MBS, < TOE SR RGP TR E IR B8 26 1F
N, MERAESRAR A EIRMEHEEIE, BIAILRIERNE; DRI T & A N RoE 8

%O
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wii#  RAEfra (R ik
network  {UJ&%: BREBEEL, RFF. BUMAEHE, NFEEM—TT
HIEE S

legal nf HIEHYNF REHEZE (NWDAF 8 NEF), REHCOCAEMP.  NWDAF Al NEF 2EXIAYE2E  main:5849,
B NRF %4 1. FT naf-train JEREIFG S, WECER TLS & NF, FFE&SBNERE; % main:5855, ts-

Ui RS IE R, FHFRNE AT RS {apiRoot }/naf- API FHUE N —PMRFS PG, 29-500:4996,
train/v1/subscriptions/{subscriptionId}, [KItEEAETTRIS —MEEE  [RIUEMTE SRS N2 AR s0010, s0011,
#1Y Individual Training Subscription FiF, BIiEEERS —4 FERIAALR ; Individual 0012, s0134,
NF 8 TLS 218, WICiEN S — MEREhIE M. Training Subscription [ 0288
Location URI 542 A1,
WA EMERAE

subscriptionld AR

ID network legal_nf

701 AL |AvA

703 AL

D01 AL

A03 AL

A08 [DAYA

RO3 TER

S05 TBER

703.8 AL AvA

uo1 AL

701.10 NI AYA
WSO H b

JF2: 338 DNESCHATE, 198526 F i, H4ET source-delivery-0l.json, HAn: 8 NEHtHE (z01. Z03.
D01, A03. A08, R03. S05., U01); fEHMMAIE: 31, HAIREGHR W5, SHa1EH --approve-targets
ik,

18 FAH SR ERINME (fE55 decisions: auto) fEHINEIE, HEOREZAT

o approve_package: Ht{HEJFSCf protocol-eae0246ed96fbeObdc5d0a5395bb

X—H HIRAIGEN: 1 OER (1 RKK), 0.000 USD, #i A\ 99457 /> token, %t 4220 4>, 257 ¥,

KT USRI BRI BEl]

o Z701: 1E ProVerif F1E%, & NI BRI T changing_ state

« RO3: 7E ProVerif FEZ, M & AL EFRFRIE T changing state

e S05: 7 ProVerif FHEE, 73 I HARFRE T changing_state

e 701.10: 1E ProVerif FEZ, 70MrE NI EARFRIE T changing state
A ft AR, (xor, dh_algebra, other_algebra) F¥ ProVerif B2 7 &E HIGE /1D T HILIBHE  IXFERYRBE
Y IIE BA 2 B O B 59 BY Mo B BV IE R, XA AR B b (9 B ) 2 — ik Wi . i3 T oA = R HUE

(changing_state) HYRIZERY ProVerif 158, bS5 T7HZE L XSRS, TIX R B
YR T RE B T 1%k 2, Tamarin+ Agent FZIFARER IX LE A T A,
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B IR A

IX—HB5r 2T E B ORISR, N 2IUERHERAIE S, ProVerif TR FHY“Z”# R ProVerif 15
JOTHIRRI R3] T B & X P RIS, RIHX PR TRERT; ENTE GBI D ER, HBERE
RIS, ENDEN T 2RO NZ T E IR, REI I 7 IREREK, FA AR

AF IZRARSS 1T 1R (1922 2 i

[1iE8
LiE T a8 AL HL KA il 5%
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