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NF service consumer

input: NF credentials; OAuth2
token: subject consumer,
audience ADRF, scop...

Storage subscription, upstream subscriptior

ADRF
e producer, store the analytcs
input: its NF credentials; the
transReflds it assigns and
their upstream subscriptions

(POST
request-storage-sub) = (targetNfld
= NWDAF, anaSub.event,
dataSetTag), token (subject
consumer, audience ADRF, scope
storage)

st (POST

check
token subject = TLS peer, audience ADRF,
scope

assign transRefld
transRefld = fresh, notificationURI =

n, notification stored in the ADRF and removal

upstream NWDAF
nalytics producer
input: its NF credentials; the
subscriptionlds it creates

fresh
200 0K 2000K =
NadrtD,
(transRefld)
Nnwdaf | . Niwdaf_Eve
Subscribe (POST /subscriptions) = n_Subscribe (POST
Jsubscriptions)

StorageSubscriptionRemoval (POST
request-storage-sub-removal) =

(notificationURI,
eventSubscriptions.event), token
(subject ADRF, audience NWDAF,
scope nwdaf-eventssubscription)

201 Created

record mapping
transRefld -> subscriptionld

check and create subscription
check token, subscriptionid = fresh, keep
(subscriptionld, notificationURI)

201 Created = (subscriptionid),
Location
Jsubscriptions/{subscriptionld)

Nnwdaf_EventsSubscriptio

n_Notify (POST
{notificationURI})

check
subscriptionld and notificationURI

store
record stored under transRefld and
datasSerTag

response = 204 No Content

StorageSubscriptionRemo
val (POST
request-storage-sub

Nadrft
(transRefld), token (subject
consumer, audience ADRF)

response

receives 200 OK with the transRefld
sends the removal and receives 204 No
Content
believes the collection has stopped and
the stored record remains

check
token
Took up the subscription mapped to the
transRefld

response = 204 No Content

Nnwdaf_EventsSubscription_
Unsubscribe (DELETE
Jsubscriptions/{subscriptionid}) =
(subscriptionid)

response

end of the transaction
stop filing under the transRefld, the stored
record is kept

checks the subject, audience and scope of
every token
files the notification under the
transRefld and dataSetTag
on removal deletes the upstream
subscription and keeps the stored record

Nnwdaf_EventsSubscription_Notify
(POST {norificationURI}) =
(subscriptionld, eventNotifications:
SLICE_LOAD_LEVEL analytics)

response

Niwdaf_EventsSubscriptio
n_Unsubscribe (DELETE
Jsubscriptions.

check
subscriptiond, delete subscription

response = 204 No Content

creates the subscription for the
notificationURI it was given
notifies that URI and answers 204
deletes the subscription on DELETE and
answers 204
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A consumer holding another consumer's transRefId has that consumer's upstream subscription removed

NF service consumer A ADRF upstream NWDAF NF service consumer B
service producer analytics producer the advers
input: NF credentials; input: its credentials; the input: its credentials; the
OAuth2 token (storage transRefIds it assigned subscriptions it created input: NF credentials;
scope) OAuth2 token (storage

scope); A's transRefld
its own OAuth2 token with the storage
scope
its own TLS identity and key towards
the ADRF
the transRefld the ADRF assigned to
consumer A

StorageSubscriptionRequest =
(targetNfld = NWDAF, StorageSubscriptionRequest [observed]

anaSub.event, dataSetTag), token
(subject A, audience ADRF)

assign transRefld
transRefld = fresh

200 OK [observed]
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Nnwdaf_EventsSubscri
ption_Subscribe
[observed]

Nnwdaf_EventsSubscription_
Subscribe = (notificationURI,
eventSubscriptions.event), token
(subject ADRF, audience
NWDAF)

201 Created

[observed]
201 Created = (subscriptionId)

record mapping
transRefld -> subscriptionld

Nnwdaf_EventsSubscripti

on_Norify [observed] Nnwdaf_EventsSubscription_

Notify = 3
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store record
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dataSetTag
StorageSubscriptionRemoval [forged] StorageSubscriptionRemoval =
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check

check token only, no comparison with
the recorded consumer
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response
response = 204 No Content
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SHEREM N AREIERE A, B, ADRF N A 857 s B i LT MBS FECFRSEUGER A IESDENR

51,

ADRF {7 %4 B L AH B C LSRR TLS B0 ZIEHNE K QIR ET 3, %a HANE 5 iz

i RIITE EAR, SHFRMEHRERSEZ T H A,

o %55 Holds; M TArIA: J&; AIEA{EARE

o MEH: BEXSTHMNETE, HEPE-INRRERSN S — NS ERIE TS WA T,

o XHEHEEEMR: & FTABRIESC: s0008, s0020, s0026

o HE: BMHTES H KA TLS B8, ; SEUNHE B, FHMEBIRERSEER,

o RUL: REEINTE B IAMIME, ; AREFBNE—EBIEENSE —MNEK, s0022 ATREMNILA T H 1 ARSS
ZIE K,

o N4 B MERESIRIEHIETRE, HiR e RE6E7 AR — METE T R T,

S05.10: HERASMIBR 1 i %

StorageSubscriptionRemoval i} F1J5, HMMFREY transRefld AREFFAIEE L IFIT B B A H@RIF i, EAFI0R

AYEZIRVEMBR, ' remove-stored-data-analytics A HER E 1715,

FEELT PR OUMIBR LT B, BRI A8 AT xS E BB FILR, CEENICRARE, M

PREFEEEZE — N EA EC scope IYHAZERE,

o G FERNSUN Holds CEALERITEI3 42); & TArA: J2&; mIEREARE

o fME P BRE T EEBER S MEREYE < RIRRE, XM MRIERSCELE B AUERME B —

o XHHEEAMIE: & FIERIES: s0035, s0186, 50215

o AR DR DMPREIE MR E R, RITREE SR =MD

o R REME remove-stored-data-analytics #1F, FIIZAIRIMMERMETR, ; 7 LSRRG A]
RN,

o [—#: EH remove-stored-data-analytics, PAFRIHIXMMEIEERH T ARIFIANE,

X01: f&firh API {H B HIHLETE S 588k

M _Fiiif NWDAF #| ADRF HUEEIFHEH I 88, DASAZ BT BRI BRI KIS, REBM LS AR

B B E R VA (I 7 i RN R S (o Sl 2 RE S RS I o i, & T i DA &

BOL IS EE32

AT AT BARFIE RIS EOKIZ A 2L _E R & e E R B4R R E RN S S

P RIEH, SEFEHANTREE e,

o 5 BOL; FRRNESBEIEE: 2 AIH

o BUEH: XEATMEPETRSZ OIS ERERR; TROZEME TLS iR, M2 API A
HNAITHAEART 7R Pl

o XM REARRIA: B, BEFMRIERRS: s0913. s0961. s0334

o {HE: TLS B —XAF NF &6 —10RH, THET.; SRR &5 — M nonce,

o RO RNZH AR, R REE T MR EE . ; MRS E A LR AR A,

o F—#%: X321 ADRF 5 NWDAF &, HE S — R EH 4.
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Bk C: FESKMIMEIHERIE SR

UERAS X A BARAYIE S IBBIRIZA, BRI FAIRE R, 2EREIN R, PRSI S A o i
BRI AR o

Hx ol 5t i) X i F5K

A02 proved a02n checked 2 proved
A03 proved a03 checked 1 proved
A08 proved a08 checked 2 proved
K01 proved k01 1 proved
7201 proved z01 checked 2 proved
703 proved 703 checked z03g (holds_in_source) 1 proved, 1 attack
S05 bounded TAERETTE] 3 5 s05 checked 2 bounded
A08.8 proved a08b checked 1 proved
uo1 proved u01 checked 1 proved
S05.10  bounded TAERITEI 3 &5 s0510  checked 1 bounded
X01 proved x01 1 proved

BT, HGOTEN AT RAERIL,; SRS RBIEHSRSHA:

Hbr  Fik witi# % B KR
A02 Y4 ADRF N LT R E —S0@AIN, #2HED  network proved a02n  checked

ESEY_EJiF NWDAF IZIT RIFRIRFF & 1% T IX S A1
5 NZE BRI E ADRFE AT FEEYHR ™ NWDAF,

A02 &2 ADRF KEAN EIATRICNEEZN, EFETE  network proved a02s  checked
& NWDAF DMHFERIEIT B FAFFIER URI 5252 7117
B, HHHZE#EE ADRF,

A03 ADRF I3 1% BT RN BRI S 8——aIT %4 network proved a03 checked
I URI—FL/2 ADRF KI%% NWDAF Y7L S
.

A08 ADRF fAEH S8 RN IR IE R EAR EARAE, 2 IE K network proved a08 checked
JIAEQIE X ransRefld FIZELT B 1H SR e R8RS

PR3,

A08 —ZIBHIASFETE ADRF BRESEITZ transRefld AYITIH  network proved a08b  checked
R Z R, H HRTEEZEA ADRF 4 i@ K] URL
N A A7 i

K01 Mg BRI E TCIEH B IERTT/E ADRF I T7#  network proved k01  none
TE R A7 1R <2 R

Z01 ADRF {UEL M FIRZ DI E S TLS Bk i%i%iE KK network proved z01  checked
NF. 3M/2 ADRF. {EENTEMENEEIN A B2 Z 1T 15
(el

Z01 NWDAF {NfE 2R E AR ZIXIZITHAY ADRF, 2/ network proved z01ln  checked
& NWDAF. JUEDVEFIT FVE BN A 252 BT .

12
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203

S05

S05

A08.8

uo1

S05.10

X01

F:5k

24 ADRF BFRHEA transRefld f LT N, 1ZF8kR1E
KA 2 1% transRefld B ARG RS %6
HAth NF GEiL ADRF BBRS — NMEZE TZEHETT T,

24 ADRF BFRHEA transRefld f LT N, 1%F8kR1E
KT RIPNAEZ transRefld FY AR, K5 —NEIEIZ
FRIAFIY TR NF ik Wi,

1£ ADRF E.%523 transRefld IR Z J5, ZiTH L
HESHBH ARG EBBREY ransRefld ~EZ521E
fAIHT R EAZMEIRA],

HEBR U #1521 transRefld 2 J5 NS OISR _EiF
1T, 1 HX R — transRefld B EERFRASHE IR
Bz X——IMaiE R A E—IR,

ADRF fEiBHYIE IFRSTE ransRefld DASz ADRF [ &t
$F51% transRefld [_EFATFIFRIRFTZ N, WAZHEA
B—ANE R o

ADRF {EHIZHBEE AT LZIE, HirAZHREAC
ATER, FAERERERIE R EOIREMET I, %
A HAHE EFHRE S BUE O,

TERETT FARSER ARSER _BIFIT 4 : 1% transRefld EAFBHY
BRI EBHE AN S BER, Hizigie EARLE
AT EF I KAIMIER,

ADRF Fr 7@ #E oA EudE, DA REIT I
TERMBERIE RIS, WL BRI KIZTCIEIRIX
M AT EEUEN A TLS B2 MEH.

Yoki#

network

leaked transref

network

network

network

network

network

network

1%

proved

attack
(holds_in_source)

bounded (ZE{LAEfE
FFEI34)

bounded (ZE{LAEfE
FFEI3 )

proved

proved

bounded (ZE{WAEfE
FFE| 3 4)

proved

z03g

s05

s05b

a08b

u01

s0510

x01

X

checked

checked

checked

checked

checked

checked

none
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Bisk D: b B AN
— 4 LLM 4P SO IUBIRY, FHES AL ProVerif; 55 3 Hi0 S SA R IENI 3340
HIF B,

ProVerif+ Agent = 1ifi session-20261115T092715, 2026-11-15, IRZA: B5EK, B : deepseek-v4-1-flash-
261017, ¥4 65, UEAAZS 4 7D, SEPRFEN 17 438h, AR 0.120 USD,

ProVerif: 11T 95 {XIERH, 95 {X¥FIE, 0IRILEE, 3, Id% 25 MEE,

Tt a

17304 ADREF subscribe and store analytics

fA 19.7.0

St —/NERTT. ADRF. NWDAF 7t ; B&1E UE o iEdE,
StorageSubscriptionRequest fifi’z —_EJiF NWDAF 1T, JEKIfE A ADRF, [/
StorageSubscriptionRemoval, 17 E 5 Filf API 5 1D Mét; HEFR DCCF/MFAF/UDM [F]& %)
o

AEVERIN FSBAMERRREN T AL EBPR FLE; BEYUR RERBRERE TRoL, S ERERM
YOI, EAMEFAUE PR /AEGIN IR, EE Rel-19, 2 HIX MBS EESFE B S
EHRABEATE NF; TLS INEM e s, &7 NF ARESECH M NF 1 TLS 21,
OAuth2 subject/audience/scope/expiry M TLS S48 EKIEFTMTELL; HRSS scope 1N HEIHE T
TEATAR, SR REBE LIRS, ARRRSAE A LR E, BT API i
1, 275G LZE,

R 1182 MRS FSCHIT (839894 7)), KA NXHIHAIENT, ARIREHN s0001 IXEEHIT | FHHE
X T —

G3 T I8 Y SRR 2577

i et} Lo

main 42223 Nadrf_DataManagement_StorageSubscriptionRequest AR 551 1E

main 42231 i/ReN

main 42232 BRI B A SR A

main 4224 Nadrf_DataManagement_StorageSubscriptionRemoval AR5/

main 42.2.4.1 R

main 42242 TSR BRBARE T Y TT 15

main 5.1 Nadrf_DataManagement %% API

main 5.1.1 515

main 5.1.2 HTTP HIf

main 5.1.2.1 MR

main 5.1.2.2 HTTP FrifESkHB

main 51.2.2.1 i/ReN

main 5.1.2.2.2 WA

main 5.1.2.3 HTTP HE S
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X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

5.1.3.1

5.1.3.2

5.1.3.21

5.1.3.2.2

5.1.3.2.3

5.1.3.2.3.1

5.1.3.2.3.2

5.13.24

5.1.3.3

5.1.3.3.1

5.1.3.3.2

5.1.3.3.3

5.1.3.3.3.1

5.1.3.34

5.13.4

5.1.34.1

5.1.3.4.2

5.1.3.4.3

5.1.3.43.1

5.1.3.44

5.1.3.5

5.1.3.5.1

5.1.3.5.2

5.1.3.5.3

5.1.3.5.3.1

5.1.3.5.4

514

5.14.1

5.1.4.2

5.1.4.21

5.1.4.2.2

5.1.4.3

5.1.43.1

5.1.4.3.2

5.1.4.4

PR ADRF UEEMICS:

B
B

BHEE X

GRUGARIE T 1%

POST

GET

BRI SR

YEUR: PR ADRF BEA7ific R
30N

BrEE X

BRIGARIETT 1%

DELETE

VR B E SR

YEUR: ADRF BRI

(30N

BRIFARIETT 12

POST

GHIE B SRR

PRIR: ¥ ADRF BURERZRITH
30N

GHIFARIE T 12

DELETE

GHIR E E SR

TERIRGHIRAT B E AR

HEYE

$E1E: request-storage-sub

Eiipuy

BrEE X

#1E: request-storage-sub-removal
130N

B X

#1E: remove-stored-data-analytics
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X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

e

= at]

5.144.1

5.1.44.2

5.15

5.1.5.1

5.1.5.2

5.1.5.2.1

5.1.5.2.2

5.1.5.2.3

5.1.5.2.3.1

5.1.5.3

5.1.5.3.1

5.1.5.3.2

5.1.5.3.3

5.1.5.3.3.1

5.1.6

5.1.6.1

5.1.6.2

5.1.6.21

5.1.6.2.2

5.1.6.2.3

5.1.6.2.4

5.1.6.2.5

5.1.6.2.6

5.1.6.2.7

5.1.6.2.8

5.1.6.2.10

5.1.6.2.11

5.1.6.2.12

5.1.6.2.13

5.1.6.3

5.1.6.4

5.1.7

5.1.7.1

5.1.7.2

5.1.7.3

s

Eiiipuy
g L
A

IR

LS G|

Eiiipuy

H#% URL

PRI TSI
POST

ADREF 5@ H]
Eiiipuy

H#% URL
PRI I%
POST

Y€
ipay
sERg L ERERA

e
|3

HE

NadrfDataStoreRecord

el
i

NadrfDataStoreSubscription

ok
2

. NadrfDataRetrievalSubscription

2

NadrfDataRetrievalNotification

e

NadrfDataStoreSubscriptionRef

H2

NadrfStoredDataSpec

BB OB M

i

DataSubscription

ok
2

. StorageHandlingInfo

2

NadrfAlertNotification

. NadrfAlertNotificationResponse

BEOME MK
i

DataSetTag

fa] BRI S 1

R RAR S BRI & AR

FRACE]
IR

PR IR
IS IR
RetEr i
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SO

main

main

ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520
ts-29-520

t5-29-520

5.1.6.2.9

4.2.1

4.2.1.1

4212

4.2.1.3

4.2.13.1

4.2.1.3.2

4.2.2.2

42221

42222

42223

4.2.2.3

4.2.2.3.1

42232

4224

4.2.2.4.1

4.2.2.4.2

5.1.1

5.1.2

5.1.21

5.1.2.2

5.1.2.2.1

5.1.2.2.2

5.1.2.3

5.1.3.1

5.1.3.2

5.13.21

5.1.3.2.2

5.1.3.2.3

5.1.3.23.1

5.1.3.2.4

5.1.3.3

5.1.3.3.1

5.1.3.3.2

5.1.3.3.3

b
TR

55 ik

LR

AR 552245

W25 T1RE

M8 EHE I RE (NWDAF)
NF RS 1H 2
Nnwdaf_EventsSubscription_Subscribe JR55##/F
IR

IT B A

BT EANT
Nnwdaf_EventsSubscription_Unsubscribe 5545/
IR

BUELT F F@E
Nnwdaf_EventsSubscription_Notify AR5 #/E
R

KT O IERER]

515

HTTP I

ipay

HTTP FrifEkih

R

A

HTTP HES3LER

BHIRGE

HIR: NWDAF AT
R

GRIRbRIE 77 12

POST

VHIR E € X ARIE

IR B NWDAF $T 5
R

RRE X

GRURBRIE 77 12

oy

R
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X L4 b

t5-29-520 5.1.3.3.3.1 DELETE

t5-29-520 5.1.3.3.3.2 PUT

ts-29-520 5.1.3.3.4 TR B E e

ts-29-520 5.1.5 JEHI

t5-29-520 5.1.5.1 HEIR

t5-29-520 5.1.5.2 H A

t5-29-520 5.1.5.2.1 Eitiha

ts-29-520 5.1.5.2.2 RAEE X

ts-29-520 5.1.6.2.2 2K NnwdafEventsSubscription
ts-29-520 5.1.6.2.3 27 EventSubscription
ts-29-520 5.1.6.2.4 2% NnwdafEventsSubscriptionNotification
ts-29-520 5.1.6.2.5 257 EventNotification
ts-29-520 5.1.6.2.7 21 EventReportingRequirement
ts-29-520 5.1.6.2.22 K7 NetworkPerfRequirement
ts-29-520 5.1.6.2.23 27 NetworkPerfInfo

ts-29-520 5.1.6.2.30 257 ThresholdLevel

ts-29-520 5.1.6.2.49 2 ConsumerNfInformation
ts-29-520 5.1.6.3.3 K% NotificationMethod
ts-29-520 5.1.6.3.4 Ki%&: NwdafEvent

ts-29-520 5.1.6.3.10 A& NetworkPerfType
ts-29-520 5.1.6.3.26 2% TermCause

t5-29-520 5.1.7 RN

ts-29-520 5.1.7.1 R

ts-29-520 5.1.7.2 PIEEIR

ts-29-520 5.1.7.3 NS IR

t5-29-520 5.1.8 RV

t5-29-520 5.1.9 e

TR S BRI SO R SRR E MBI AR . — requester, ADRF, NWDAF analytics producer; R&IE
UE analytics, StorageSubscriptionRequest fift & — > I {f NWDAF subscription, & %1{# A ADRF,
StorageSubscriptionRemoval, 175 HSZ FiiF API 5 ID B5f; HEFR DCCF/MFAF/UDM consent 7332,

X HESCRR R T

FEGi 'S B ZHT, IR LU PR BT B HE SRS AS B X WS R W B REAT TRkt , SRR, PERFT IS
N HINA AR SRS EI BB A 7048 RO SE . e R IR B SR R S A7 1
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ID TIFR MR XREAB ik
A02  ADRF 4t B sIAIE ADRF H{g B2 0T RMmA B/ ADRF [/ NWDAF 1T1% (s0026), 50026,
AR BB _Eif NWDAF, Hi%Z  NWDAF [A'E I/ notificationURI  s0334,
NWDAF P i/ ADRF, KIFEA (s0913); NF REGSTHFEN  s0913,
FHROWEIAIE (ts-33-501 P219) ; s0961,
API 1j[A]5Z TLS F1 OAuth2 {£#" 1138
(s0334, s1138),
A03  _LFEITFISE R —E ADRF 5 it NWDAF st QIZ)T]  ADRF #E 3B S50 FIFATEHR s0008,
AR —2: ADRF WIS, FriTH  (s0026. s0018), NWDAF DA 201 0021,
A U@ A URI, Created JR [H]fr 61 91T AT 50026,
Location (s0855), s0287,
50855
A08  TRMEICSRETERNEREIER  ADRF [FEEONE EFATHEAANAR  ADRF HHLHSSHRRTT 50020,
MTE (wransRefld) RAEHEEAEL, F  (s0021), FFAG LML 2 L JETT 5 50021,
W EWESREAHOEBIRSERS, HAL  (s0026); BUREFRZESITHEIIR 50026,
TEJEAIZ)IR ADRF 25 Hi 3@ %1 URI SERVEIEMOCHR (s0020, s0313), 50313
A 17
K01  OAuth2 2R &Mt 1E3k#E. ADRF 5} NWDAF A LM NRF ZRE, A THZALAPIT] 50334,
Nadrf_DataManagement £/l A (s0335, s0337, s1139); WilA%  s0335,
Nnwdaf_EventsSubscription API ##f MG HEOARE (rfc6749 PO11), 50337,
7 (] RER RERE I T IR A s1139
Z01 API #EIZAL ADRF {NTES R F AN R NF, X APT 5 AT JEI OAuth2 %0t s0334,
324N ADRF, JGHEINFAETUREINA 48 M0 nadrf- 50337,
FEZAAETT eI AN I B R ; datamanagement:storage-read-delete- s0339,
NWDAF {NEL RN E B &N A5  subs fll nnwdaf-eventssubscription % 1143
TR X (s0334, s0339, s1143),
Z03 BRGS0 E 4R X4 ADRF JHA transRefld BFR LjF  MHBRIGKFGAH— transRefld B¢ 50034,
ITHIN, % transRefld J& TMIERIEK  dataSetld (s0034), ADRF FEBRMLET 50035,
g MNE FIERIITE (s0035); CRRARMUER  s0293
ZARIRFT G E £ K NF IR,
S05 T3 i A= i JE B ADRF #3532 /MFRf5, 1% transRefld =  FRAFECATERIESZSSE MRS 50029,
AR BT, RS2 EEME  20ZIT0, SNMBRRIESERRMET  s0035,
BEH; A —NEER ransRefld  FZHESSEFRIRATRIIT 50186,
5B _EFAT RS HMER, (s0035); ELTFHEMIEEE B s0215
1ERSER (0029, s0215),
A08.8 R E N M ADRF fEBIERHEIE RGO ADRF B ENESSHEARIRTMET 50018,
ITFIRY transRefld FMIBIBEIRS, DL FIAIZESARSHIITE (s0026), 3 0021,
K ADRF HE& K% NWDAF F@EE  ZEFnEHINEIRES 28 (s0029, 50026,
URL s0035); THPHEMSEHA T LFATHR  s0035
(s0018),
U0l EEHRESHEE EE NF RS51HZE B THEfE ADRF  fEEIT SN IEPERYIT . HARFD  s0008,
AR E UGS A PITRIRES  FiEE S5 (s0008. s0017. s0017,
&S s0019. s0020), ADRF HEAIAIE 50019,
LETE (s0026); XHEARMUEER 50020,
PAEREAT, 50026
S05.10  HIBRAHHBRTF fifiic % StorageSubscriptionRemoval & 1E%4E  MEREEIEREERITEH (s0035); BASRAY  s0029,
FHRER LWETH, mEFHEIEIESR  BIERREAMEINEEEE T 50035,
43K L BEH remove-stored-data- (s0186, s0215), 50186,
analytics FEER, s0215
X01  fEHirh AP BHINLEZMS i NWDAF 243 ADRF I T7F  NWDAF i@ RS LR 1A 50913,
SERCME BERIHT, PARIFAETT BAMERTE K notificationURI & JZIEA] (s0913); 50961,
e NF ARG IR SRR 2R ME 50334

(ts-33-501 P217),
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IWTEARIESCRR AN FERI M XO01.

MR ERIR, BERAM

i TSR AR T 20 Bt 4B TIRES W, 3t 398 By, it xt & — Bl 7 R &l
VERL, BB E S, SRE N LA, T 42 B, %% 356 Bro HIMELEBeis AR IR BT 45 M TR
T B BRERIANZ AT H AT,

BE sk EN AR JEIR

P001 £  rfc6749:2778- BEE IR AR 515 ARRARUIEE BT K,

P002 2786

P003 £  rfc6749:2790- compromised consumer

P006 2823

P007 &  rfc6749:2827- 701, compromised consumer

P010 2850

PO11 &  rfc6749:2859- K01, compromised consumer

P015 2881

P016 &  rfc6749:2885- AETEREIA il 4> i T A AR B AR A B & i PR AR AN

P021 2917

P022 & rfc6749:2921- EJEEMN FAXBSFNE E ] URL 5% P i FE AN — R A

P029 2980

P030 &  rfc6749:2984- RIETEEA AMEREIRTE & 2R

P033 3003

P034 £  rfc6749:3013- KO01

P035 3019

P036 1fc6749:3023- A02, Z01
3028

P037 £  rfc6749:3032- ERHBS AR T FEME s . R AR TCIAROA A ARV ME A NF £

P039 3041 8, mAERA 04,

P040 £  rfc6749:3045- AETEREIN Mg, CSRF Rl hidiFey A PO ABG&E HP

P050 3138 [Rwiin

POS1 & rfc6749:3142- A FRIA E R RSB B ARSI P R R A BT

P052 3150

P053 &  rfc6749:3154- AETERIN FIREEM; A B E Ml Ao

P054 3167

P055 &  rfc6749:3170- AETEREIA A R AL

P062 3210

P063 ts-33-501:2491-  JFBAESAIAR T BEREY: ETER G IR B S P RE B R A YE L
2491

P064 &  ts-33-501:2495- 701, K01, network

P072 2511 compromised consumer

PO73 £  5-33-501:2515-  A{ETEEIA 5G LM NG-RAN FUREEH; AW BT84,

P074 2517

P075 £  t5-33-501:2523-  ALETEEIA BANZOE O WP EGE. E58%E. SRR,

P213 2853 AL % ADRF API T-iifs,

P214 ts-33-501:2859- A FRIRHFR TR T XL E R AR RIS X 1%,

2859
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Bk

P215 &
P220

P221 &
P227

P228 &
P241

P242 &
P314

P315 &
P318

P319 £
P337

P338 &
P375

P376 &
P392

P393 &
P398

ik

ts-33-501:2865-
2875

ts-33-501:2879-
2891

ts-33-501:2895-
2923

ts-33-501:2929-
3081

ts-33-501:3085-
3091

ts-33-501:3097-
3141

ts-33-501:3149-
3231

ts-33-501:6540-
10909

ts-33-501:10913-
11901

EH

A02, 701,
compromised consumer

701, K01,

compromised consumer

TETEER

AMETEFEIN

A02, compromised consumer

AR H AR

UERARS AN T

PMETEEIA

AETEEIA

PERH

NEF #1 SCP #3K; NEF #¢HElR, HEHIEEZE R,

18, SEPP. PRINS. IPUPS DK %% IEIHJE AR S0 HTH
TR B — 4,

BN, AT WM ECEYE: B TIBTER, R RIEE
TAITER

BLIEFRARTANIESRE : R0 A5 Rt UE R ST REROA R 7S
o

N3. EAP-TLS F&EF1 IAB #3K; AJE T It API Fiifs,

IAB L4388, MBSF fll MBSTF 223k DL}z NEF %4; NET
I API FiiAL,

S 5TNZOIE, BIUR & Bk &

6 TR E SIS 57 M2 R REZR IS, 3 24 T A& x5 — DA 1 IS 5%
HZEHIX NS 5T ARXME, SENT 2R, & 7RG FAR 17 I, &IRHY 7 T, 1B EsRE MR
K B—IUE2ZMCEZ AT KT,

ID 2575l B BhEXRE AR E

S01 NF service consumer 2577  compromised consumer

S02 ADRF 2577 leaked transref

S03 _L:jif NWDAF 2577 compromised nwdaf

S04 NRF 2577 o LR AU EIFTE < AT NF FEHRAR R B B2AUIRS5 8% NRF 4
G, B E RIS, REHARZRTE NRE
AT R R B P — 5%

S05 IERE A 257  compromised consumer

S06 k¥ B %57 compromised consumer

S07 _LIFEITHRIRAR H compromised nwdaf

S08 EAINZA LI} compromised nwdaf

S09 ITHZ#L LI} compromised consumer

S10 transRefld 5 FIAITEM  {E leaked transref

MLt

S11 targetNfld/targetNfSetld  {H WihHE BT EEZ targetNfld JE M NRF RIAFF NF SLHIFRIAGE, 2
o

S12  dataSetTag/dataSetld & leaked transref

S13  notifCorrld {H Whi#H A ES notifCorrld J&1H %77 B A TIEFEHIAHSARIRATE; 0287 ZK

21
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ID 245778 I BuliBERF B

S14 transRefld LD leaked transref

S15 OAuth2 j[r]4 (=l 478 RS RHRRE R MR AN —TT; ERETRMEHAE
CHMETIRAER,

S16 NF &R & compromised consumer

S17  F#EITTR LN leaked transref

S18 LT LI} compromised nwdaf

S19 fEfEIds 1 METEREIAN P EICRE TARR IR, 5 RMEIZR,

S20 dataSetld LD leaked transref

S21 BfFdT: 18 TAETEEM CAF LT R MERE TR T2 S remove-stored-data-
analytics TIifE, EHSARIFFHXLETRIE,

S22 LTS EL 8 compromised_consumer

S23 B IESEL (1 compromised consumer

S24  dataSetTag 18 WLHBEGETEESL dataSetTag /27H 2% 77 9 H B S 1T FHERAIFRE (50020,

s0313); MRS EME, HAMRFHERT
leaked transref NEZ,

B TERAE S i B A PIER

BB rE ke, BAERESERNZAEHE; SMERMBAERPEDBEGE Mids, BT NIER
EREIZEE PN ESR; “TER TR ENZETE NN REE T, ISR TK
RAFAE BARILRAEMNE; 2 HTT SRR & AR O E %Ki 7

i a4 e ik

network NM&E: A, EF. FRE
EME, TEAEEA— 7

compromised consumer ADRF API fj— B NF HPRTTHRAE OAuth2 1A TLS FEHE (s0334, 0334,
service consumer FYEIESEMEIRAS  s0335); JefEiH 2 7 BTG E H TR EE &1 s0335

NF

compromised nwdaf —/NHES i NWDAF 94745753 NWDAF J8)J OAuth2 A TLS [A] ADRFIANIEH & 51138,
MR ST RIRES (s1138, s1139) s1139

leaked transref ADRF 73 BC8 5% — MR ITEMIT I s0293 % transRefld /& X N EFAFEREEM, H  s0021,
555 | FFRIALT BB AR 237 HAE R ) 50034,

50293

ID network compromised_consumer compromised_nwdaf leaked_transref

A02 /a2

A03 52

A08 [paya

K01 [p/ava

Z01 [p/ava

Z03 [pava E N AA

S05 pava

A08.8 [pava

22
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ID network compromised_consumer compromised_nwdaf leaked_transref
Uo1 AT
S05.10 AT
X01 | AYA
JESCR H bR

JFES: 1182 NESCHAIT, 839894 77, BEIHREET source-delivery-01.json, HAx: 8 NEMME (A02, A03,
A08, KO1, Z01, Z03. SO05. U01); Frfglmld@i: 31, HIRYIRFLIZERKH, FHE --approve-

targets,

fE EAEHSRSERIMEE I RE  ((£55 decisions: auto), MR
o approve_package: IR protocol-97d3615022da9a42cbd490b5b948

ALBER: 2 KiER (2 REM), 0.000 USD, %A 718123 P4, Hit 9369 1, 294 ),

KT UL AR L

o Z703: {E ProVerif F{F%, & NIZBIRE/E changing_ state
« SO05: fE ProVerif F1EZ, 70T &E NIZEMREE changing state
+ S05.10: 7E ProVerif F1F%, 73#E WIZHFRFEE changing_state

i LAREUZH (xor, dh_algebra, other_algebra) MY ProVerif IR TR & MIGRE /D FEHILZHE : Hpl
UERH BRI N g I H I UERR, HEA k&2 i di. AN B HAERNREZE (changing state) [
ProVerif MRS 5% E 2 HAPAQUERRTIARL, ERRBRdG gt 26k 71k #, Tamarin+
Agent % JFREX IXEE A,

DB BRI SHZ BT X bounded.pv B S IXBITEBIEE 1> ProVerif B2, HrpRi 2 HIER —
TiRITENZH R, HHREEN, ZERF O TR S, KRR ED A RGL, TRERZ;
Hrp R Kadi, BRI e

A IR A

AT R M E X RS E BRI, TARERRERAIE %, ProVerif SR ARYZ2» KR ProVerif 1 &ITER
HERE 1A X BRIEE, RIHIXEESBR AT RERY; BOIXED BN ER, HBB =R Pry st
gath, ENEMH T 2RM R R, REI JRHES 7R, FFAUERTAH,

H HiEFE MR L nf IR A sk
transRefld 2 H:fff  ADRF 1E5Z P StorageSubscriptionRequest fif, 24 StorageSubscriptionRemoval f§44 50021,
LB 21 Y _E 35T 5 ADRF ZELHTHY transRefld, FICRESH B, DURYEHSAFUHAESLT  s0026,
Al LTI ; SZEE PR STERR I (s0034. s0035) 50034,
1% transRefId FIEF  (s0021., s0026. 50035,
s0035) 50036
T FEAR IR L3 NWDAF fE 201 Created I A E, fEH  {E& P41 subscriptionld HY s0855,
subscriptionld &2 NWDAF  #J HTTP DELETE _EfHlF*E (50855, HTTP DELETE I, PARIZITBEIRY  s0897,
JEH] URI s0898) FLZIEAE (s0897, s0913, s0956) s0898,
50901

23
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1l HiEFE Rl (O e ik
BHIREIRSE R E  ADRF FEZERIMIBRS, ADRF 3 1E421% YEZEHE XTI GERN, DA 50029,
A EIN eI transRefld JIFR4%HE; CAFEICFHRE T Y A AE R A ZR M BRI s0035,
K remove-stored-data-analytics fiflf% (s0035, (s0961, s0962) s0186,
s0215) 0215
ITHRNTZEELTE  ADRFE ADRF TEZHNHHEFME T, FFrIEmm M AF AR A B RA R FH T RrURERRTEL 50024,
& (storeHandl) RHEERY (s0024) $EIN (s0024, s0025) 50025
HEIRERE
ProVerif
BisX AP Hbf» &SR PIg
204 REM ZECSCRITRIRIN, B RRZ BERRAISEHEL (05 BIRIE), EEME
FREPHHTRT AR ZAESE IR (s05b ERIE) ; HAEEHERXRERS
WHAFE (ctl_s05 ERIE),
HE—RMEERE REH HEMNRBRSEIRENL ADRF, EASHb, tRasEE MR LiFTr;
ADRF M EAMMERME, [FRSCEATTAN AT,
P2 {3 T KH HBEER HE transRefld & 1% request-storage-sub-removal (s0034), / ADRF %
ProVerif 2  523%iERHILRINE 204 No Content (s0035), / fififii ADRF Ay LT 4 1%
i HTTP DELETE (s0035. s0897), /4l DELETE 2, NWDAF % HTTP
FRIFRELT I (s0901), HARSIRIZIT I RIXIER] (s0913), /IHZREINN
WEEEZIF 1L, i NWDAF {5{R&E1T%; ADRF fE48/5480@A1, RN EFE
ENE, EEE TSGR R e BRI TR
SEEFERER iR T KH HBEEHET targetNfld flI anaSub & 1% request-storage-sub (s0008), / ADRF 43
ProVerif 2 L transRefld, FFTEGIEE LT R Z RO T M 200 OK (s0021), / HE
iR fEL 2 J5, ADRF A7 NWDAF &b BIEITH (s0026), / ansiztilEsLm, n
transRefld TE{H 22 40H1 ADRF AbERTATE, (HI%A _LIFTER, BRSCHR IO
BRUEATATRLI,
KN TEMER Bk %: KA ADRF 2fC transRefld 3R % 200 OK (s0021), / 31T [ 0 Il 2 I 4 ik
ProVerif 2  #F (s0026, s0023); %A EMZEFMIER transRefld S5 FHITHTRE, / FEE%
5 transRefld FFEBRIE RS WHEZFIF N E 204 (s0035), RERE T A2 LT ]
To /[ HBEBIIEFH LIATFMRIFEED,
DEZ AN S  (B#ik HRH ETEE A NEDNEIESE LI request-storage-sub; ADRF 17 _F T
ProVerif 2 (s0026), /{H%%# B NE—HIES 2474 1% request-storage-sub; AR s0022
R 150026, ADRF 73t /> transRefld, F HATRERSAIESE 4 BT,
TR transRefld HEILGTEIEAFERHRMT I, / 1H7E#E A H transRefld
KIERBERIER; BT B 1Y transRefld ML 2% _EFFITE, s0035 S{REIXIT
[, /BRI BT R A — transRefld, KX — R BEHN DI H
RFEIR 2 (AN TE G+ A W 25
CIIES 0N fEi%k T KH HTE B IEE—MNMENM transRefld & 1% request-storage-sub-removal
ProVerif 2  (s0034), / GISAITRIMLETZ% transRefld, ADRF % 204 No Content, 75
= W2 HTTP £51RMA) (s0035, s0036), / IXPHifi E1F B AE
transRefld 2 E1ZTE, M HREFERIGEEMER, NeHmmAEHEZIE (203
Wit
(A&l REI transRefId F1 dataSetld /2 FFHE, TERSCHRITHRATIREL =%

Do

oI N B AR A I
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B His FHIE J Bl
40  S05. S05.10. Z03 changing_state S05. S05.10 A Z03 FIFSFRERE L ok BRI T ADRF HITT B AE fiv /Al

A transRefld F1_L 1T FEIBRS RO —R, HRBERIERMER, FAELE
bR G ENERBRIASHEIE (G, model.pv PRIV GRAKY
£, H ProVerif 2/KIeH—BT TR, HIXLEEZKA
bounded.pv, A ADRF # I N [EIEEE I,

40  A02, A03. AO08, plain_primitives, A02, A03, A08, A08.8, K01, Z01, U01 I X01 R fFH—" MAC,
A08.8, K01, Z01, many._sessions —MHT TLS BIALEMZEHSR, PARENm RS — M FAHEE; X
U01. X01 LR R NGRS, ADRF 1 NWDAF BT ERENSIEEH,
T RERERE, HHRIRB GRS 2R Sad, kA2
B E T IERA,
SriTE RS R B

P EREEEE. HP T MNMEMS R EHE e TR, BHENEFEEZIRRERE A X R
W _EjlF NWDAF BUAIHIAIE (A02), EIFATRSEN—2E (A03). FHEMERISHTREIE R, HiE%E
PR3 S P s TT R 48 E (A08, A08.8), DHEIREME (KO01). M APT INFER/SZARAGRIZE (201), B
B RBIR 2 E A A DL SRR S BB IC R 2B (S05. S05.10, BIF A=), LHEHERESEEXK
(U01), PARALHFRIEERINLBEMEM 2R (X01), 203 AR EIE: XMLkt & Az, [EY transRefld
TCIEBIEN; XNHITES —IH 2R ransRefld FIIH PR E AL, [F ADRF SARIEEATA 202 MIER BiFlT
e, TR SR ITIR A MUE T ARG, ZBE R R BRI, IE5%M holds_in_source; #EI (Tds%F)E 1M 2%
H, HEBRIEHES S ERILE) EERFEENEIA L, HfzkdEnd e Rir, HHEAMm
BRI E R, FoNERIRMNE SR TR, mAEHERE R FETFEAE LT FE
TEZ BRI, HIZEERR, AREBNANE: B ETE SR E IO BEI A= . — A LT i i
F|Z A transRefld I Y s0035 FZRN], RIS H, PARBHEFREY DCCF/MFAF/UDM 4337 ; TLS #HAE{L
IR R — N
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