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ADREF data retrieval subscription: RetrievalSubscribe, RetrievalNotify and RetrievalUnsubscribe

NF service consumer
subscribes and receives notifications
input: NF identity, long-term
credentials, callback address
(notificationURTI)

Access Token Request = scope =

ADRF

creates the subscription, sends notifications,
removes it
input: stored analytics records,
subscription store

Access Token Request

NRF

issues the OAuth 2.0 access token

input: authorization server role

A 4

nadrf-datamanagement:storage-read-
delete-subs

Access Token Response

A

RetrievalSubscribe, POST
{apiRoot}/nadrf-datamanagement/v1/
data-retrieval-subscriptions =

RetrievalSubscribe, POST
{apiRoot}/nadrf-
datamanagement/v1/data...

notifCorrld, notificationURI,
timePeriod, anaSub | dataSub |
dataSetId

201 Created

check access token
token signature by NRF, scope, audience

create subscription
subscriptionId assigned, subscription stored

201 Created = Location:

A

Retrieval Notification, POST

.../data-retrieval-subscriptions/
{subscriptionId}

Retrieval Notification, POST

. {notificationURI} {notificationURI} = notifCorrld,
- timeStamp, anaNotifications | dataNotif |
fetchInstruct
check notifCorrld
notifCorrld against its subscriptions
204 No Content
>
RetrievalUnsubscribe,
RetrievalUnsubscribe, DELETE DELETE
.../data-retrieval-subscriptions/ ../data-retrieval.... ‘

{subscriptionId} = subscriptionld in the
URI, no body

204 No Content

check access token

token, then remove the corresponding subscription

<
<«

stores each notification and answers 204 No
Content

holds the subscriptionld from the Location

header and removes the subscription with a
DELETE

created the subscription, assigned its

subscriptionld, posted notifications to the

notificationURI

removed the subscription on the DELETE and

answered 204 No Content
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Access Token Response = token(scope,
subject = the consumer, audience =
ADRF)

issued the access token for the retrieval scope

with the ADRF as audience
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An NF with the retrieval scope removes another NF's subscription by naming its subscriptionId
NF service consumer A ADRF NF service consumer B
victim, holds a running subscription removes a subscription on DELETE adversary, holds the retrieval scope
input: NF identity, input: stored subscriptions input: NF identity,
long-term credentials, long-term credentials
subscriptionld of it... its own NF identity and its own access

token with the scope
"nadrf-datamanagement:storage-read...
the subscriptionld of A's data retrieval
subscription, an identifier the
documents require neither to be secre...

RetrievalSubscribe, POST

../data-retrieval-subscriptions RetrievalSubscribe, POST .../data-retrieval-subscriptions _
= notifCorrld, notificationURI, g
ds1
201 Created
< 201 Created = {subscriptionld}
RetrievalUnsubscribe, RetrievalUnsubscribe, DELETE
DELETE .../data-retrieval-subscriptions/
.../data-retrieval... {subscriptionld) =
subscriptionld = A's
subscription
B's access token
no body
204 No Content
>
still believes it is subscribed and removed A's subscription on B's removed another NF's retrieval
receives no further notification request because the token covers the subscription
never learns that the subscription is operation and the request named the
gone subscription

B 2. FrERRIEEMN NF @ subscriptionId HBRS — NF (UIT R, MR 203; KA 203_owner,



ADRF BRI RIT EII 22 2501t

No document requires the ADRF to check who owns the subscription it deletes

NF service consumer A ADRF NF service consumer B
emoves subscriptions adversary
input: NF identity, input: subscription store input: NF identity,
credentials, subscriptionld credentials

own NF identity and access token with
the retrieval scope
the subscriptionld of A's subscription

RetrievalUnsubscribe,

DELETE RetrievalUnsubscribe, DELETE
.../{subscriptionld...

204 No Content

»

its subscription is gone without any removed A's subscription on B's removed a subscription it does not
notice request own

& 3. A M SR EESK ADRF fa s & AR B MR G, MR8 205; K di& i z03_owner,

WABB S, BTN, RKiERTT NF S 51T — 47 #%; EMFR Individual ADRF Data Retrieval
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An NF that names another NF's callback address and correlation identifier has its notifications accepted there

ADRF NF service consumer B

NF service consumer A
creates subscriptions, posts adversary, holds the retrieval scope
input: NF identity,

long-term credentials

victim, subscribes to data set ds1
notifications

input: NF identity,
long-term credentials, input: stored analytics
callback address records, subscription store its own NF identity and its own access
token with the scope
"nadrf-datamanagement:storage-read. ..
the callback address of NF service
consumer A, a reachable network
address
the notifCorrld value A uses, which
only has to be unique per consumer and
need not be unguessable
RetrievalSubscribe, POST
../data-retrieval-subscriptions RetrievalSubscribe, POST .../data-retrieval-subscriptions .

= notifCorrld, notificationURI
= A's address, timePeriod, ds1

201 Created
< 201 Created = {subscriptionld}
RetrievalSubscribe,
POST RetrievalSubscribe, POST
Jdata-retrieval. .../data-retrieval-subscriptions
= notifCorrld = A's value,
notificationURI = A's address,
ds2
201 Created = {subscriptionld 201 Created
of B}
Retrieval Notification, POST
Retrieval Notification, POST {notificationURT} {notificationURI} =
- notifCorrld, timeStamp,

analytics of data set ds2

204 No Content

delivered the notification of B's its notifications are accepted by A

accepts a notification produced for
B's subscription as the notification subscription to the address B named
of its own subscription
stores analytics about data set ds2,
which it never subscribed to

4. 487 55— NF B[RRI OCRARIART Y NF, HOBAI R EIREPEER, M5 D01; i i do1_own,

The correlation identifier alone does not attribute a notification to its subscription
NF service consumer A ADRF NF service consumer B
sends notifications adversary
input: NF identity,

victim
input: subscription store
credentials

input: NF identity,

credentials, callback
own NF identity and access token with

the retrieval scope

address
the callback address and the
notifCorrld value of NF service
consumer A
RetrievalSubscribe RetrievalSubscribe =
[forged] notifCorrld = A's value,
notificationURI = A's address,
ds2
Retrieval Notification, POST {notificationURI} Retrieval Notification, POST
<t {notificationURT} =
notifCorrld, analytics of ds2
204 No Content N

delivered to the named address its notification is accepted by A

attributes B's notification to its own
subscription
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NF service consumer A

notification of its subscription for

ABB, 7E NadrfDataRetrievalNotification 457 subscriptionld, 23K {H 78 #H Y I%RIA

accepts analytics of ds2 as the

A consumer accepts analytics about a data set it never subscribed to

ADRF

victim, subscribed to ds1 sends notifications

input: NF identity, input: subscription store
credentials, callback
address

Retrieval Notification, POST
{notificationURI} =
notifCorrld, analytics of data set
ds2

Retrieval Notification, POST {notificationURI}

sent the notification of B's
subscription to the address B named
ds1
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NF service consumer B

adversary

input: NF identity,
credentials

own NF identity and access token with
the retrieval scope

the callback address and the
notifCorrld value of NF

consumer A

RetrievalSubscribe =

notifCorrld = A's value,

notificationURI = A's address,
ds2

its data set reaches A

service
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RERSH T HL AT 15 i L A5

10



ADRF #UERZRIT 12 204t

AR REEN NF a] A BRTf & 0% 5 ) subscriptionld FIK: 21T 4 : DELETE W IZARRLT, 1M

ADRF &E ARG, J5REITFATE &SR RIZITH, MXAFHE—-MEE B OB ETE NF,

o SR R (1R BIEARR: 2 AR

o PMEAP: EHI TS 29.501 4.10 FUESREE(V 1% AP B EARSIN, FF4A TR IIHAT) 551

o TESCHRRHPUERA: RERRf, ATRIEIR S ts-29-501:1801

o AR B RE UL 32 FH B subscriptionld; SRS A AL T ZR EARIEN, ; A% H 4 ADRF
FrERRRE, KR SIEEE,

o [—2#: 7 ADRF HIIAFTEBUEEFEHNISIT, AN HHIEER.

S05: HR{HiT B J Jei@ Al

1t ADRF I FEH (8% ) terminationReq) ZJ&, FEFXf 1% subscriptionld /=4 # iY@ A, |H
subscriptionld L ANGE PR il A& MHIRR EIE FH o

ADRF TEB S5 2 fife & HABRIRIC, FIAEXMERA ) N T EEBBRINIT AR~ H; IE%1
WEDR B — D FER, ERar@AESRZaTHE, mr ariX G WA S X EIFR
WhE.

o S5 ANRIIK; [EIEFRA: HSr; AOREEMATA

o MMEMK: BFRAPEBORBEAE; HER T ADRF R &R,

o TESCAEHUERA: ANBAH

o KWL TTTRSBRZ BRIARPAIARIC, A SEIERIMBR, ; BERSEARNF EIX MEE R ek Rk,

o fefRok: YENFF5K, ADRF BERIT BG5S EAEAL

o = —EFERL RIFTRAEGEY], FRREN CEERIT FANEMA N B2,

RO2: B R 22 —IR

[Fl—1Z 4@ HH ([F]— notifCorrld 5[FR—NE) fEHERECE 22 —IR,

ProVerif BEARGEIERH A RE I R IE B & AN B MT R R 22— MBHER ; eSS EIr e, mre

i, PSR SAEIBFIA A BRI, A% M B R T 18 2 2 ML

o SERL: TEEZE; [WEATN: AT, FRTH

o WMETC: RIIBEZER, RNILAZ BRI S A T e T A ZR P,

o TECFEAUERA: ASEHAH

o A THTRE MR N RIIBTT, KILTEENERNEE,, ; L b Y18 1 EE B S a0 25 44 F hn%=: fH
_IJ:O

o FRMRUL: —ZRIBHIE L HAZMEMIR, ProVerif f£1X HICIEHIE,

o = —/MMEHIEREN EFMEE M RIERL,

KO2: JBRIZF A PR B AETH 95 Ak

AT 5 fetchInstruct BRIEIEESRE/ 7347, FRITHIAVIHSRE S ADRF 5h, HAsSE (SHMETE NF) e
*&%O

Bk ADRF FIERIFTHIEZIH NF 256, LA REARPOEMI 2 HTEER, Sifa A CRENSE G
{ANF, {RIPORE &, Bt 2@ 2 Ersae 2| AR A BGL, X IR BRI 2O %4
BIESZN:I8
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o G55 plaZ; [EIEFRIA: 2, AREHATH

o YMEH: AEHARHLUEMIER, HXAHE EC NF SIRNBEEE RO, (B eSS,

o TEXCHRHPUERA: 2. SCRFBVBERAGIE : s-33-501:2871

o AR BATALE R TE AR AL AL SRR A D I8 R EE o 20 ORI, 5 EXEIHE 2 DL A

Nadrf_DataManagement_RetrievalRequest B A BHE A EERITE R,
o N MEFMATCTE N —2; BURIERIE R S b L B B IE SR

KO01: Vi 2 A # S

Wt B R S HIRPUIRSS 2525 & A % OAuth2 token (7 scope 5524%) o

EAEEAHRFS PA NRF RE L 41 NF B MdEsZ, R W28 2o 3 F1 HoAtl NF # i g st S Ha

WAL, WIS NRF &K %4 H IR,

o ZEH: pia7; [EIEFRRA: JE; BIH

o UMEMK: EffIA T OAuth 2.0 ZRELRFIAMNE, A HTHIEE A

o TESCHRHPUERH: B XRRHIIUEHAAIE : rfc6749:2870

o KW DRHAS BRI AN ATIER NRF %44, ; HER T ANENE,; SHEENA SN ZRIE
IPERR, A EIX B A5

° —F_ﬂ: %o

U01: JEMI S EIREOR E AL 5

JEXIHY notificationURI 5 dataStoreld 5 6@ 1% 1T FIATH P E 18 ME—5, HAIHAHAMITH,

TH B P REROEEE 2 MR TT B I ER SE R A a5 51, (B9 B T RIRYIERD, Ro9i@kl = A 55— NF A]

AETE A AR IRFRARIRIT B, B AT T AT SR EIE AR IR . B SE A7 Y2 I8 FI R 28 21 7 2%

EieEMHIE, X E R IR R O T RER R AL,

o R AEGL (1 k¥ ; BIEFrR: #5r; AR AT H

o MEH: ERFEIRHESHEAEIE R EMEMERARER, XIERwmESTFEEDN,

o TESCHRHUERH: AHAHH

o KW THP%E 1% notifCorrld VUECIEA], WA SCAE R AIIEMN, ; BIEEIRRTF A BB, X
1B IR SRR E iY

o N2 TEIEAIHHETT subscriptionld FHEE#TIZL T,

U02: JEHIES HiTR eIk

WA BT ADRF HJE TiZIT 5, BUMEIZIT FA =2 A,

R ZAEME R — L H LM, R ADRF @A, 6 MR E IR EEARIRAT, KR #

WEEN NF, SRIFES 528, HRE BN E, ZEHEE 2 NHE T RmA R ; mhHE

BZEBRZ EEMEL, (MOZRNEE S TELL R,

o Z5H: Holds; E&EMEIE THA: /&; RiEEMFH

o UME: W, RIFS I BN TR AT SEUERE; 58 ARIEHAIE,

o XHEHAHEUH: B, XHAMIMNE: ts-33-501:2871

o HE: HTHHE R —WIBIT, RIHITRNERHAREIRSZMIPIER, ; F2NERRZERTT e R
T RA] TLS,

12
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o R BHIHHFE S, RIBERZ G2 EAENEA,
o N2 T4 A R AN A SR,

Z05: 5 NF Vi [n] SR B A B P
[l IA) (R) 5 NF 2 ) SRS AU RRTE s, AR m] A @ r L4 5

XhaLE A ME— RS2 OAuth 2.0 JulE, MEIHFAXPITEHRIESEE : A RRIEER NF #a] PO E

REB R AT LT BV A unsubscribe, Alt, ATt B SCREBRIGEIA B 2 4b, FHARZE HIES NF BRAIAIRITEE

s, TR R TIXE R TR,

o 5 Fails (1 (RKd7); BERE TR #o; mlEEMH

o BME: . ERE THPREREERE, FHEAEK AP RTHE X TR & A — R,

o SHEHHGHL: A, FHRIERIESC: t5-29-501:1801

e R BHREXHMMMBEMEMBR XL, MIFHBEB ST R, ;, 8
Nadrf_DataManagement_RetrievalRequest 52 HTF it (4 3 W B8 A AERB L R A

o ARE: B NF A POBEIEAR R RIBIE IR ERI D ATEUE, X —RESHARY M.
o TP KA RREGRIERRE, DARI A1 R — A [,
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Bk C: FESKMIMEIHERIE SR

UERASS A A BFRAYIE S BB, BRI FAIRIE R, Z2ERE T, DA IS 4
BRI AR o

Hin 40 n Al X Bl Fik

A03 proved a03_created 3 proved

A04 proved a04_sub 2 proved, 1 reachable
D01 proved d01_origin d01_own (holds_in_source) 2 proved, 1 attack
A08 proved d01_origin d01_own (holds_in_source) 1 proved, 1 attack
701 proved a03_sub 3 proved

703 proved z01_unsub z03_owner (depends_on_ambiguity) 1 proved, 1 attack
S05 reachable s05_reach s05_none (model_artifact) 1 reachable, 1 attack
RO2 reachable k02_reach 1 reachable, 2 undecided
K02 proved k02_secret 2 proved

K01 proved a03_sub 2 proved

uo1 proved d01_origin d01_own (holds_in_source) 1 proved, 1 attack
uo02 proved d01_origin 2 proved, 1 reachable
705 proved a03_sub z03_owner (holds_in_source) 1 proved, 1 attack

BT, oW & TERIIRIE; BRI RIVERZIUEASRS H:

Hbn  F5k Biis B i) pupilsl
A03  THZRERZAIE 201 Created ERIEFE T E H O KIER  network proved a03_created none
1T 37 3K P Y notifCorrld, notificationURI, B SN
subscriptionld,
A03  THEREREZMEA 201 Created H#ETIHTHE H O LIEM  malicious nf  proved a03_created none

T34 K H Y notifCorrId, notificationURI, FHEHEGHI
subscriptionld, E5%— NF $#f B Q. EIRRtUZa

.
A03  ADRF #ZM8 MTH#UEH NRF EMHAL BAKER  malicious nf proved a03_sub none
JOL L5 [A) 22 R NF 38 3K 1,
A04  [FE—ITERIER (MHEMITEEE. notifCorrld, malicious nf proved a04_sub none
notificationURI MIEHRES) NRWHEZ PN AFE
)LTI‘;ﬂO
A04 ITEIERY: ADRF $%2, XIE2BMRGEPRITRAE  network reachable k02_reach
ﬁgo
A04 A —iT B SRR N — T Bl network proved a04_sub none
D01 THERERZIELIEMEEH ADRF Z1%0), BEAHMFE  malicious nf proved d01_origin  none

Y notifCorrld FIMHE A EL, HAERBHEK,

D01 HPRERERZNEZEAES 2 H ADRF #3%E7% H.  malicious nf attack (holds_in_source)  dO1_own
HYREANT R &Y,

14



ADRF BB RIT FI =254

Hbi  F5k wiis % #ify pupilsl

D01 BRBHEZAERIERZH ADRF DAVH 2% & e/ network proved d01_origin  none
notifCorrld FIARZE BN AL IERY,

A08 HHIEZMEA RIA)E THERE QIEATE, £ 1~03)ET malicious nf attack (holds_in_source)  d01_own
H—MHERERIT T,

A08 NFEMBITHETCEILHRE 2 BEPHESR network proved d01_origin  none
JEFIAT R B S ADRF JEH], 45517 7H 28 & IEBRAY CAR
-i’/l:{ﬁo

Z01 ADRF #%Z S MERITHES S| NRF [A1EK NF 2%  malicious nf proved a03_sub none
M. EHATHEZIERE I PAZ ADRFE 52 A1 [H) AR r

701  ADRF B2 RIGEIT FIFEERERSZ 2| NRF [[iEK NF malicious nf proved z01_unsub  none
BRI PR RTEEI PUZ ADRF 32 AR5 14 Fi
HI7E 5

Z01 ADRF #2MEMTH#5Z %] NRF [iERK NF K14 network proved a03_sub none
FERHY 78 55

703 BRRRITHAE NF #2083 IT R NF IkSsiHE2: malicious nf attack 203_owner
o (depends_on_ambiguity)

Z03 ADRF HATEWEIMS KR EE LR L HINIERZEA S network proved z01_unsub  none
BERRRITIRFE N 204 No Content, [K A% 1E K470
W ETOERE IS,

S05  ADRF [A|E 71T Y notificationURI A& JEAE ZRiE A, network reachable s05_reach

S05  ERSBREVIT A=A AT ARl im &l network attack (model_artifact) s05_none

RO2 HEREBSZEINHITRGZRIER, KFIAE] THR  network reachable k02_reach
WHIETE.

RO2 (HEAENEMIRNEZEZ —MBEHAE, Ft—M#  network undecided r02_once
FNNA PRI IR

RO2 {HEENBMIHEZEZ —MEMAE, 51 malicious_nf undecided r02_once
NF £56 B C BN U2 tt,

K02 JEAIMAEAZF)IE ADRE FIHEBGZIEAIMN NF Z5MY  malicious nf proved k02_secret  none
TSR, EAE(T NF DL E T A 1511
ﬁl\ﬁo

K02 [R ADRF FI#GERIHT NF 25, (EMSLAEASEHIE  network proved k02_secret  none
HIM .

K01 A HRIIRSG 23R A% NF 25 & B HHE 2 AT malicious nf proved a03_sub none
18, RIS E FEAHAD NF SCEHE S B hiE
BRI,

KOl A HIRAUIRSS # R W% NF 25 A S s (T network proved a03_sub none
1E,

U0l  #EEZANEAIR SRR IS T REdESE S, HE  malicious nf attack (holds_in_source)  d01_own
notificationURI J&3 F LT [ notificationURI,

U0l  {HZRE RSB RIBAI% 2 L5 E R notificationURI, network proved d01_origin  none
HEAEA S ZNRAEAA AR,

U02 (HEREREZINEZIEHIEE ADRF IIHESGEA], REME  malicious_nf proved d01_origin  none
B, B IH 2R R notifCorrTd,

U02 HEREERSZBHERREITE, WA THFREY:  network reachable run

HR T RS BRTE T

15



ADRF ¥ 21T 12 2 2 HT

705

705

Fik
BEARABAE SZ B AT 2 ELSC A ADRF SR, HIH2&RE

JERBRHEAT Bl

FEFT TR SRR AR A7 A — ZREPERLN,  BHIE— NF
ARS5 HBREREBR S — MNH BB AR RIT I AT RIS
R ME—FIRBURN SR PP 20

(LRSI & BEARELT AN RERSERIT I, [KD9IX P
FHERAEART 22 NRF A5  NF SEA

Ydi#

network

malicious nf

network

%

=

proved

attack (holds_in_source)

proved

d01_origin  none

z03_owner

a03_sub none
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P ) B 1y ANl

LLM 73t & ARYE SR o SRR R M BIZE 45 ProVerif; 55 3 11 FR &P 45 SR AR 2 IE B 4% 1 [|]

e

= o

ProVerif+ Agent 2 1ifi session-20261114T231523, 2026-11-14, IRZA: B5EK, B : deepseek-v4-1-flash-
261017, #¥¥: 53, UEAAZS 4, SKPRkERS 18 708, PRAH 0.114 T,

ProVerif: 11T 69 {XIERH, 67 IREHIE, 2 IREER, 2s, o3k 30 PDEZ,

i 72

Y
JiA
SrHTiEIE

AEIEFEIN

JEC

ADREF data retrieval subscription
19.7.0

&5 EAZfiEIIE UE B4 analytics Id5%; RetrievalSubscribe/Notify/Unsubscribe, 4 & &MEEHE
Ko WIWFAIETC SUPI/GPSI 97332, RREHES NICREH R,

SR NMEAREN T AL 2SR 724, WHTERERmmRL FloL, TEEERM
Jaimi, BEBUAE TLAME/EFEH],  [EE Rel-19, 73 AIlX 3 IMBM Lk thE 56 H S
RS AT NF; TLS MBS i @2, &75 NF AREEREAM NF /Y TLS &8
OAuth2 subject/audience/scope/expiry & TLS S5 E KL ; AR5 scope 1~ HBNEF T
TEFRE R, HUARARERAIE MR, ARRRESEamE LR E. BnEiEE APL it
&, TR SGLL, IR TH native Word FASTHE B8 S EN IR, ARIRMNARZMFFRE
RN HMS IR RV R, [HETRAFE R TR, FRER I HRERORIE Y MER S s B HARE I
ERRIREE IR,

KB NHIENTH 447 NS RECHATT (331824 F941) . AMREH s0001 2 A5 | FR 2 XL
JFC BT —

I AT RRAE A SRR R -

i et b

main 4226 Nadrf_DataManagement_RetrievalSubscribe i 551
main 4.2.2.6.1 iR

main 4.2.2.6.2 TESRASZRANTT B R s 73

main 4227 Nadrf_DataManagement_RetrievalUnsubscribe JR55151E
main 4.22.7.1 fikid

main 4.2.2.7.2 TRRAMBR A B AT AR FRAT B

main 4228 Nadrf_DataManagement_RetrievalNotify HR 5515 E
main 42281 iR

main 4.2.2.8.2 KT EIT PIRE s s A B A

main 422.83 KT RIVRE R NI ) 5 55 734 ) Ja R

main 5.1 Nadrf_DataManagement [k55 API

main 5.1.1 515

main 5.1.2 HTTP A

main 5.1.2.1 IR
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e

X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

ot

E=81]

5.1.2.2

51221

51222

5.1.2.3

5.1.3

5.13.1

5.1.3.2

5.13.21

5.1.3.2.2

5.1.3.2.3

5.1.3.2.3.1

5.1.3.2.3.2

5.1.3.24

5.1.3.3

5.1.3.3.1

5.1.3.3.2

5.1.3.3.3

5.1.3.3.3.1

5.1.3.34

5134

5.1.34.1

5.1.3.4.2

5.1.3.4.3

513431

5.1.3.44

5.1.3.5

5.1.3.5.1

5.1.3.5.2

5.1.3.5.3

5.1.3.5.3.1

5.1.3.5.4

5.14

5.14.1

5.1.4.2

5.14.2.1

5.1.4.2.2

b

HTTP FRifEhrsk

R

A
HTTP A& Xhrk

VIR

ipa

VEIR: ADRF $UETE#IC %
R

VHIRE X

VIR 77 1

POST

GET

YRR T SR

EIR: P ADRF HdEEME DS
iR

PHIRE

VRIRbRHE 7T 12

DELETE

VR T SR

YEIR: ADRF BUEKRITH
Eiipuy

VHIRE X

GRIRbRE 7T 12

POST

VR T SR

YRR BN ADRF BRI
Eiipuy

VHIRE X

VRIRbRE 7T 15

DELETE

YRR T SR
TERBRGHIRAT B E AR(E
R

#{E: request-storage-sub
R

Bz X

18
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X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

ot

E=81]

5.14.3

5.143.1

5.1.4.3.2

5.1.4.4

5.14.4.1

5.1.4.4.2

5.1.5

5.1.5.1

5.1.5.2

5.1.5.2.1

5.1.5.2.2

5.1.5.2.3

515231

5.1.5.3

5.1.5.3.1

5.1.5.3.2

5.1.5.3.3

5.1.5.3.3.1

5.1.6

5.16.1

5.1.6.2

5.1.6.2.1

5.1.6.2.2

5.1.6.2.3

5.1.6.2.4

5.1.6.2.5

5.1.6.2.6

5.1.6.2.7

5.1.6.2.8

5.1.6.2.10

5.1.6.2.11

5.1.6.2.12

5.1.6.2.13

5.1.6.3

5.1.6.4

5.1.7

b

#/E: request-storage-sub-removal

filiiR
BefEE X

#/E: remove-stored-data-analytics

Eiipuy

BEE X

TR

LifBen

K2R IE AN

Eiipuy

H#% URI
BT A

POST

ADRF H%1@H]
Eiipuy

H#% URI
FEETT A

POST

Hlfa

ia
SR

<
hafl3

2

NadrfDataStoreRecord

b
B2

Bk
i2 | HE

2

NadrfStoredDataSpec

. DataSubscription

b
i

i

StorageHandlingInfo

b
2

: NadrfAlertNotification

21 NadrfAlertNotificationResponse

2A1: DataSetTag

(DL EE ity e

fifiiR A R R B R A & B R

FHIERALRE

. NadrfDataStoreSubscription
NadrfDataRetrievalSubscription
: NadrfDataRetrievalNotification

. NadrfDataStoreSubscriptionRef

19
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X
main
main
main
main
main

main

ot

B

5.1.7.1

5.1.7.2

5.1.7.3

5.1.8

5.1.9

5.1.6.2.9

b
iR
PR R
IS 1R
Rt

zE

T5 s o v /R S A B AT E AL B9 P W H B
RetrievalSubscribe/Notify/Unsubscribe, EMEIMBEIERE, BAIHIETC SUPYGPSI HY733, NREME AT
PRI

X RESCRR R T

S EWZHT, i R ELIRIPE S 85 S0 B SO P H BRI RIRE — X i), SRR, PEBRT A
A DL SRR L5 J 0 A 8 BRSSPl HE Az BLE SR Fh S AR 7

@ EfFMEMIE UE & analytics it % ;

ID R PIEA B sk

A03 ITHIIERSEOIEMITIRCE NFRSEHRES THPRE R I% 50003, s0009,
ADRF: {H#tEW{EHAZ  NadrfDataRetrievalSubscription, %7 s0015, s0019,
J%H notifCorrId., notifCorrld, notificationURI, timePeriod B,  s0023
notificationURI AT #]N A anaSub/dataSub/dataSetld Z— (s0009-
HIERHEFHERZM 201 s0016); ADRF GIZITE, 20
Created HIARLE, H subscriptionld, FFIR[A] 201 Created, Ff{H#
ADRF f{SHATEZI)3E  /”RM Location 3k (s0019-s0023), TS 33.501
Kok BAURSS A iR 5.9.2.1 BRI 2E 547 E Z RIHELTRUATA
VEFZAX ) NF, IF (ts-33-501:2871),

A04 1T [R5 IEH g S ADRF #MHIEEE TS ADRF fEUREI POST IR BIFEFTT HH2E s0019, s0020,
R, WERFMEELMI®  subscriptionld (s0019-s0022); THZHFRAFE 50021, s0057,
Fl: —MNEREIE—MT  AEEFIIFIZE 204 (s0057-s0059), SCREA 50059, s0325
B, —ANERREEEZ—  MUEBTEBGIN; notifCorrld FYME— (L E
R RATAE T TE T FARRE (s0325),

D01 @Ik EH ADRF NF IRGFIEHEHEE1  ADRF MIAH s0040, s0045,
W52 1 Retrieval Nadrf_DataManagement_RetrievalNotify 3 s0046, s0057,
Notification 3JJHH ADRF POST NadrfDataRetrievalNotification, A 50059
FEHABFEMTERAIE,  #E7 notifCorrld, timeStamp PAK
P IZIT [ AY notifCorrld  anaNotifications/dataNotif/fetchInstruct & —
HEFRARPABL, (s0040, s0045-s0051) ; TH & 1 il i%IEA]

FIRIE] 204 (s0057-s0059), SEEEMTICLH
SBI f&#i% 42 (ts-33-501:2871, s0266)

A08 JEFIETHA ST NF IRS5IHRE : #%E>  notifCorrld HIHZRETEME, HXZE NFAR 50015, s0045,
RLEEMUAE FHAER S AT REARRE— (s0325); JEH  s0046, s0325,
T, AEETHMIT #27 notifCorrld, #EFREZMTHIELAHR— 0328

B, AR T A 2R
HHITT,

20

[E]3 URI IS (s0328); notificationURI
SE T SE IR IEA] B ARtk (s0325),
RFC 6749 10.15 50 ri 7118 3K 77 $2 (L ag
R IEFEARIIXS (rfc6749:3154)



ADRF ¥ 21T 12 2 2 HT

ID

201

203 {UTFARTA & AT BERIZIT I

S05

R0O2

K02

K01

uo1

uo02

205

R
BAE TR Z A A 2

BUHEIT Bl e JCiE R

(52 STVIESEZE-S- e/t

AR R B AR TH B A

ViR AT HE S

RS BARROR AT P AL

BAIESLHITHEZ R

5 NF V77 SR A ML MR

i

PUEL

ADRF {5 HiEZ1 &1
KB IT B 1E R B A
M558
Nadrf_DataManagement
API DA GEHRAN; 79
BBV IR ER TR A

ISR

AT NF ARSS
W B— NF RS
W, RfRrE BER
RIGEINAE R AR,

WABERBRIZIT .,

NF IR&5EPE: 1

ADRF BERITIH (204 No
Content) B{iERZK G,
EULENZIT BB,

NF ARSI & HLHE —
Retrieval Notification FYE&
SE: Rl IEAISH AR
AT SR IR

BOBFIR AR B

(anaNotifications,
dataNotif, fetchInstruct)
Xf Bk ADRF FIEIT IR
NF R&51H & Z SN
SRR, BAEHME
% NF FIMZ8 i

FRUIRSS AR/ M4
Wi H s A NF
S HH AR E K
AR,

NF R&51HBRE : ERIAY
notificationURI FlFfTi# 3K
HIEEE &8 T H A ERIT
B, Hiz@mrauas)
HATT B,

NF ARG IETRE . P
RYIEHI T ADRF AT
A, HITH—BERER,
AT R B AR R

2

ADRF 5 HAth NF k%578
P WL NF AT 3EEE
MR A7 B 1E ADRF FH95
B DA Eofth NF B3T3,
DARZ AR K B ATk

SRE B

VIRIAT B OAuth2 & i % 3 77 2\i%
I, NRF 524 BAUIRSS &%, TH B NAESE
FIIRSSHIEREN R (s0372-50374) 5 JEFE N
"nadrf-datamanagement" I "nadrf-
datamanagement:storage-read-delete-

subs" (s0375-s0377), RFC 6749 10.3 #5tH
RIRARSS SRR E LB AL TR E
% i (rfc6749:2879) 0

%} Individual ADRF Data Retrieval
Subscription f DELETE {¥4£ URI A7
subscriptionld, JCi&FK{A& (50032, s0205-
s0208) ; XHAZIRIEL I HE—IZAUZ
API VU, %R
RetrievalUnsubscribe #E (s0377); TS
29.501 4.10 fs MRS RIEE G FITER
U ANZARSS BT 2R e, HEEX
PERT A YIIMERAUR  (ts-29-
501:1801),

% DELETE J&, ADRF NAZKRHEMNIT

FiR[E 204 (s0033-s0035) ; terminationReq

FORT LS T A S E A
(s0328),

THEE MA@ IR 204 (s0057-
s0059) ; JEHIIETF timeStamp, {HXHREAM
TEEBASIIFLN (50046, s0047),

JEREHER AT, BEESREEES (s0045-
s0051); XRRAVEMLIHEHG R, K#i SBI
e TR RN (50266, ts-33-
501:2871),

TH PR E N AR RS BT NRF ZRECA h
(s0372-s0374) ; RFC 6749 10.3 TR SRR

BEWARIAT AR, BSEIE M
(rfc6749:2870), 10.10 FRBHA -5
(rfc6749:3032)

notificationURI 71T [5&] A A 3EI, 2 i@ A

B AR (s0325); ADRF [AURENH

notificationURI $AfT POST (s0045) ;

dataSetId JEFEFT 17 I BRI id 7%
(s0325, s0014),,

ADREF [f] notificationURI & J%J@ %1
(s0045) ; THZREZBIZIEH] (s0057) ;

DELETE #B&1T (s0033-s0035) ;

terminationReq ¢ 1 f542IEA] (s0328),

RN APL 24 H B ME—FZ AR 2
OAuth2 JUEIES (s0372-s0377); TS
29.501 4.10 fe RSB KIC B K= TG H
BOAIRZARSS BT B 3 — DURlE, HAER
SRR I AT BANER (ts-29-
501:1795, ts-29-501:1801)

ik

rfc6749:2879,
s0372, s0373,
s0375, s0377

ts-29-
501:1801,
s0032, s0033,
s0377, s0200

50027, s0033,
50034, s0035,
s0328

50045, s0046,
50047, s0057,
s0059

50045, s0049,
50050, s0051,
50062

rfc6749:2870,
s0372, s0373

s0014, s0015,
s0045, s0325

s0045, s0057,
s0033, s0034,
s0328

ts-29-
501:1795, ts-
29-501:1801,
s0372, s0375,
s0377
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ADRF B R1T BRI 2 2047

T A AN TR R AYTE B O SRS R E .

MR ERIR, BERAM

i TSR BRI R (T 20 Bt AT

BRI, $E 398 Br; BN BRI T R BN

MR, BN EGEE M, RENTLEARE, T 42 B, %% 356 B, FIWIELE B ¥4 B AR L 1 22 5 g5 A ik
i FBIERZE T A,
BE Ak EN IR
PO01 £  rfc6749:2778- A R AR OAuth 2.0 Z2FEN5|F; CiOREERAHMHE, KAK AP
P002 2786 M ATAnT B FRo
P003 £  rfc6749:2790- 701, K01
P006 2823
P007 £ rfc6749:2827- 701, malicious nf
P010 2850
PO11 &  rfc6749:2859- K01, Z01, Z03
P015 2881
P016 &  rfc6749:2885- KA RAER W%A% A AP R I IR, Ao AT IR A A il
P021 2917 2
PO22 &  rfc6749:2921- A R B AR ARG ; BT A AP I i R AL,
P025 2943
P026 &  rfc6749:2947- 1A Rk B AR FASIRAE B E A URT R, ISE ZRE, A EER
P029 2980 Uit o
P030 £  rfc6749:2984- BHEFRIRER FIRFTE & AN, NRF @R i SRS LS, BER
P033 3003 FTEE&ES S,
P034 £ rfc6749:3013- K01
P035 3019
P036 rfc6749:3023- 701
3028
P037 £  rfc6749:3032- K01
P039 3041
P040 £  rfc6749:3045- ERRIR EAR AT ERE R P OIS, AR AP HIEREHP, WgaE0
P042 3066 2
P043 & rfc6749:3070- WERRIR BAR DY as s _ERES U IE R OiE; A E I A, i RO
P048 3110 21,
P049 &  rfc6749:3119- A R B AR FATUA_ L S35 g TR HLES APL
P050 3138
PO51 & rfc6749:3142- IERASR AR T BRI IEN R TG, JoikmfFS iU E )X L&
P052 3150 AT,
P053 £ rfc6749:3154- A08, U01, malicious nf
P054 3167
P055 £ rfc6749:3170- 701, Z03
P062 3210
P063 ts-33-501:2491- ETEREIN UE 5452 FIfE ASINAS _ERIREZ:; Fiorniy AP I%E HikW
2491 o
P064 &  ts-33-501:2495- RIETEEIA UE 5RS5 M8 2 [IRINUERIRA; £S5 e NAE UE. B &
P072 2511 97 o
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Bk

PO73 &
P074

PO75 &
P078

P079 £
P089

P090 =
P103

P104 &
P110

P111 £
P125

P126

P127 &
P136

P137 &
P147

P148 &
P156

P157 &
P158

P159 £
P162

P163 &
P168

P169 £
P176

P177 &
P178

P179 &
P196

P197 &
P198

P199 &
P207

P208 2
P213

P214

P215 &
P220

P221 F
P227

p228 &
P234

Ak

ts-33-501:2515-

2517

ts-33-501:2523-

2529

ts-33-501:2533-

2553

ts-33-501:2557-

2583

ts-33-501:2587-

2599

ts-33-501:2603-

2631

ts-33-501:2637-

2637

ts-33-501:2641-

2659

ts-33-501:2663-

2683

ts-33-501:2687-

2703

ts-33-501:2707-

2709

ts-33-501:2713-

2721

ts-33-501:2725-

2735

ts-33-501:2739-

2755

ts-33-501:2759-

2761

ts-33-501:2767-

2805

ts-33-501:2809-

2811

ts-33-501:2819-

2837

ts-33-501:2841-

2853

ts-33-501:2859-

2859

ts-33-501:2865-

2875

ts-33-501:2879-

2891

ts-33-501:2895-

2907

N
AMETEEN

PMETEE

METEE

AMETEREIN

AMETEREIN

PETEEAN

AMETEREN

AMEEEA

AMETEEA

METEE

METEE

AMETEREIN

AMETEREIAN

PEVEEAN

FAETE R

AMEEEA

AMETEEA

METEE

METEE

AR EFR

A03, D01, Z01, A04,

malicious_nf

701, K01, malicious nf

AMEEEN

IR JEIR
AS/NAS FRIF VB A E R BRI RERT 4T APT A,

X UE f£ Uu LRYBEsK; BB FIREHEE UE &5,

UE 5 gNB Z [AINA P EARFIE SN, AT APT Z 5k,
UE 5 gNB Z [FI5EBEM R TERTHTHY APT Z4h,

1T REIEAZAETE UE MBI JEREININAE UE 8¢ USIM,
UE #C89TT P RRRARD SUPL/SUCT A3 ; {E551E € A S SUPIL 8¢
GPSI B9,

KT gNB ZRIEARIA; JUREINEH gNB,

UE 5 gNB Z [AIRANE; TERT3ATHY APT Z5h,

UE 5 gNB Z [HI5ERMIR I TERRZTHTHY APT Z 4h,

gNB HIE 5 O&M; {EATMHTHY APT Z Ak,

gNB NEBIESAE I, fERTHTHY APT Z4h,

gNB AR P A I FERT AT APT Z 5h,

gNB HIZZRIREE; 1ERTHTET APT Z4h,

gNB 1Y F1 f1 E1 #20; TERRS3HTHY APT Z4h,

X ng-eNB UK, FEFTHTHY APT Z4h,

ng-eNB 5 5GC Z [AIfE NG-RAN # O _LIEHUE M, SeREMERTT
FIBaRA, FHAEILAL T3 HTHY SBIAPI,

X SEAF UK, NEA AP IS 57,

X A2 BT R T P R FART SUPT ARIFEESK ; 5518 E A SUPT 8¢
GPSI 4532,

X AUSF #1 UDR fEINEEIR S HPE SR, A8 TR a8 APL

KTIZERGEXKTERERRIE; ERFEREMER, BRI E
H & NF FEUEZ SN R H AR,

NEF X i F DhRE 2
NEF,

B, Pt rid il AF, thivH
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B% Ak EN AR

P235 & 5-33-501:2911- AETEREIMN MRS IBEREAATH, a2 NF Z RN BB,
P241 2923

P242 &  ts-33-501:2929- RETEREIMN B E BE e, Pt iR s B R NS E R4 A,
P254 2953 %%& SEPP,

P255 £ ts-33-501:2957- ALETEREIA X N32 1 SEPP MIIEFrRIRI T MBSk, it 2% E SEPP,
P303 3055 EaEEESS,

P304 £  ts-33-501:3059- RIETEREIA SEPP Z [AIfE N32-f ERUEMERIF; Ao dr i i RS izsz 1,
P312 3075

P313 £ ts-33-501:3079- TETEREMN IPUPS AbXF GTP-U WIELIIE; e T A #rHY APL,

P314 3081

P315F  ts-33-501:3085- RLETEEA BIHE LG EMEEARIRTT; T il R A i,

P318 3091

P319 £  ts-33-501:3097- RALETEREA FOMBREENR, BB T EE,

P327 3115

P328 & (s-33-501:3121-  RAETEREIA [ [A] UE W AR AS/NAS 2 n] DUPERTRTECEE; YERINECH UE,
P337 3141

P338 &  t5-33-501:3149-  IFAAZRFAIAR T NAS/AS IR EIRARINRT; [RIBRYR S 2 AP SIERR S
P357 3189 AEAIERI AR, T HIX LB RIF AR AT 34T APL

P358 &  5-33-501:3193- IERASR AR T UE 5 M4 Z RIPERIEFEFRR,; FEEETCRAEFRIBERE, H
P369 3215 Fr o #T iy APT H B&A BIEVME,

P370 £  ts-33-501:3219- ALETEREIA X 5G-RG F1 NSSAAF JVEK; —HHAE ot APLINS 57T,
P375 3231

P376 £  ts-33-501:6540- RIETEREIA N3 #0224, R APT Z Ak,

P380 6548

P381 £  ts-33-501:9656- TETEREMN T FFRIRFFRRAAFI AR EAP-TLS; & TR 04T APL,
P385 9666

P386 &  t5-33-501:10893-  FAETEEIN IAB B ZE3K; R HTHY APT Z5h,

P394 10917

P395 &  ts-33-501:11439-  FAETEEIN MBSF 1 MBSTF %3K; TEATHTHY API Z 4k,

P396 11443

P397 &  ts-33-501:11899-  FAETEEIN NEF Z22K; o 2% A NEF,

P398 11901

S5TNZOIIE, BIUR & B &

6 TR E RAEIRZS 575 MZ R REZR TS, 321 T A& xR 1 I s 5%
HZEHIX NS 5T EARXME, SENT 2R, & 7RG R 5 T, RIAY 16 T, 15 #k B MR

ARG B—TUE2ZMEEZ AT KT,

ID 2578l B BhESRN A BRI
S01 NF fAR%5iHZE 257 malicious nf

S02 ADRF 257 XIS ADRF ZQIE, BHMMERIT RN —7; — B e, XEATNF
FEMEFE G E X FEde, FHSORAER RSN ADRF R XX S iR —
MERPEESR (TS 33.501 5.9.1 fERI—IZ2E /R NF 4T F—{E(E

[X, ts-33-501:2859),
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ID

S03

S04

S05

S06

S07

S08

S09

S10

S11

S12

S13

S14

S15

S16

S17

S18

S19

S20

S21

25781l

NRF

notifCorrld

notificationURI

subscriptionld

THINE

AL
lbSIE=2
timeStamp

OAuth2 token

scope

BN

token SZ A%

THRAS

anaNotifications

dataNotif

fetchInstruct HY[A]

B

dataStoreld

T

Bz i s

K5
557

fH

fH

fH

fH
fH

fH

fH
fH

{H

fH

fH

fH

{H

{H

Yodi i %A
FOE XRERRSY

malicious nf

KB/ HES

malicious_nf

Ri#H e RES

malicious nf

HOE LR

KB/ AEZS

malicious nf

KB/ EEZ

RiFEE A RES
BiH G HES
BHEGAHES

FOE RERRSY

T LR

PETEEIN

KB/ EEZ

R E S

AMETEREIN

B

NRF BEMNIRSS &, RAEE LR T E, EMaNEREREL
token, token MHBUETZE kK,

notificationURI J& ADRF A2 [a] H 5% F Bl ;e — P rlism
WgsHibE, FAEME, ARG S HIE T AR T gk &
EHERES,

PITESR BT B, BE SRANIN (R 2 RS AT B AR 32 0R7HY
HAEBOERKER (K02),

BATIETR K2 AR HIME; Wi R ERlEIRE K02 1458 3k
K, BEEARERCON AL AT IR BB i

AR AR T Ko2 AT s (VBT A — 887 1A EARESRE Bk
TR

scope AFREATTH, FBE token #5175 FIEEFFAREM T KL (£
Hia RMERIEEN,

token FYZZ A2 ADRFE HIATF & 471
token 52 AE ADRF FIAFE 173,

BRBOT PR A RELL I i K15 68 AT R (E Z SN 2R PG
S05 (IR, MiHEIRASHI PR TE,

IATIEALE K02 FrfR{F AR, Bedid R e Il EmkE i e
BmIEALZ K02 FrfR{F AT, Bodid R Bl Bk Mg E

F fetch $52 BB 53R FH 12 RetrievalRequest 1521E, (155K HHE
FRIEFR AT BT IR = s

BARSEARIRF N BRIk @4, (HEEAR APT R L[]
;BRI 2 K02,

Wi EFA R EZ A03 #1203 FrrIMEBTHIIT I, EERIARR]
I‘EﬂO

EFHER A ATIC SR A B 218 1d RetrievalRequest #EBEET, RS
SRR 8

BARTERAE S i B A PIER

BB frE e, BAERTERNZAERE; SMERMAERP —PBEE NS, BITi2IEn
SEIZREE PIZME A HIESR,; “TCER R EN R TUE N — N #, 1z MIES:
AR HIAESKAE HHE SR IL AL AN 23 TR R T RO M R I i

wikis ST LI et LI
network LS. Bl EFF. BRAILEHEE,

AR — 77 IR
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ADRF BRI RT

TRINZ RS

Wi

malicious nf

EEEEN IR

—G7E NF IRSHBEERNKIERE (L NF
B HEBAR., %A scope “nadrf-
datamanagement:storage-read-delete-subs” []
OAuth2 Vi) token), HIBITHIGARA; &
Al DAF 1% token Y& —1
Nadrf_DataManagement HR55#81E, HitHFEH
BIEERITFIY notifCorrld, FHEHEH
notificationURI, "EXEH1IE S — 1 NF HI[EI
sk (— PRIz HInE) DA% NF £
FHH notifCorrld A1 subscriptionld, [KJ7iX£E
IS SRR T SR M —{H AN SRS AT 5 Y =7
Py,

[R5

XRRAVHEMFFA 1% AP scope HY NF HR551H 2%
# 18 H RetrievalSubscribe, RetrievalUnsubscribe
A1 RetrievalNotify #F (s0372-s0377); TS
29.501 4.10 FlE, (XRS5 scope ¥ API R
B TR E AT IMIZIRS FITE RS (is-
29-501:1801), RFC 6749 10.2 /&, HiEHY
EIRAERER A DT, 1 TS 33.501
5.9.2.1 X WBAN 235 AT DAV [ WR N B3 IR AR AT
fATRR I (ts-33-501:2871), FBARIRFFAILT FIAR
TR R 2 B R ME—. MWAREERAR A
HIZRFER: notifCorrld“X T45 7 1 NF HR551H %t
#, BMTHBE—" (s0325), T
subscriptionld {X“ARIR—MTH” (s0200),

ik

ts-29-
501:1801,
ts-33-
501:2871,
s0325,
50200,
s0372,
s0375,
s0377

ID network malicious_nf
A03 | Ay2 [ AvA
A04 %2 [ AvA
D01 pava ERAL
A08 FRAT ENEAvA
701 DRYA AvA
703 [avA RRAL
S05 TER
RO2 TER ER
K02 [DAYA AT
K01 DRYA AvA
uo1 [avA RRAL
u02 [ AvA [ AvA
705 DRYA ENpAava
RSO H b

Source: 447 units, 331824 bytes, frozen in source-delivery-01.json. Targets: 12 approved (A03, A04, D01, A08, Z01,
Z03, S05, R02, K02, K01, U01, U02); the questions asked: 3. HAriF MR HJeiz HAR RIS L, KA --approve-

targetso

6 FIESOLERME (55 decisions: auto) FTEMIIRE, HfREX#:
« approve_package: It/ {3 £ protocol-bebad40bbab10b6aa5ff4a5h20e6f

A EAR G 1 ER (1 RKRE), 0.000 USD, i A 152803 tokens, #iiH! 5151 tokens, 202 #b,

KT UL AR L
HTE N HRG A IANA
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step targets features reason

40  A03,A04, plain_primitives, BRI RZSA. AHNEMRSBRNICHE, BRIz INEE EAREBUER;
D01, A08, Z01, many_sessions, THEATERENSIE, Kh ADRF, NRF HUEFIGCHSSEwE S, ERMRR

Z03, U01, other JRIETT A RO Wi es, mAE TLS <Xi%, H. subscriptionld 23 R4
U02, S05, R02, o —1E, Ktk A04 BIEEEAE—MAIPRRFF S8 2 b T B4 A&
K02, K01, Z05 (BRREAEZIEEE, B so5 F1 U02 G 1EERs) H— M iERIM— MEERIR

IRFTR, MAEREEARASHL, R AR 1 ok Tk AR E . ARSE
FE—NEFIRESEA! (Tamarint+ Agent),

MR e

IEERE GTH - J&RIE 201 M subscriptionld — JEA] — 204 — DELETE - 204) S7CHEEF2ERY;
AR T NRF token, —PMHEHFEREHEKRGERARE D NF, DUE—KITHE, +=1ERPE+
TMERREETATER, HPRZHZIENH: HBEEN 200 5HLRMEMEILE, ADRF Q%4
NRF X[ NF, & —FP 2@l 2 EL i EARBER, BRI A2 FREAEM NF, HEEE
fAR{ESFE NRF R A token NHHESZ,

S HUBHNL TSR B, BRI — DU N P IE— [ notifCorrld, T ADRF F§ B0 2]
T B 157 1Y notificationURI, K[t —> NF HEHEE 1 55— NF fYEIEHAE N HCEME, HIBHM R 1E
MR Z, HATZEEWITH, PRZEFEMNRERLSOHESE (D01, A8, U01), %, DELETE
F% T subscriptionld Z SMETALMINZ, Hi%H XAZE R ADRF RiIERK#H 5 A AT ILEE, Rl
AR scope {Y NF, HEREBULHIZIRIATT, WURERERS — > NF #UITTH (203, Z05),

R ARIAT: RO2 KM ProVerif 15515%E (JoER); S05 Al U2 BN T — F A5 T — D s AR BR AR
i, A04 HYEASTMEARE T #{H subscriptionld; f&Hi/EXTNM TLS FIZ4 NN AR, A4 av A HARIAR IR =
] ) 1) R 7 2 SRS B AYA] Tamarin+ Agent, FIREI (5f DELETE TR AR E, fEEHI A #EH
subscriptionld) ¥ AARZEIRSS Ho
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