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ADRF analytics record lifecycle: StorageRequest, RetrievalRequest, Delete

NF service consumer (storing) NF service consumer (reader) ADRF NRF
stores the analytics and later removes it approved to read the record keeps the records of the data store authorization server
input: its TLS credential and input: its TLS credential and input: record store with input: NF profiles, client
its access token its access token storeTransId and dataSetId credentials
token acquisition

Access Token Response

Access Token Response = token

A

record lifecycle

create record
check scope
create the record
storeTransId = new

201 Created = (record, Location:
/data-store-records/
{storeTransld})

201 Created

A

RetrievalRequest (GET
RetrievalRequest (GET data-store-records)
data-store-records) = data-set-id

lookup
find the record for the query parameters

200 OK = NadrfDataStoreRecord
(anaNotifications/dataNotif,
dataSetTag)

200 OK

Delete (DELETE
data-store-records/
{storeTransId}) = {storeTransId}

Delete (DELETE data-store-records/{storeTransId})

A 4

remove record
check scope
remove the record

204 No Content
< 204 No Content = no content

. RetrievalRequest (GET
RetrievalRequest (GET data-store-records)

data-store-records) = data-set-id of ~ - ==---=--=-=----=-
arecord it is not entitled to

holds the storeTranslId of its record holds the NadrfDataStoreRecord with the checks the token scope on every request issued one access token for the API
its Delete is answered 204 and the stored analytics keeps the record until it is removed, then scope
record is removed answers 204
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One legitimate credential and a data set identifier read and erase another NF's record

NF service consumer (storing)NF service consumer (malicious) ADRF
stores the analytics record legitimate NF, hostile keeps the records
input: its TLS credential input: its TLS credential, input: record store with
and its access token its access token, the data storeTransId and
set identifier dataSetId

its own TLS credential and its access
token for
nadrf-datamanagement:storage-read. ..
the data set identifier of the storing
NF's record

StorageRequest = StorageRequest o
NadrfDataStoreRecord -
create record
storeTransld = new
record stored for the storing NF
P 201 Created [observed] 201 Created = 201 Created
- (storeTransld)
RetrievalRequest [forged]
Retri quest = dat id >
. 200 OK [intercepted] 200 OK = the storing NF's
- record
remove-stored-data-analytics = remove-stored-data-analytics [forged]
data set identifier and time >
period
remove matching records
every record of the data set removed
204 No Content [intercepted]
- 204 No Content = no content
its record is served to another NF reads the storing NF's analytics; serves and removes any record the
and then removed erases its record requester names, checking the scope

only
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The token is not bound to the record: another NF's record is served to the malicious NF

NF service consumer (storing)NF service consumer (malicious)

stores the analytics record legitimate NF, hostile

input: its TLS credential input: its TLS credential,
and its access token its access token, the data
set identifier
its own TLS credential and its access
token for the API scope
the data set identifier of the storing
NF's record

StorageRequest

keeps the records

input: record store

NadrfDataStoreRecord

201 Created [observed]

create record
storeTransld = new

RetrievalRequest [forged]
Retri = data-set-id

201 Created = 201 Created

200 OK [intercepted]

200 OK = the storing NF's

its record is served to another NF reads the payload of the storing
NE's record
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record

serves the record to any NF with the
scope that names the data set

The reader of a record is whoever names the data set, not a party the storing NF approved

NF service consumer (storing)NF service consumer (malicious)

ADRF
stores the analytics record legitimate NF, hostile keeps the records
input: its TLS credential input: its TLS credential, input: record store
and its access token its access token, the data
set identifier
its own TLS credential and its access
token
the data set identifier of the record it
goes after
= StorageRequest .
NadrfDataStoreRecord -
create record
storeTransld = new
storing NF recorded with the record
RetrievalRequest [forged]
Retr quest = dat id >
200 OK [intercepted] 200 OK = the storing NF's
- record
its record is served to a reader it accepts the payload of the storing no check of who may read the record
never approved NF's record
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A storeTransld learned from the record lets another NF delete it

NF service consumer (storing)NF service consumer (malicious) ADRF
stores the analytics record legitimate NF, hostile keeps the records
input: its TLS credential input: its TLS credential, input: record store
and its access token its access token

its own TLS credential and its access
token
the storeTransld of the storing NF's
record, learned from the answer to its
retrieval

StorageRequest = StorageRequest
NadrfDataStoreRecord

create record
storeTransld = new

RetrievalRequest [forged]
Retri d; d >

200 OK [intercepted] 200 OK = record with its
storeTransId

Delete (DELETE
data-store-records/
{storeTransld})
{storeTransId} of the storing
NF's record

Delete (DELETE data-store-records/{storeTransId}) [forged]

A4

remove record
record removed

204 No Content [intercepted]
< 204 No Content = no content

its record is removed by another NF erases the storing NF's record removes the record named by the
storeTransId in the URI
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An NF's TLS credential and the access token the NRF issues to it stay known to that NF, the NRF and the ADRF
only; neither the network attacker nor another legitimate NF can obtain or forge a token for another NF's identity, so
it cannot act towards the ADRF as that NF.

NF fFEUE AN, NRF & & 452 2 A RIZ NF FITAL: W& /s — N a7 NF #IEHRS e, Fik
ZHEEIELLIZ S X ADRF 175, M IEEIHRABGEE FSLRESRS B RN, Fitix&EmitdE
B,

o S5 BOZ; PR EEAERIEE: 2; nTH

o MMEH: BIE—D NF AAWENFEYIZR T, #INT RFC 6749 A h T Z KL,

o NRRHHIRIA: B, HHIIUAAAIE : rfc6749:2859, s0369, s0373

o KHE: SHAIEUEHCERSTN NF SR ETREME, J HHR S NF B HEZX,
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ADRF 7 M iesRAE d A W22 2 it
A »
s C: FIKMIEHE 2
UERAER A A BARAYICSR : IRFIRZG. RBNZPRINER, 2EME TXRER, DU NREER T
Mr&HIHAIE,
Hin 240l 5t i) o Bl ETS
Z01  proved z01_get checked 4 proved
7203  proved z01_get checked z05_read (holds_in_source); u02 (holds_in_source) 2 proved, 2
attack
K02 proved k02_net checked kO02_nf (holds_in_source) 1 proved, 1
attack
D01 proved do1 checked 2 proved
S05 bounded Z{LAEEFF b_s05 checked 2 bounded, 1
F| 5% reachable
RO2 bounded Z{KAH/EFF b_r02 checked 2 bounded, 1
F| 5 reachable
Z05  proved z05_net_get checked z05_read (holds_in_source); z05_rmspec 1 proved, 3
(holds_in_source); z05_del (holds_in_source) attack
U01 proved do1 checked z05_read (holds_in_source) 1 proved, 1
attack
U02 proved x01_tok checked 102 (holds_in_source) 1 proved, 1
attack
U03  bounded ZE{LEEFF b_u03 checked 2 bounded, 1
o reachable
X01 proved x01_tok checked 2 proved
BT, BN R T IKAIERE; BT IKIE KB IS
Hbr 33K GiE % #Hil pagitd
01  HEYERTT RIS R2H NRF %% %5 [ network proved z01_get checked
— NF Y, ADRF A BN RetrievalRequest;
MLE B A FEA AR NF 48, RIHoKiE A
M&55.
701 HEYSIERITH R MRE NRF ZERAEARN  malicious nf proved z01_get checked
HJ, ADRE A 20BN RetrievalRequest; &
NF 2#ilks5, (HAREMH NRF 8 241¢ HOHS
H%O
Z01  #% storeTransId MiFr=ZAH#HE B S SHIRRE; %  malicious_nf proved z01_del checked
B NF HEA B ORISR,
Z01 f?ﬂ(ﬁ%}rﬂ(uﬂﬂﬂﬁ? WHAE H LIRS, %E  malicious nf proved z01_rmspec checked
F HEA B ORI,
703 HURMLHESEREAEECN: REEKRKEWNS  network proved z01_get checked
JZ H NRF 2R G E PRSI, HRA S
R
703  ERGPERDER NF FFAER: BREEDLECMS  malicious nf proved z01_get checked
1 E R T H
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203

K02

K02

D01

D01

S05

S05

S05

R0O2

R0O2

R0O2

705

705

705

705

uo1

uo1

Fik

LR EEIEARREILT: B RREN A IR
TERIIESRATE, R NF 1A B SR EdE 4
AIRIR,

LSRG E DB E TR TR E, BENFRE
—IK A 1% API YEEIIS L,

7 NF 7 ) 0 Hr A A £ 5 1% NF B8
VRSB E P, A S BEMA B,

55— NF LR RBAR RN &% NF RE: EBE
NF SR EHEIHERE SRIRTT, S pRssH 528

THEE T2 e —&KIC A S 7 & £ ADRF
I, H storeTransId, f#fifi NF FlFEHI4HF,

AL NF G BRI RIS R R ARAL: TH S8 T
ZWI2 ADRF fifidiids, EA—E R ey
g NF FrelZrics GHgERRIE 7iXx—
Ao

KPR < 5 R R 211G 2] 204 N E——H bR
HITEIEATIE,

ADRF MHFRICR )5, ETRRAARIREEA
w5 ETEMBRIN BT R RIRAS, FFAE RN B At
1T#ZR

MiBR G, JCIEHEER, ETRREARIREHA
A5 BE NF #A B OISR EERE SRR,

HE MR EZNE ADRF J5 2 #E4——H R
TR ATIE,

XAl — AL S IR MBR = BHE4S: ADRF it
FRORFFHIRE, BRI —SE BN ST ERHRT
Zflo

K E 55— NF RUEBUBRA 25 R iERZid
K, WARUAEFIHARILS,

RAYETR NF IR — NF i &6
Hifth NF BUFESE, Il Rtk SRt

RERETR NF LIRS — NF lIds; Eff
A HORERMSRE, % APTTER, PARIZIER
HIRESE SRR,

SRR AR NF TIEMIERY — NF BIICS; Eff
HHCKERMDM, DAZICS IR I,

R AETE NF JCi4% storeTransId iR — 1 NF
HICSE; ERFE HOERESR, HRAT
storeTransld,

BRETT P S2 N A TS A% NF DAHIF Y
storeTransId A RTFAEIT; WILE L AAEMIZR P D
Tk e MmN A,

BT R A7 NF LR NF; SBE NF R6 H
CHIE RN SRR USRS B ARIRTT .

Wi

malicious nf

malicious nf

network

malicious_nf

network

malicious nf

network

network

malicious nf

network

network

malicious nf

network

malicious_nf

malicious_nf

malicious nf

network

malicious nf
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a7

attack
(holds_in_source)

attack
(holds_in_source)

proved

attack
(holds_in_source)

proved

proved

reachable

bounded (ZZ{L{H/E
FFEI5 )

bounded (ZZ{L{E}E
FFE5 )

reachable

bounded (ZELAEJE
FFEI54)

bounded (ZELAEJE
FEI545)

proved

attack
(holds_in_source)

attack
(holds_in_source)

attack
(holds_in_source)

proved

attack
(holds_in_source)

i

z05_read
(z05_net_get #YJ
AHE)

u02

X

k02_net checked

k02_nf (k02_net
HIXS R
do1 checked

do1 checked

b_s05_ctl

b_s05 checked

b_s05 checked

b_r02_ctl

b_r02 checked

b_r02 checked

z05_net_get checked

z05_read
(z05_net_get 1
XD

z05_rmspec

z05_del

do1 checked

z05_read
(z05_net_get 1
HHE)
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Hbs  F5k il [Ef=3 #ify R

U02  ISRECRIMNER A B B 7527 5 X R EIIA R, =& malicious nf attack u02
REME MK, %R NF R —5KE & 1% AP U (holds_in_source)
ZhL

U02  BEECFIMBRER TR AR ; MSBEERANRNFE Y network proved x01_tok checked
], DRI MRS TR

U03  {HPE RO R LIEXN B G KRN Bk % network reachable b_u03_ctl
2; ZEMRFTRNTER AL (ADRF M E8LE KT
R

u03  MibRZ)E, BTN —IRIGRIGE] 204 NE, [H network bounded (ZZfLfEJE b_u03 checked
AV A FIR M, F& 5 25)

U3 MRz )G, EAETEE (BRAEEE NF) #UCi malicious nf bounded (ZE{KMEJE  b_u03 checked
[HIC AR HHIRE R RAIR1S FFE)545)

X01 ZRLAHA NF iR R A 1% NF fl NRF Al network proved x01_tok checked
E: M IREEKIETCERIGS — 1 NF 2R,

X01 HASNF B TLS FBIRGAEEZ NF FH: 55— malicious nf proved x01_key checked

H15 NF iR e, RILE A% NEF &S
ADRF %2 H,
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P ) B 1y ANl

LLM W B AR SO o USRS FHHE MRS, ProVerif; 28 3 T AYEED 45 SRALE UERA 28 A9 [E]

e

= o

ProVerif+ Agent 2 1ifi session-20261114T230426, 2026-11-14, IRZA: B5EK, B : deepseek-v4-1-flash-
261017, ¥ 51, UEHARS 6 7, SLFRFER 16 704, ZRH 0.150 £t

ProVerif: 11T 127 {RUFAH, 126 fSH45E, 1 IRIEEE, N 48>, 185% 36 1MHEI%,

i 72

Y
JiA
SrHTiEIE

AEIEFEIRN

L

ADREF analytics record lifecycle
19.7.0

#i/ME UE B4 analytics record, StorageRequest — RetrievalRequest — Delete, —4477{iff NF, —
BAVFEIUNE, —MEBESENF; EEMRSH MR, HEBR LT, UE consent, 103

FEFEANMEAREN T AL 2SR 724, WHERERmmRL FloL, TEREERM
YOI, EAEFAIUE PR AR RG], EE Rel-19, A BIXSIMNEMSS KT E SHEE Y
RS AT NF; TLS MBS i @2, &75 NF AREEREAM NF /Y TLS &8
OAuth2 subject/audience/scope/expiry & TLS S5 E KT EL; NS5 scope 1~ HBNEF T
TEFRE R, HUARARERAIE MR, ARRRESEamE LR E. BnEiEE APL it
1, TR7EH 56 L4,

443 MRS IRSCHIT (331162 F°11), KA FAIFT . AP s0001 2 2095 IR IX LR
P& i

WA RIS T4 R :

SChid E ey s

main 4222 Nadrf_DataManagement_StorageRequest IR 55 1/

main 42221 MR

main 42222 TR BRI TSR

main 4225 Nadrf_DataManagement_RetrievalRequest AR55##1E

main 42251 iR

main 4.22.5.2 1HK I M ADRF B 7RI A7 (A0SR B At SR
main 4229 Nadrf_DataManagement_Delete fI{55#%1E

main 42291 MR

main 42292 TH R ER O AR EAR ST AE R

main 42293 i R B A 4 SR MTE T SRS BR AR BB A 45 2R
main 5.1 Nadrf_DataManagement iR55 API

main 5.1.1 Gl

main 5.1.2 HTTP [f

main 5.1.2.1 HER

main 5.1.2.2 HTTP FrifEsk
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ADRF 7 Hrid 4

I
i

JE %2

X
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main
main

main

e

= a]

5.1.2.2.1

5.1.2.2.2

5.1.23

5.1.3

5.1.3.1

5.1.3.2

5.1.3.2.1

5.1.3.2.2

5.1.3.2.3

5.1.3.2.3.1

5.1.3.2.3.2

5.1.3.2.4

5133

5.1.33.1

5.1.3.3.2

5.1.3.3.3

5.1.3.3.3.1

5.1.3.3.4

5134

5.1.3.4.1

5.1.3.4.2

5.1.3.4.3

5.1.3.43.1

5.1.3.4.4

5.1.35

5.1.3.5.1

5.1.3.5.2

5.1.3.5.3

5.1.3.5.3.1

5.1.3.5.4

5.14

5.14.1

5.1.4.2

5.1.4.2.1

5.1.4.2.2

5.1.4.3

bid

ipa

A A

HTTP HE Sk

VR

i)

%R ADRF $dEfFEid 5
iR

PRIRE XL

VIR bR 7T 12

POST

GET

VHIR 2 SR

YRR BN ADRF BE 7o R
iR

PHIRE X

GHIRbRETT 12

DELETE

VRIS 2 SR

EIR: ADRF ZdEIGZRITH
R

PHIRE

VHIRbRE 7T 12

POST

VRIR T SR

YRR A ADRF BUBAZRITH
iipuy

VHIRE X

GRIRbRE 7T 12

DELETE

VHIR T SR
TERIRTR IR B & X ARAE
BEYE

1B request-storage-sub
R

Bz X

#1E: request-storage-sub-removal
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SChid et bid

main 5.1.4.3.1 ik

main 5.1.4.3.2 FBEE X

main 5.1.4.4 1 remove-stored-data-analytics
main 5.1.4.4.1 ik

main 5.1.4.4.2 BREE X

main 5.1.5 A

main 5.1.5.1 HER

main 5.1.5.2 K ERIEA]

main 5.1.5.2.1 ik

main 5.1.5.2.2 H#R URI

main 5.1.5.2.3 PRETTI5

main 5.1.5.2.3.1 POST

main 5.1.5.3 ADRF & j@A]

main 5.1.5.3.1 ik

main 5.1.5.3.2 H#R URI

main 5.1.5.3.3 PRETTT5

main 5.1.5.3.3.1 POST

main 5.1.6 P& U

main 5.1.6.1 ik

main 5.1.6.2 SRR Y

main 5.1.6.2.1 el

main 5.1.6.2.2 A NadrfDataStoreRecord

main 5.1.6.2.3 2 NadrfDataStoreSubscription
main 5.1.6.2.4 2 NadrfDataRetrievalSubscription
main 5.1.6.2.5 2 NadrfDataRetrievalNotification
main 5.1.6.2.6 2 NadrfDataStoreSubscriptionRef
main 5.1.6.2.7 2 NadrfStoredDataSpec

main 5.1.6.2.8 2 DataSubscription

main 5.1.6.2.10 27 StorageHandlingInfo

main 5.1.6.2.11 2 NadrfAlertNotification

main 5.1.6.2.12 A NadrfAlertNotificationResponse
main 5.1.6.2.13 2 DataSetTag

main 5.1.6.3 ] BRI R A 5 M2

main 5.1.6.4 A &I EER SRR B L & 1 e
main 5.1.7 HHIRAL T

main 5.1.7.1 REIR
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SChid
main
main
main
main

main

et bid
5.1.7.2 PR
5.1.7.3 R IR
5.1.8 RS
5.1.9 e
5.1.6.2.9

IR BEXRTEMEINTER: 8PN E UE BE7HIE%, StorageRequest - RetrievalRequest - Delete,

— % 170E NF, —% P2 NF,

SSUEVE]

X ROSCR R R

FEG G EMER AT, 72 Hr# R PR BTE B SR A B X oI &R, 29K,

—MNEEATANF; FEEMIRESE SMER, HEER_ BT P, UE [,

A DAACSCRR LAY B A3 BOREE BT S [ A E R SE A7 £ T SRR,

id

YRR R Y

ID R PUE] XREAB ik
701 SRR RAIMER ADRF FUN—/ NF IR&1HZR 56 5.1.9 &1, X APIFUIGRIAT AR s0368, s0369,
FATH, ZEHEL/RIVR OAuth? $Z4Y, NRF /ENZAURSS s0371, s0373
L1E NRF B LA —4 , HEEMNCEIRESH, I
NE. AT RetrievalRequest £l Delete #E{E[17E
Nadrf_DataManagement 713 nadrf-datamanagement:storage-read-
HY; % s FTiE SRR delete-subs,
&,
703 ZhYE | E AR ADRF fe&ESME THAEAR  API AR, MERMITFEHRIEEN T  rfc6749:2879,
A HEZAO0® ADRF, FFHIE  —/MoRE (5.1.9), XN2HE40ER s0373, s0034,
RAFEIICR VI HE DA storeTransld BN ERIBIRATE & HF  s0053
{EMIE SR, A1E; RFC 6749 5 10.3 e,
OAuth & N R TRARSS s T 77
PR ESHMERRRA THREN
B, 6 10.16 TNEERISZARR
il
K02 RN H AN FRE KRB ¥ 22NV 7E anaNotifications/dataNotif ~ s0037, s0039,
NadrfDataStoreRecord #5717  H#EHFEER 2 EdE (4.2.2.5.2); 50040, s0368
B i RE RGN NF - 58 5.1.9 450 TS 33.501 5.9.2.1 Bk
MRS ECERNE, S—1  SBI AZHNAIAIEHSZ R,
15 NF RHITE, Mg %
B WARIIE,
D01 fRMEANIESRSFMHEIIER—8 BREEME, CEZNART®  RRIEERISEERBNBEEHR M ts-33-501:2871,
7 ADRF TEHIERMFRIART T NadrfDataStoreRecord (4.2.2.5.2); s0034, s0036,
BEIEFEMERICS, storeTransld TS 33.501 5.9.2.1 TRIEHE 547 50037
M, A AHRE, FH 2 FAIAIE, HEREA NF AR
W ARITHE R
S05  JoiEf R EMBRAYICSR ADRF B Individual ADRF 4.2.2.9.2 i ADRF MAHBRAT B AITERE 0054, s0055,

Data Store Record Z J&, 1E{f]
HTE, LARIEREE,
BICERUORISH AR,
ADRF [\ 204 58— MR,
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ID

R0O2

705

uo1

uo02

uo3

X01

R
iR B 2 A% 52 — IR

HAUNFRIE SRR SZ ORI

SRR A P H S

R ERAN R 73

IR i i S g

MR IR

ES

L8 75— NF FHRZIER
EICRIIMIERTE R 21k
ADRF BXPITHEAE, A2
AR (T Ar H At IE %

—MNEREMEATER NF RS H
HE, FiHHCRERIENZ
APIJEREIRIL R, JCIRBEEER
IR 55—~ NF f#{BRTId 5%,

EE SNBSS HE
&/ NF {20, 2
TEMIZICRAY NF AR
NF; storeTransId fINE ST
filgir—2%,

M BRI SR 75 B 7 2 o
ZAREIIRUR, — AR
£Z I

FIBRE 5 2 J5,  (HEIRENE
NAREVE T HIRE R AR 2
LHTHBRAE

NF AR55 18 235 1175 (0] A REAn
BPUEIE, #X6%S— NF
FOERXS P45

MREAB

MHIBRIE K@i storeTransId E{ELHE R

JUfEEICSE, ADRF MERPUECHYIC SR
FEI% 204 (4.2.29.2,4.2.29.3); TS
33.501 5.9.2.1 EREA™ NF 281N
IO LR SRR AT B

5.1.9 H A —JE R SRS AP ITF
fii, ARMMER; XREEA BB
ORI E G, Rt R —
NF FER 57525 — a5 NF ZFH
A TEEFNC HARIR AR,

ADRF % storeTransld F3R A1 5%

(422225 24), RERIRETFZIEK
SEIRFIMICFR (4.2.2.5.2); XX
AR IIC e 2] DLSEE
NF HEAR$E,

%6 5.1.9 454 RetrievalRequest /1
Delete #/F7E S T [A—MEF nadrf-
datamanagement:storage-read-delete-
subs, [RIM SRR A X 73X AR
MRo

BAEAIELEN ADRF [H%5 204, fiHkR
G HEE 204 (4.2.2.5.2,
4.2.2.9.2); SCRHAM R B R 22 17 R
FARYE,

RFC 6749 5 10.3 T E R jn] S he

IERE, SIERTOTTAR. BKRE
AR, 551010 TRE TE
MIKEZR; TS 33.501 5.9.2.2 HLE NRF

FFRURS A, HER TS NF

Z [ AIAIE,

ik

ts-33-501:2875,
s0053, s0054,
s0055, s0069

50373, s0034,
50053, s0069

50019, s0022,
50034, s0037

50028, s0048,
s0373

50045, s0054,
50055, s0056

rfc6749:2859,
rfc6749:2870,
rfc6749:3032,
ts-33-501:2883

I AR SRR AN FERI PR X01.

MR ERIR, BERAM

fid BSOS B ORI 20 BT A/

BRI,

3398 By o EN BB T Rm: BN

PERL, ENBEE S, BE N AR, T 30 B, %E 368 Br. HIMELE B s HARIERT E T 45 M TR
T B BRERIANZ T H AT,

Big Ak EHN AR

P001 & rfc6749:2778- &HRRR iR KT OAuth ZRMEERTHE 7T NHZIZ UM ; A RRRA A
P002 2786 TRBEAI AT,

PO03 £ rfc6749:2790- X01, malicious nf

P006 2823

P007 & 1fc6749:2827- 703, malicious_nf

PO10 2850

PO11 & rfc6749:2859- 701, 703, X01,

PO15 2881 malicious nf

P016 &  rfc6749:2885- AEEEN TGHT R I APT AU % P eI 7 (5.1.9)0
P021 2917
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¥

Bk

PO22 &
P025

P026 &
P029

P030 =
P033

P034 2
P035

P036

P037 £
P039

P040 =
P042

P043 &
P048

P049 &
P050

PO51 &
P052

P053 =
P054

P055 =
P062

P063

P064 2
P072

P073 &
P074

PO75 &
P078

P079 &
P089

P090 &
P103

P104 &
P110

P111 &
P125

P126

P127 &
P136

P137 &
P147

ik

rfc6749:2921-
2943

1fc6749:2947-
2980

rfc6749:2984-
3003

rfc6749:3013-
3019

1fc6749:3023-
3028

1fc6749:3032-
3041

rfc6749:3045-
3066

rfc6749:3070-3110

rfc6749:3119-3138

rfc6749:3142-
3150

rfc6749:3154-
3167

rfc6749:3170-
3210

ts-33-501:2491-

2491

ts-33-501:2495-

2511

ts-33-501:2515-

2517

ts-33-501:2523-

2529

ts-33-501:2533-

2553

ts-33-501:2557-

2583

ts-33-501:2587-

2599

ts-33-501:2603-

2631

ts-33-501:2637-

2637

ts-33-501:2641-

2659

ts-33-501:2663-

2683

Eh
AMETEEIA

AMETEEA

TETEEIN

X01

701, D01

X01

AMETEEIA

AMETEEIN

AMETEEIA

BARRIE EFR

PETEEIN

AMETEREIN

UERASR IR T

AMETEREIN

AMETEEIN

AMETEEIN

AMETEEIA

AMETEEA

PMETEEIN

AMETEREIN

AMETEREIN

AMETEREIN

AMETEEIA

AIERH
;&P ER T AMER

R EE R e P B s E R 1,

WIRATE & L Ra T, MEM.

XMEREMFREE; It APL FRETRAREHP 25,

B P ARBE B E A0 U CSRF; IARTRA AP AR
RO R B A REER A,

BEREVCEBFE ML 50 FRR S AT B
THREEEN; R IR A EE A,

FUMAER B R RIEATE ;I APL AR PR T, AR

HIEEE-D
PhT 2 ERERRES, BARA PIRE, thiRA SRR A ]

ProVerif,

UE S5 ARG ERAIERITA; It APT TR A UE,

AS/NAS R EHAKERMZEIRE; T2 ADRF AP,

X UE FIZER,

UE H P EIRFE S EERIE oL O LRI,

UE F P EURFIE S EBARE oLt O Ly se s,
BAEREINENE; AR TIRETRESLEE,

BARFRERL; Frofricso23E UE RESHIE®R, HALSHIER
7 UE [FIEfZZ,

gNB Z R 138 A AR,

UE 5 gNB 2 [Al ] P 8UEAE S R RIpLE T,

UE 5 gNB Z [8] 1 B {5 2 B r 2 2k
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Bk

P148 &
P178

P179 &
P192

P193 F
P198

P199 F
P213

P214

P215 £
P217

P218

P219 &
P220

P221 &
P227

P228 &
P234

P235 F
P241

P242 &
P254

pP255 &
P292

P293 £
P303

P304 &
P312

P313 &
P314

P315 &
P318

P319 &
P327

P328
P337

P338 &
P369

P370 &
P375

P376 £
P380

P381 &
P394

ik

ts-33-501:2687-
2761

ts-33-501:2767-
2795

ts-33-501:2799-
2811

ts-33-501:2819-
2853

ts-33-501:2859-
2859

ts-33-501:2865-
2869

ts-33-501:2871-
2871

ts-33-501:2873-
2875

ts-33-501:2879-
2891

ts-33-501:2895-
2907

ts-33-501:2911-
2923

ts-33-501:2929-
2953

ts-33-501:2957-
3031

ts-33-501:3035-
3055

ts-33-501:3059-
3075

ts-33-501:3079-
3081

ts-33-501:3085-
3091

ts-33-501:3097-
3115

ts-33-501:3121-
3141

ts-33-501:3149-
3215

ts-33-501:3219-
3231

ts-33-501:6540-
6548

ts-33-501:9656-
10917

Eh
AMETEEIA

AMETEEA

TETEEIN

AMETEREIN

701, K02, D01,

malicious_nf

AMETEREIN

701, 703, D01,

malicious nf

D01, S05, R02

701, X01,

malicious nf

AMETEEA

PETEEIN

AMETEREIN

AMETEREIN

AMETEREIN

AMETEEIN

AMETEEIN

BAPRIE H bR

AMETEEA

PMETEEIN

UERAZR A T

AMETEREIN

AMETEREIN

AMETEEIA

A IEM IR

X gNB i&HE, BHEM, FI/E1 #10PIK ng-eNB HIER; #i5
ADRF API &%,
BAMMBESIE e, 2t APT RSz,

2520 P EEAAFT SEAF B3R,

*f UDM, SIDF, AUSF 1 UDR FJEK; P Finfe R 784
AR P AR,

MRS EMS LB AR ShTh R ; E55HERR 7 A, HERIREHEEE
& ADRF,

NEF Z£%5K; NEF MRRFRENZ575,
MR&sBERE; BAREHS#E S ADRF Z R HIZEE.

Ui S i Lo ELRAT IR 37 s T A — IS E R,

SEPP X N32 HER; i A 18 M.

N32 L7 b A o

N32-f ERJBPELRY; A SEPP,

IPUPS tUidii§; & T ADRF API,
3gpp-Sbi-Originating-Network-Id Sk B RN, CRREREREE W
KA s A i JE BT 5
ELmENE; 25 —TRHE.

R UE AU P R] DM 5 T e

FEARIR, FIRSREERNERE, A 8 6 F] ProVerif,
Xf 5G-RG Hl NSSAAF %R,

N3 _EMZ 4,

EAP-TLS Fft®%~fFIF1 IAB 23K,
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B% ik &N
P395 &  s-33-501:11439-  RIETEEIMA
P398 11901

AIERH

Fft 5%+ MBSF/MBSTF 1 NEF AY%E3K,

S 5TNZOIE, BIUR & Bk &
fa TR E SEIRZS 575 M2 R REZR IS, 3t 23 T0; A& xR 1 IS 5%
FZEHX NS 5T ERXME, SEN T AN, & 7BEGFE SR 1100, I 12 T, (EEk B MR
K B—IUE2ZMCEZE AT KT,

ID Z575H B BahEERN ENdio)

S01 NF service consumer 2577 malicious nf

S02 SEEATLNF 2577 malicious nf

S03 ADRF 2577 HEXEWARSY  ADRF B REHICRNS 5T, —HERAKLE
ZF, XERFRRNE SR E RS, TSRTER
WSEHY ADRF R HA A —2%,

S04 NRF 2577 WENEHRT  THEREBIRS SIS 05 R S, FItixE
FIr [0 ) 45 AR AP BT A SUERSF SURRTERR R
NRF NN A HE AT —5%,

S05  AIFIE NF 2577 malicious nf

S06 T NF 257 malicious nf

S07 OAuth2 1[4k & H scope N malicious nf

S08 {Zfiftic % storeTransld (] malicious nf

S09 e FH %L HE/analytics I TE N RERISF analytics NBEAS; W& EMZREIEEER
FRERAPIAR R, XL EEA S, WA EE—5
B,

S10  VilA& ki (N malicious nf

S11 storeTransId e malicious nf

S12 IERENE (=l Y s B E R EIERNA SRS N: BARAR & K.

S13  NadrfDataStoreRecord H[] H RN ARERISF W ERANRE RSN 0IEH RS B AR A S Ry

dataNotif/anaNotifications N%F Fo

S14 I FEETA H FE N BRI  BWEEFFENIERER RN BARAR & K

S15  EMHBRIE T {1 KBRS TEEZ  CMBRICHAIEIATRES R T ADRF G I1Ef2 it
E; MR EFRELAYE ADRF I&[EIf 2,

S16  MERIGR (I malicious nf

S17  EFIRES {1 HEN RS IETIRESIRFAE ADRF NER; IHilEBGEEE M ESE T
ADRF, TTERXAME LR IX B (A AR P B T e 123K
3o

S18  HAth NF fyid 3t (=l HE N RS FrEHEM NF BIE SR IE 2SRRI B AR AT RA R 2
’%‘_'O

S19  IEUFAT 8 malicious nf

S20 fHBRIFR] e malicious nf

S21 i {1 HE X 2Essr  FEIERRRST AT,

22
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ID Z57R{E

S22 RN N

S23  LBAFENAL

eS|
fH

fH

i A

B

WEFGARES  FIRNGR B ADRF AP AT E BN NF; =48

B MR TR ZE H 2R HIRE ST, T8 12 [R5 IX
& FURR A AR A B i

WHEGARES  HRRAF N AT EE A ATRET, T 452 R

i H5— NF FARFERIACHEE NF &
2

Imlo

TARPERAE S BB A AF FIIESR

Rl RO E S B ATER,; BMERZEHD—DEdE MoRE, BT IESR %
Wi PAMHNMNERESR, TER RO ENZETRE RS #E, FIx%GE MERGRI LR AT KE
MARR, SERGICREMESR,; R INE A NI IERRE FR i .

wikis ESEEL A g sk
network HAEMZ: B, E7F. BUHFEEHEE, T

malicious nf

AT — 77 IR

BERMWAEGIEN— NF IRSHEEENERE: ©  5.1.9 BEEFRNEANEEARZ AP NF - 50373,
HCH TLS Wi B8R, NRF ATERM, R R ADFNATEE SRR S s0034,
nadrf-datamanagement:storage-read-delete-subs [Jifi ~ J#; 2K A] DUAIT store-trans-id 3¢ data-  s0069,
R, DU ERTEH A FIERAARIRTE (EWEIR  setid (4.2.2.5.2) fEEIds%, MIERIERNEDT  s0368
storeTransld, IR HEIEN dataSetld), B  HIEIE (4.2.2.9.3) f5E, RILHETHEE LA

FEE A A NF R9%8H, RSt NF (1

FUFIEH EEEIIESR, TS 33.501 5.9.1 %

TLS i, EEXMNIED NF&E TR M, HIE
X NF 2 H5H B ORI ETENERA R,

D network malicious_nf

201 JRAZ JIRAZ

203 AL AL

K02 AV ENAvA

D01 [pav FRAZ

S05 JRAL [pAvA

RO2 JRAZ JIRAZ

05 [ AvA AL

uo1 JZAL ANBRAL

u02 FRAZ BN VA

uUo3 [pAvA [pAvA

X01 I AYA JRAZ

JESOR E B3

Source: 443 units, 331162 bytes, frozen in source-delivery-01.json. Targets: 10 approved (Z01, Z03, K02, D01, S05,
R02, Z05, U01, U02, U03); the questions asked: 3. The list of targets was approved as drafted, beforehand, with --

approve-targets.

6 B HCREUE I BRIME ({55 decisions: auto) fHAIIRE, AR :
« approve_package: Ht{EJFSC I protocol-f1f52cf258d8c7809ece111ccf09
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AL E RIS 1 ER (L IRZEK), 0.000 USD, %A 152430 > token, FiHi 4129 1, #EHF 202 7D,

KT UL AR L

o S05: fE ProVerif FEZ, W& NIZEMREE T changing_state
o RO02: fE ProVerif 1%, 7T &E NIZEMEE T changing_state
« U03: 7 ProVerif T1E%, 72Hi#& NZBEMEE T changing state

—PIARELR T LA (xor, dh_algebra, other_algebra) [ ProVerif %, 25X di5MGE 155 T HLizA :
TEAR RSB UE B E X B 553 ch & HUUERH, TEABHER RN B EH N2 B LN d, — a7 ERE
(changing state) Y ProVerif #5844 XIE&T7HZEL: EALRIS SIS, EARRG RS ATEER
/D T2 E, Tamarin+ Agent 1% AN X LEHE T A5,

DA Y 502 bounded.pv ERYE R BEROMERIE A ProVerif S8, HApREFLEMMEN—T7HE
REWRITENZA . ZEB D TR S, RIHIZ A IX A NS L, ARIEM, HAEHR
RS R EL R d, SEH T ES T,

B IR A

IXFB T SR AT N RS EE, N 2UERHERAYE S, ProVerif 7R FAY“2” %R ProVerif 76 /E R 1R F]
T XESRIPUE, FHIXEPEERTRERT; TR SO VRN E, HEERRPI— R d
i, EfHER 72NN I BRI, “RAEIHAES TIRERK, FHFA TR,

H REE77 af 2k frl I G 2 refs

—%% Individual ADRF StorageRequest BI[f# T, ADRF 73ll—  7E% RetrievalRequest I, s0018, s0019,
ADRF Data Store A~ storeTransId (s0018, s0019); ADRF ADRF EHX51ERSEULEAYIE 0036, s0045,
Record J&[A] HE T REPRFHBEZ MY Delete ¥ EHFEER, 1@ RN (s0036), DANIEED s0054, s0055,
K¢ storeTransId HY & storeTransId (s0054, s0055) Bj@id Delete |, ADRF fEIREMZE  s0057, s0069
#1E ARSI (s0069) 0 Fa 2l (s0054),

— ALY ADRF f1f¥ 491 StorageRequest # = E#HT /7L, ADRF 7£ Delete HHEEIRIES 50019, s0022,
storeTransld 3 aens Rt B CEEICREE H AW (s0053), HERHE AT DALE s0034, s0053
M NF l®%5  storeTransld (s0019), 7#fi&f NF M  RetrievalRequest HHEEE

HE Location SkIRHIE (s0022), (s0034),
Bk ghR HA#  ProVerif ffi/R s
replay REH bounded.pv St3 FEMIAFTIRZERVIRAS, REAMMERER, 1 goned

EL5 T —%; FIK ADRF [UEE IR HBREIELS, NIt S48 —
R¥EZ (b_r02 verified, b_r02_ctl B/RiELEEFIK),

repeat_one_time_action REH IR/ ADRF M LICFKPIT RS E; e ﬁ?&?ﬁgﬁ%, HE
EENAIMBRSAFEIIR S, MR RBEBRETRTG,
desynchronisation AREH IEFREINH ADRF £56; 7R NF BR T storeTransld 2 /M2

TAALMRPY, RIEAFAE AT REIER RS —OrEIA,  HAE R0 AT
REAENATHETA B

update_before_check A& 1£ bounded.pv St3 H, JIRSEHITERRZ BIFCHINR, FrRSE
KWEZ EAEAL T %, KB EAHUTS R R RRIE S,

no_rollback_on_failure A& PAFNLRAIMER S LE A CRZ AR EREFERE . B4 SO RKE
(IR R (bounded.py St3 #1 St5), K RIME H 1EHYIZTTA
KRR B,
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it H¥r ProVerif iR IR

race_between_sessions A& I model.pv ¥ ICRAFEE— DN HEARAERF, R AEAREXE—Id
ST MRS =32, ARRRIARR, M, ERSEE
#Y bounded.pv H1, 5 iXMERYAELL, HIVEHME ADRF (£ —
W FURBOF B — MOSRIRA, BRI MRS TE R AR 7 #S A 22 DA
FEA EARFRZE I BB BRIC SR IR

distinguishable_failure % J&: ProVerif 7 %R NF £7F H CHIEIEMYERE Y nadrf-datamanagement:storage-
bounded.pv _E7F  read-delete-subs I (s0373), / BARIE—MEEBIEEIRIRF
UET b s05 ctl HY RetrievalRequest (s0034), / ADRF $R&[id5%, DA 200 iR[AiZid
S BHRAEI, DL 204 BE (s0037, s0045), / PRI EAF],
IEIZ NF 18515 — NF BESR 2 B T7E,

wrap_or_window REH SRS EHI RS, A5 HE 0, storeTransld X &4
StorageRequest EEFT AL, HMASHEREAMHELLE:, FEAERE
SR,

o
*E

T NS R E N

L Hbs FHIE P
38  S05,R02, changing_state ADRF {R1%—#%% Individual ADRF Data Store Record FIRZA——E1E StorageRequest &
uo3 JEFFTE, FF8X Delete BERR——TIX = BFRCPIZBHRIVE R IWERARRS

RO, BRI RS2, HI%E RSS2 ERss R H52, model.pv o3k
FIEBER (AR, FIHEZEKHE bounded.pv, HARSHREIT NI, AT
IRIFEIAS IR ER 4.2.2.9.2 F1 4.2.2.5.2 HIFEIRGRE

38 701,703,  plain_primitives, NF 5 ADRF 5{ NRF 2 [AIf{] TLS #ES A& s AR EH, OAuth2 SRS
K02, D01, many_sessions NE B afAE KA, RILE UK TERA. MAC Fiing, ASE{EREHesn]

Z05, U01, AEHEE IR ECE L, MmawER], RIS METEE X 1FiE NF, B FHDER NF
U02, X01 HPEERESTEES,
SE IS G

+—1H#br (Z01. 703, K02, DO1. S05. R02. Z05. UO01l. U02. U03 DARGHIEAI HIR X01) EEX ML
Wi BHENEREHATEN NF 1, iEmETics,

BRAZEER Sy s A B SR EIEIAMEH H/R NRE N HE LIS NF A SRS ESEMN, RRAPFE
RAIMIERE SR (201 BIERH) ; NF FEEMSMBEEEHCTH (X01 BIEH); H#HE 212 ADRF i
SEAEfEIC S, H storeTransld, 77 NF FlZifm&BAHE (D01 EIERH, — MG U & R E T
RRARIEET TR NF) ; BBR> 5 ADRFE W7 204, S=EMIERHHIEL (S05. R02. U03 1EEJFREA |
BRAZ, XFREHAIE) ; B MAENAM e EE (K02 EERH),

IXERI: M 5.1.9 M. RRFMMERE L FE—NURE, M ADRF RAEIR R, Kit—MHEE
PEEARRTF A5 NE 7] DAEECSS — 4 NF 1920 A7 8088 JE M BR Hie 5 . ml DU 8 fLYE, o] DAd%
storeTransId (Z05. K02, Z03. U01 W ifi; HAMNEE AR S MR 2 FIKE575E, 102, PAKH 200/204
NER S EEET S, —TREKRERIER——ADRF S EBIZIC R NF 8l i En NF #/E1%10
SE——HBR TEA B —A NF =R, HORE T IEE R,

A WRLERHRS . LM ProVerif RIS RUTH GXERED, Ktk 201 BARZ K RIS EER 2 A, i3
A EIAR I, W EBUTHERAERARE, RR2TCFUER R R, TLS 1 OAuth2 #EAH R 4 i
(AR R AT O AR, RIS JEE A B i A LA BiAH; 32459 ADRF 8¢ NRE, SCP flIBif REHTE
E5[ 8

25



